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Social Networking Sites (SNS)

e social media utility that connects one with the
people around you, include text, audio, video,

images, podcasts and other multimedia
communications
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SNS Users

. [i Facebook: 1.11 billion monthly active users as of March 2013
. E LinkedIn: 200 million members as of December 31, 2012
« - Twitter: 288 million monthly active users as of January 2013

* By SinaWeibo: 46.2 million daily active users as of December

™ Renren: 57 million monthly active users as of March 2013
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Outline

|.  Nature of the Problem: attitudes of employers and
employees

II. Attempts of Legal Regulation

a) accessing accounts by Employers: the US Approach

b) The use of info on SNS — US, Germany, Australia

lIl. In Search of a Solution
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Issue

* To what extent an applicant or employee has
an expectation of privacy in their personal
social networking site?
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THE PROBLEM:
CHANGING NATURE, CHANGING ATTITUDES



Impact on productivity: by country

Increased productivity by usage of social tools is most prevalent in China, followed by India, Turkey, Mexico and Russia.
These are also the countries where use of these tools is most common.
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The Concerns of Employers

* Disclosure of trade secrets/confidential information
e Sexual or racial harassment of colleagues

* Posting of clients’ pictures or information

* AND
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Flight Attendant Fired for Posting Hostile Comments and a
Picture of a Passenger on Facebook

** December 6, 2012 | () Filed under: BizTechNews | 2, Posted by: Maria Lloyd

It's another day and another person left jobless
because of their Facebook profile. A flight attendant
for Cathay Pacific, an Asian airline based in Hong
Kong, has lost her job after posting hostile
comments about Thai Prime Minister Thaksin
Shinawatra’s daughter, Paetongtarn Shinawatra. In
addition to stating she wanted to throw coffee in the
woman's face, she also posted a picture of her
seating number on the flight.

Paetongtarn Shinawatra was on a Bangkok-to-Hong Kong flight on Nov. 25 when the incident occurred.
The flight attendant caused a stir within the Thai online communities, which lead Cathay Pacific to take to its
Facebook page to clear the air (pun intended). The company stated that the posting of a passenger's
personal information was unauthorized and against the airline’s privacy rules and concluded by stating the
flight attendant is “no longer on an employee.” Here's the controversial post that the flight attendant wrote on
her Facebook page: "Paetongtamn, | didn’t throw coffee in her face today but she had no clue that I will keep
on fighting until your clan can no longer live like fleas on the Thai soil.”

In an additional post, the flight attendant said she called her personal adviser to ask “if it was all right to
throw something on (Paetongtam) on this flight” On Monday, she said she resigned to take responsibility for
her actions.
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Figure 2. Percent of companies with policies that require review of reputational data
vs. percent of recruiters and HR professionals surveyed who seek it
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71% of Hong Kong hiring managers check job

candidates’ Facebook profiles

“This is well above the regional average of 50% (Australia 36%;

New Zealand 34%; and Singapore 50%)”

—--USE OF FACEBOOK MAY AFFECT CAREER PROSPECTS
30 May 2011

4

Robert Half
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Figure 3. Recruiters and HR professionals by gender who review online reputational
information
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Figure 1. Recruiters and HR professionals who have rejected candidates based on data
found online vs.
consumers who think online data affected their job search
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Facebook Fired
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There have been a number of cases where an employes's misuse of social
media has lead to their dismissal. However. it appears that these aren't just
outliers, but the result of a serious crackdown by corporate America on

tracking their employee’s online activities d
Rollover to Play '
According to a new study by Proofpoint, an Internet security firm, of . Y .

companies with 1,000 or more employees, 17 percent report having issues

with employee's use of social media. And, 8 percent of those companies MASHABLE NEWS IN YOUR INBOX
report having actually dismissed someone for their behavior on sites like Facebook and Linkedin. That's double

from last year, where just 4 percent reported having to fire someone over social media misuse

Some other interesting findings from the study
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15 percent have disciplined an employee for violating multimedia sharing ¢ posting policies

13 percent of US companies investigated an exposure event invalving mobile or Web-hased short message followers
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About Take a Tour Review Contact

web29 suicide machine

Make the switch to web2.0
free life

twitter

Select yvour l ’ I
Social Network

Please read the C&D letter from Facebook here!!!

Faster, Safer, Smarter, Better

Tired of yvour Social Network?

Web2.0 Ohrs. 52 min. vs. 9 hrs. 35 min.
Liberate your newbis friends with a Webz.c suicide! This machine Suicide manual
lets vou delets all your energy sucking social-networking profiles, PO R P
kill your fake wirtual friends, and complstely do away with vour Machine v suicide:
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Part Il

REGULATING ACCESS OF ACCOUNTS BY
EMPLOYERS




 Employee of housing estate management co. left a
message on the housing estate intranet defaming the
plaintiff
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Hui Kee Chun v. The Privacy Commissioner for
Personal Data (2009) CA /
VTC

* Appellant was a former lecturer of VTC, alleged the Head had
completed students’ assignments for the students, and gave
instructions for him to do so.

* Recorded the conversation, uploaded that onto the internet

e Head complained to PC that there was wrongful collection and
misuse

 PC: DPP3 misuse of personal data




Hiring

 when SNS setting is open to all
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If not open to all

Facebook Login

Email or Phone: SNS
Password: ssssse

|| Keep me logged in

or Sign up for Facebook

Forgot your password?
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Password Protection Law

Hiring and Firing

Overview of US State Law on Social Networking Password Protection, as of
06/06/2013

Area of Bill Enacted Under Review Failed Total

Employment 10 23%* 5 38
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Different Types of Statutory Protection

Scope of coverage: sns, email, any electronic personal account

Prohibition of employers seeking login info from applicants or
employees; or seeking such info or access from co-workers

Exceptions: investigation of misconduct; formal investigation
on alleged violation of laws

Remedies: damages, reinstatement




What about

e “Shoulder surfing”

* Pressuring applicants or employees
to ‘befriend’ the employers

* Changing privacy setting

to allow public access




* Part lIB

THE USE OF INFO ON SNS BY EMPLOYER:
A COMPARATIVE STUDY

32



USNY Party Shuttle and Fred Pfantzer (2013)

e Tour bus driver posted on Facebook criticism of the

company on work conditions, benefits, union
activities

* Posted on a page for NYC Tour Guides, accessible
only to tour guides invited to join

33



Held by National Labor Relations Board

* Must reinstate the plaintiff and provide back
pay

 Related to work and union benefits, not
libelous
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Germany

* Landesarbeitsgerich Hamm Urtei

| (2012)

e Facts: apprentice called his employer on

/Ny

~acebook to be an “oppressor”,
and “exploiter”

* Private setting, with 112 friends

slave driver”

35



Held ey

Comments: insult
Accessible to a multitude of persons

Pl was 26 years old, the special feature of
apprenticeship

Depended on individual case and particular
facts
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Australia: Linfox Australia v. Gen Stutsel (2012)

* A truck driver posted on Facebook criticising 2
managers, calling one of them ‘bacon hater’ and
another with words constituting sexual harassment

e Dismissed for offensive, derogatory and
discriminatory comments,

* but not supported by Commissioner

37



Held by Fair Work Australia

1.
2.

nature of the comments and statement
Width of publications

Internet: can reach wide audience, ease of
forwarding comments, permanent nature

Did not agree this was mere vetting, as conversation
in a pub

BUT

38



In particular

e Stutsel had been employed for 22 years
* Facebook was set up by his daughter for him
* Page was only for ‘friends’

e some of the statements complained were made by
other colleagues but were not sued or dismissed

e S:did not know how to delete comments made by
others

39
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Suggested Legal Framework

* the ‘place’ of the discussion: open setting or just fro ‘Friends’>
the reach of the audience

e Subject matter: any verbal or physical threats being made;
racial or sexual harassment; defamatory statement

e The nature of the ‘outburst’: the cause
* Abusive or insulting personal remarks

 Employers: consistent application of policy

40



Part lll: Things to Bear in Min

* Employer

 An employee’s conduct

 Companies’ own policies in
determining whether termination is
legal under the circumstances:
cannot be overly broad

e System of verification

* Opportunity for employees or
applicants to dispute information

Employee

Password

Expression in private setting of SNS
No. of friends

Relation with works

Nature of speech: abusive
Exceptions always apply

41
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