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Transforming memristor noises into
computational innovations
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Memristor-based compute-in-memory (CIM) systems show promise in accelerating various
computing tasks with high energy efficiency, while various inherent noises in memristors, generally
viewedas non-ideal characteristics, are detrimental to systemperformances.However, recent studies
reveal that these noises can be harnessed to enable advanced computational functionalities,
transforming challenges into opportunities. In this work, we systematically review the noise utilization
strategies for these functionalities by categorizing them into two main types: ‘noise-based
perturbators’ and ‘noise-based generators’. The former utilize noise to help systems escape local
minima and improve global convergence, as seen in combinatorial optimization, and to enrich feature
spaces, as seen in reservoir computing (RC). The latter employ noise to produce random numbers or
distributions, as used in physical unclonable functions (PUF), stochastic computing (SC) with true
random number generator (TRNG), and Bayesian neural network (BNN). By examining these
approaches, we highlight the potential of memristor noises to enable functionalities that are
challenging to achieve with conventional precise computing systems. Finally, we discuss the
challenges ahead and provide an outlook for future research. This review aims to pave the way for
memristor-based energy-efficient and resilient computing technologies.

As big data processing demands increase andMoore’s Law1 is approaching
its physical limits, the limitations of the traditional von Neumann
architecture2 have become increasingly apparent. In response, compute-in-
memory (CIM) has emerged as a promising paradigm, performing calcu-
lations at the data storage location to overcome datamovement bottlenecks.
Memristive device-basedCIM3,4, owing to its excellent electronic properties,
simplemanufacturing, and high-density integration potential, has attracted
significant attention from both academia and industry5–8. In recent years, a
range of memristive devices have demonstrated excellent application
potential, including oxide-based resistive memory, phase-change memory
(PCM), magnetic random-access memory (MRAM), and ferroelectric
memory. Each technology offers unique advantages for CIM systems.
Among these, oxide-based resistive memory has emerged as particularly
noteworthy due to its reliable data storage, high integration density, low
energy consumption, andhigh speeds,making it a significant driver forCIM
technologies. In this paper, unless noted otherwise, the term “memristor”
primarily refers to oxide-based resistive memory.

The conductive properties of memristors stem from the movement of
internal ions within their metal-insulator-metal (MIM) structure under
voltage bias, resulting in the formation of conductive filaments9. However,
memristors exhibit a rangeof inherent noisesduring operations7,10,11, suchas

the noises in write and read operations of memristors and stochasticity of
switching and switching delays. Meanwhile, memristors display significant
variability both between individual devices and across successive write and
read cycles of the same device, i.e., device-to-device variations and cycle-to-
cycle variations, respectively. These characteristics and behaviors originate
from random formation and rupture of conductive filaments, stochastic ion
migration, trap state dynamics, material inhomogeneities, and thermal
fluctuations of charge carriers10,12–14. Nevertheless, these stochastic phe-
nomena often present significant challenges for the reliable integration of
memristors into complex systems. Researchers have explored methods to
address the noise issue, including advanced memristor programming
techniques15, optimized high-precision data mapping techniques16, redun-
dant data representation6, and noise-aware training methods17. Addition-
ally, hybrid precision solutions have been used, by deploying memristor-
based noise-sensitive components within digital complementary
metal–oxide–semiconductor (CMOS) circuits-based frameworks while
relegating less sensitive computational tasks to analog memristors18,19. This
approach aims tominimize noise impact by leveraging the strengths of both
traditional and emerging technologies.

Recent years have witnessed a paradigm shift in the perception of
intrinsic noise within memristor-based systems. What was once viewed
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exclusively as a disruptive phenomenon is now being re-evaluated for its
potential to confer computational advantages20–23. This evolving under-
standing has led to a shift from minimizing the negative effects of noises to
exploring ways to exploit these inherent characteristics, fostering innovative
applications across multiple computing domains, such as combinatorial
optimization24, reservoir computing (RC)25,26, physical unclonable function
(PUF)27,28, stochastic computing (SC)28, and Bayesian neural network (BNN)2
9. Previous reviews have analyzed these specific fields by focusing on sum-
marizing various implementation methods and devices used separately.
However, a comprehensive review from the perspective of memristor noise
utilization strategies across multiple applications is still lacking. Furthermore,
some reviews do not encompass latest field advancements, particularly those
published post-202024,27,28. These gaps underscore the need for a systematic
exploration of noise leveraging in diverse computational contexts, potentially
unlocking new possibilities in emerging computing paradigms.

This paper aims to address these gaps by providing a systematic review
of noise utilizations in memristor-based systems. We first introduce typical
concepts and noise behaviors of memristors. Then, we categorize noise
utilization strategies into two types based on their specific working
mechanisms: noise-based perturbators and noise-based generators. Noise-
based perturbators utilize loosely controlled analog noise as a system per-
turbation, aimed at enhancing system dynamics, such as altering system
states and giving diverse responses. Examples in this type include combi-
natorial optimization and RC. Conversely, noise-based generators employ
selective control and processing of noise sources with specific distributions
to produce desired numerical values or probability distributions. Examples
in this type include PUF, SC, and BNN. Finally, we discuss the challenges
ahead and also point out the potential future research directions.

Memristors and noise behaviors
Figure 1a illustrates the working principle of a memristor, showing its high
resistance state (HRS) and low resistance state (LRS). These states are
controlled by the migration of defects, such as oxygen vacancies or metal
ions,within the conductivefilaments.Generally, in SEToperation, a positive
voltage applied to the top electrode drives defects towards the bottom
electrode, resulting in an LRS. Conversely, in RESET operation, a negative
voltage causes defect migration back to the top electrode, leading to anHRS
due to conductive filaments rupture.

Figure 1b shows a typical one-transistor-one-resistor (1T1R) config-
uration, where a two-terminalmetal-insulator-metalmemristor structure is
connectedwith a transistor for switch control. Other configurations, such as
one-resistor (1 R) and two-transistor-two-resistor (2T2R), are also used in
various computational applications8,10. Figure 1c plots schematic of a typical
direct-current I-V curve of a memristor, showing the conductance

switching characteristics. When many memristors are integrated into a
crossbar array, vector-matrix multiplications can be in situ realized in a
highly efficient manner through physical laws7,11,30 (Fig. 1d).

The material properties and manufacturing process variations of
memristors not only result in unstable conductance behaviors during
operation, such as write or programming variation (Fig. 2a), read fluctua-
tions (Fig. 2b), and nonlinear current-voltage relationship (Fig. 2c), but also
affect the switching characteristics ofmemristors, including switching delay
(Fig. 2d) and switching voltage (Fig. 2e). These non-ideal characteristics
ultimately lead to device-to-device and cycle-to-cycle variations in mem-
ristor arrays.

Table 1 showcases commonnoises inmemristors,which are origins for
various variations in electrical behaviors. These characteristics include:
• Flicker noise (1/f noise)31–34: A common phenomenon in nanodevices,

with its power spectral density (PSD) exhibiting an inverse relationship
with frequency. It primarily arises from defects and traps in the
material, affecting device performance at low frequencies.

• Shot noise35,36: Stems from the discrete nature of charge carriers and
their random arrival at conduction channels. Its PSD is frequency-
independent and often modeled using a Poisson process.

• Thermal noise37: Results from the random thermal motion of carriers
in thematerials formingmemristors and peripheral circuits, setting the
lower bound for system noise levels and detectable signals.

• Random telegraph noise (RTN)38–41: Manifests as sudden, step-like
transitions between discrete voltage or current levels at random
intervals. It is attributed to the activation and deactivation of electron
traps within or near the filament.
In practice, flicker noise and RTN often significantly impact

device behavior, reducing the readout margin and causing significant read
noises14,21,42.

Recent research has explored ways to integrate these non-ideal beha-
viors into computational processes, achieving positive effects that are
challenging to realize in conventional CMOS-based systems. As illustrated
in Fig. 3, these efforts can be categorized into two types: noise-based per-
turbators (Fig. 3a) and noise-based generators (Fig. 3b). Perturbators utilize
the non-ideal characteristics of memristors as system perturbations, which
help to overcome local optima in combinatorial optimization and improve
the dynamics in RC systems, ensuring continuous progression and
achieving feature dimension enhancement in these tasks.Generators, on the
other hand, leverage constrained or selected memristor non-idealities to
produce various useful outputs. These include generating random bits for
cryptographic and security applications, creating PUFs for device authen-
tication and secure key generation, and generating randomdistributions for
statistical and simulation applications.
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Fig. 1 | Memristor and memristor-based CIM principles. a Schematic of oxygen
vacancy distributions of amemristor in itsHRS and LRS states.bCommon1T1R cell
used in CIM applications. c Resistive switching characteristics of the memristor.

d Memristor array utilized in CIM for vector-matrix multiplication. HRS high
resistance state, LRS low resistance state, 1T1R one-transistor-one-resistor.
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Noise-based perturbators
Systems for solving combinatorial optimization problems and constructing
RC are susceptible to local optima entrapment and monotonous feature
extraction during their optimization and utilization phases.Moreover, these
types of algorithms inherently exhibit higher noise tolerance compared to
other computational tasks26,43,44. This characteristic allows the exploitationof
memristor noise as a natural perturbation source, which can influence the
system’s original state or generate diverse responses to inputs, facilitating
continuous optimization and enhancing feature dimensions in these
applications.

Combinatorial optimization
Combinatorial optimization has widespread applications in
engineering45–48. Paradigmatic algorithms solving combinatorial optimiza-
tion problems such as the Traveling Salesman, Knapsack, and Graph Col-
oringproblemsoften exhibit deceptively simple formulations49–55 and canbe
converted into vector matrix multiplications. However, these algorithms
show a computational complexity explosion when the problem sizes grow.
Consequently, traditional CMOS-based von Neumann architectures
struggle to solve them efficiently at large scales. Thankfully, in these years,
memristor arrays have shown excellent potential for solving these
problems22,56–61 with the excellent ability to handle vector-matrix
multiplications.

Hopfield networks, Ising machines, and Boltzmann machines are
typical approaches45 for solving combinatorial optimization problems on
memristor arrays. Taking the Boltzmann machine as an example60, com-
binatorial optimization problems are initially mapped to energy-related
models, where the system’s state is defined by an energy function. To
implement the optimization process on memristor arrays, problem-related
weights are mapped onto the array, while binary inputs represent the states
of individual nodes in model. This configuration allows the gradients
associated with node states to be efficiently computed through simple
vector-matrix multiplications. The optimization process proceeds by
iteratively switching inputs to progressively reduce the system’s energy until
convergence is achieved.

However, algorithms like Hopfield networks and restricted Boltzmann
machines generally lack self-feedback, making them prone to converging to
local optima. A typical approach is to introduce simulated annealing57,62,
which adds a dynamically adjustable perturbation to the system, allowing
optimization in the opposite direction of the current gradient to escape local

optima. Introducing this perturbation has been a research focus. One
method (Fig. 4b) is to use dynamically adjustable noise sources from per-
ipheral circuits as system perturbations63. However, this design requires
auxiliary circuit overhead, consuming additional resources. Another method
utilizes the intrinsic noise of memristors for system perturbation. As shown
in Fig. 4c, in a Hopfield network for combinatorial optimization, this
manifests as adding transient self-feedback56, represented by the write noise
of devices used for diagonal values. To ensure gradual convergence, the
perturbation is decreased as optimization progresses by changing the resis-
tance of memristors from low to high resistance states. This method natu-
rally introduces perturbation through the special mapping structure of
Hopfield networks. However, for larger problems, single device self-feedback
may not provide sufficient perturbation. Besides, another approach is to
combine inherent noise from memristors and peripheral circuits (Fig. 4d)22.
A scheme based on hysteresis threshold functions can reflect noise in early
optimization stages and partially eliminate it later. Experiments have ana-
lyzed the relationship between inherent system noise and optimal pertur-
bation demand. Although magnitudes of noises in memristor array are
generally lower than optimal magnitudes for small tasks, the gap narrows as
problem scale increases and optimization progresses. This method does not
require additional array operations but may impact overall optimization
speed due to post-digital processing.

Furthermore, Yi et al. investigated the role of transient perturbations in
diagonal elements of Hopfield networks for accelerating optimization64. Lee
et al. leveraged inter-layer interference in vertical memristors to implement
effective simulated annealing for combinatorial optimization problems61. In
current research, optimization parameters, particularly in simulated
annealing processes, are predominantly artificially set or controlled by
software22,56. Increasing attention is being directed towards developing self-
adaptive mechanisms responsive to the optimization problems, system
states during optimization65. Moreover, as traditional simulated annealing
can only assess the impact of single-node changes per iteration, the devel-
opment of efficient parallel annealing techniques based on memristors
represents a significant research direction57.

Reservoir Computing (RC)
RC, evolved from recurrent neural networks (RNNs)66–69, addresses training
difficulties related to vanishing and exploding gradients in RNNs70.Typical
RCs are formed by reservoir layers and a readout layer70,71. The reservoir
layer consisting of nonlinear connections represented by transient or fixed

Fig. 2 | Several electrical characteristics reflecting
the device non-ideality of memristors. aWrite
variation in memristor conductance. b Read fluc-
tuation of memristor conductance. c Nonlinearity
between read voltage and read current.
d Randomness in switching delay. e Variability in
memristor switching voltage.
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randomweights,maps low-dimensional inputs to high-dimensional feature
spaces. The readout layer is typically formed by a simple linear projection.
Since the reservoir layers are designed to provide random perturbations to
the system, physical systems capable of providing rich dynamics are
appropriate to perform effective reservoir computing72–75. As one of these
devices, memristors can serve as a source of random perturbations in the
system23,76–80 with their dynamic enhanced by implicit non-ideal char-
acteristics like stochastic conductance distributions and nonlinearity
between current and voltage. Memristor-based RC can be categorized into
dynamicmemristor-basedRCand staticmemristor-basedRC, based on the
constituent elements of the reservoir layer.

As shown in Fig. 5a, b, dynamic memristor-based RC23,81,82 forms the
reservoir layer with a single physical node using dynamic memristor and a
sequence of virtual nodes created by the evolution of the physical node
output over time25,83. This paradigm can be extended to arrays of multiple
dynamic memristors, allowing parallel formation of nonlinear connections
to process input signals concurrently (Fig. 5c)23,76. Recent research has
leveraged the inherent nonlinearity and short-termmemory characteristics
of dynamic memristors78,84,85. During the inference phase of the RC, the
current state of amemristor depends onboth the immediate input pulse and
the influence of previous pulses within a certain time range. This temporal
dependency is weighted, with more recent pulses having a stronger impact.
Interestingly, this approach utilizes cycle-to-cycle noises of single memris-
tors and device-to-device variations, to enhance input data feature dimen-
sionality. Based on this characteristic, Zhong et al. proposed a parallel
dynamic memristor-based reservoir computing system86 by applying a
controllable mask process, then introduced a fully analog RC system76

(Fig. 5d), achieving exceptionally low power consumption and hardware
cost. Furthermore, the multi-functional memristor array based on 3D
integration87 (Fig. 5e) achieves an effective combination of dynamic mem-
ristors and non-volatile memristors, further constructing a brain-like sys-
tem with high computational density composed of neural networks
and RCs.

RC systems based on dynamic memristors have limitations in
processing speed and integration density and can hardly capture spatial
relationships. Static memristor-based RC (Fig. 5f, g) overcomes these lim-
itations by utilizing parallel processing in static memristor arrays, which
provide higher density weights, allowing for faster computation and better
capture of spatial relationships. One type of static memristor-based RC
employs echo state layers, which generate internal “echoes” of the input to
influence the system’s state88. These layers are characterized by sparse and
invariant random connections. Specifically, the inconsistent breakdown
voltages between these memristors can be used to implement this type of
reservoir pools with massive random connections77,89. By applying a fixed
voltage to a TaOx memristor array, the conductance follows a normal dis-
tribution, realizing fixed random weights of the echo state layer and
improving energy efficiency through computation in memory (Fig. 5h).
Wang & Li further explored the RC using the array based on self-selecting
memristors and significantly reduced leakage current power consumption.
Although their validation was limited to small-scale implementations,
transistor-less array designs demonstrate higher scalability and potential for
three-dimensional integration (Fig. 5i)90. Another typical paradigm of static
memristor-based RC91,92 is formed by liquid state layers which employ
spiking neurons as internal computational nodes to emulate the accumu-
lation and firing behavior of biological neurons. Additionally, this type of
RCs often incorporates separate leaky integrate-and-fire (LIF) neurons as
outputs following the reservoir layers (Fig. 5f). Soures et al.93 proposed a
memristor-based liquid stateRC that achievedhigh robustness against noise
and faulty components in classification tasks. Building upon this concept,
Sayyaparaju et al.94 introduced a reconfigurable architecture based on
memristor arrays, capable of implementing any given reservoir topology.
Notably, this design eschews complex analog-to-digital converters and
digital-to-analog converters, thereby further reducing power consumption
and area overhead and resulting in an efficient and compact design.
Recently, Lin et al., inspired by the zero-shot learningmanner of the humanT

ab
le

1
|C

o
m
m
o
n
no

is
es

in
m
em

ri
st
o
rs

Fl
ic
ke

r
no

is
e3

1–
34

S
ho

t
no

is
e3

5,
36

T
he

rm
al

no
is
e3

7
R
an

d
o
m

te
le
g
ra
p
h
no

is
e3

8–
41

Fe
at
ur
es

N
oi
se

P
S
D
al
m
os

ti
nv

er
se

ly
p
ro
p
or
tio

na
lt
o
fr
eq

ue
nc

y
(s
ig
ni
fi
ca

nt
at

lo
w

fr
eq

ue
nc

ie
s)

In
te
ns

ity
co

rr
el
at
ed

w
ith

cu
rr
en

tm
ag

ni
tu
d
e

C
on

st
an

tP
S
D
ac

ro
ss

fr
eq

ue
nc

y
ra
ng

e
R
an

d
om

tr
an

si
tio

ns
of

co
nd

uc
ta
nc

e
b
et
w
ee

n
d
is
cr
et
e
st
at
es

M
ai
n
ca

us
es

E
ne

rg
y
st
at
e
fl
uc

tu
at
io
ns

ca
us

ed
b
y
d
ef
ec

ts
an

d
tr
ap

s
D
is
cr
et
en

es
s
of

ch
ar
ge

ca
rr
ie
rs

Th
er
m
al

m
ot
io
n
of

ca
rr
ie
rs

R
an

d
om

tr
ap

p
in
g
an

d
d
et
ra
p
p
in
g
of

ca
rr
ie
rs

b
y

d
ef
ec

ts
/t
ra
p
s

In
fl
ue

nc
in
g
fa
ct
o
rs

D
ef
ec

td
is
tr
ib
ut
io
n,

ca
rr
ie
rc

on
ce

nt
ra
tio

n,
te
m
p
er
at
ur
e,

b
ia
s

vo
lta

ge
C
ur
re
nt

m
ag

ni
tu
d
e,
p
ot
en

tia
le
ne

rg
y
b
ar
rie

r
p
ro
p
er
tie

s
Te

m
p
er
at
ur
e,

re
si
st
an

ce
va

lu
e

D
ef
ec

td
en

si
ty
,d

ev
ic
e
si
ze

,t
em

p
er
at
ur
e,

ap
p
lie
d
vo

lta
ge

M
ai
n
im

p
ac

ts
A
ff
ec

ta
na

lo
g
co

m
p
ut
in
g
ac

cu
ra
cy

w
ith

lo
w
-f
re
q
ue

nc
y
si
gn

al
C
au

se
in
st
ab

ili
ty

in
H
R
S
re
ad

ou
t

A
ff
ec

tr
ea

d
ac

cu
ra
cy

an
d
m
in
im

um
d
et
ec

ta
b
le

si
gn

al
C
au

se
in
st
ab

ili
ty

in
re
ad

/w
rit
e
op

er
at
io
ns

https://doi.org/10.1038/s43246-025-00876-2 Review article

Communications Materials |           (2025) 6:149 4

www.nature.com/commsmat


brain, designed a zero-shot liquid state machine, achieving more complex
multimodal event data learning95.

Current research priorities include employing novel memristors to
create more tunable and efficient RC systems96–98, as well as achieving more
complex and diverse internal dynamics through 3D integration25,87,99,100.
These advancements in memristor-based RC designs continue to push the
boundaries of efficient temporal data processing in hardware, opening up
new possibilities for neuromorphic computing and edge AI applications.

Applications of other memristive devices working as
perturbator
Apart from oxide-based resistive memories, significant advancements have
been made in harnessing non-ideal characteristics as perturbation
mechanisms in various types ofmemristive devices. For instance, spintronic

devices—such as magnetic tunnel junctions (MTJs); ferroelectric devices
like ferroelectric field-effect transistors (FeFETs) and ferroelectric diodes
(FDs); and PCMs—have all demonstrated promising progress in this area.

Si et al. (Fig. 6a) proposed an Isingmachinebasedon spindevices.They
utilized the inherent random behavior in superparamagnetic tunnel junc-
tions to perturb the solving progress, thereby meeting the randomness
requirements in simulated annealing without introducing complex
circuits101. However, these works are limited by relatively low operating
frequencies and small scale, presenting challenges to efficiently solve larger-
scale problems. Additionally, Kang et al. (Fig. 6b) proposed a spiking
Boltzmann machine based on PCM102. They implemented an effective
random mechanism for simulated annealing using the random walk noise
of their LIF implementation, ultimately achieving effective solutions to the
Max-Cut problem.

Toprasertpong et al. leveraged temporal nonlinear dynamics and the
spatial distribution of currents flowing from multi-terminal FeFETs and
implemented RC to process time series information103. Nako et al. used a
parallelized design and researched various optimization methods104, ulti-
mately achieving good results in handling higher-dimensional temporal
information. Furthermore,Chenet al. (Fig. 6c)first implementedRCusing a
fully ferroelectric design105. They utilized volatile FDs with imprint field
which exhibits short-term memory and nonlinearity to form the dynamics
for reservoir and utilized non-volatile FDs for the readout network, ulti-
mately enabling the entire system to successfully handle various
temporal tasks.

Meanwhile, Zhu et al. utilized halide perovskite (HP) memristors
to form a reservoir and implemented real-time biological neural
signal analysis81. Subsequently, John et al. further designed reconfi-
gurable memristors with HP nanocrystals97 (Fig. 6d). By actively
regulating the compliance current, the devices achieve short-term
volatility for reservoir layers and long-term stability for readout
layers, ultimately supporting RC while demonstrating excellent
durability. Taniguchi et al. leveraged voltage-induced anisotropy
changes to control spontaneous magnetization relaxation MTJs,
thereby realizing the short-term memory and nonlinear transfor-
mation required for RC without driving current or magnetic field106.

Fig. 3 | Perturbator and generator based on memristor noise. a Applications of
noise-based perturbators. Noise serves as systemperturbations to ensure continuous
progression in combinatorial optimization and to enhance feature dimensionality in
reservoir computing. bApplications of noise-based generators. Noise functions as a
random source for SC and TRNG, as well as for generating PUFs and random
distributions for BNNs.
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Table 2 provides a comparative analysis of perturbators implemented
across different types of memristive devices. Several kinds of memristive
devices have demonstrated good progress in harnessing non-ideal char-
acteristics as effective perturbators. Among them, some implementations
with oxide-based resistive memory have showcased relatively larger scales
while achieving more comprehensive performance evaluations22,76,77.
Meanwhile, constraints in testing scale and testing methodologies have
posed challenges for some studies in the evaluation of standardized system
efficiencymetrics56,97,102. Additionally, efficient design strategies such as fully
analogue architectures and 3D integration have garnered considerable
research interest.

Noise-based generators
In CMOS-based circuits, collecting noise to generate randomness is rela-
tively power-intensive, and these circuits are vulnerable to noise and cryo-
genic attacks107,108. In contrast, memristors offer amore energy-efficient and
secure alternative as random sources due to their inherent switching

randomness and operational noise, which are more easily captured and
resistant to modeling attacks.

As random source generators, certain noises of memristors are
exploited and controlled to produce noise signals with desired distributions.
These signals can be utilized for various applications, including the gen-
eration of PUFs, random bit streams for SC, and the production of prob-
ability distributions.

Stochastic Computing (SC) and True Random Number
Generation (TRNG)
SC encodes numerical values using random sequences of 1 s and 0 s,
transforming binary computations into serial bit operations based on
probability distributions109. As shown in Fig. 7a, SC converts floating-point
multiplication into an AND operation of probability bit streams. This
simplifies complex operations, reducing hardware resource consumption.
SC reliance on bit stream probabilities provides interference resistance, as
individual bit flips minimally impact overall results. Consequently,
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designing efficient TRNGs for continuous random bit streams is crucial
in SC.

Memristor switching exhibits good randomness distribution, modeled
as aPoissondistribution110. This randomness is a true randomsource, unlike
digital systems pseudo-random sources. As illustrated in Fig. 7b, the device
switching probability during SET can be controlled by voltage and pulse
width110. During readout, this probability converts to 0/1 bit streams
through a comparison circuit, enabling random number generation with
appropriate probabilities111,112. Furthermore, by implementing row-parallel
operations on the array, the high parallelism inherent in memristor arrays
can be fully leveraged for efficient random bit stream generation113.

In SCs, the random number generator is a frequently working com-
ponent, and its low energy consumption and streamlined design have a
crucial impact on the energy efficiency and area of the whole SC system114.
At the same time, the difficulty in monitoring slight noise can cause the
complex and energy-consuming designs for noise collection and error code
corrections115,116. To address these issues, researchers applied back-and-
forth soft pulses on constant memristors117 (Fig. 7c) and utilized noise-
enhanced forming method with low forming current and high target
resistance118 (Fig. 7d), to generate more random and detectable noises.
Equbal et al. suggested using memristor switching variability and race
conditionsofCMOSset-reset latchesas coupledentropy sources, enhancing
randomness without complex post-processing119.

RTN in memristors, caused by charge trapping or detrapping,
can be easily captured, compared to the thermal noise in CMOS-based
circuits120,121. This characteristic enables random number generation at
lower voltages and currents7,122. Huang et al.123 demonstrated an ultra-low
power TRNG using contact memristors. Furthermore, Song et al.124

enhanced RTN current characteristics by optimizing device conductance
and read voltage (Fig. 7e), achieving a stable TRNG that passed all National
Institute of Standards and Technology randomness tests. However, in these
implementations, the speed of electron capture and emission inmemristive
materials limits the sampling frequency for random number generation.
Additionally, controlling RTN frequency and amplitude remains

challenging, often necessitating complex circuits and post-processing124. In
response to this, Gong et al. investigated a TRNG based on another sig-
nificant noise source, flicker noise (Fig. 7f), and obtained a random bit
stream with near-zero autocorrelation125. Besides, some dynamic memris-
tors leverage inherent volatile threshold switching behavior to observe
volatile resistive switching at low current ranges, thereby enabling high-
endurance, low-power TRNGs126,127.

In future works, improving throughput128,129 and reliability118,128,130

continues to be focal points of ongoing research of SC and TRNG. The
inherent variability and noise-driven stochastic nature of memristor beha-
viors offer unique opportunities for generating high-quality random
numbers and usage in SCs. This also demonstrates the potential of utilizing
the non-idealities of memristors as generators in constructing more effi-
cient, compact, and robust probabilistic computing systems.

Physical Unclonable Functions (PUFs)
PUFs are hardware security primitives that leverage physical character-
istics of devices, such as manufacturing variations in integrated circuits or
impurity distributions in optical systems. PUFs can generate hardware-
specific responses by inputting fixed challenges. These responses can
then form hardware-specific keys enabling applications like identity
verification131–133 and data encryption/decryption134–136. While traditional
PUF architectures are CMOS transistor-based, utilizing manufacturing
variations, they face reliability issues and vulnerability to modeling
attacks137. Memristor-based PUFs have emerged as a promising alter-
native due to their inherent randomness, high density, and notable
variation138.

Memristor PUFs typically choose memristor pairs in an array or use
crossbar arrays for implementation (Fig. 8a), exploiting randomness in
conductance distribution20,134,135,139, switching delay140–143, and probabilistic
switching144–147 of memristors.

The randomness in conductance distributions is a crucial random
source for memristor-based PUFs. Exploiting this characteristic, Nili et al.
leveraged analog tuning and nonlinear conductance variations to realize a

Fig. 6 | Demonstrations with other memristive devices as perturbators. a A
spintronic device-based system that supporting the implementation of simulated
annealing for combinatorial optimization tasks101. b PCM-based Max-Cut solver
with random walk noise enhanced simulated annealing102. c Fully ferroelectric RC
with volatile ferroelectric diodes as reservoir and non-volatile ferroelectric diodes as

readout network105. d Reconfigurable HP memristors for efficient RC97. Panel a is
reproduced with permission from ref. 101, copyright (Springer Nature, 2024). Panel
b is reproduced with permission from ref. 102, copyright (Wiley, 2024). Panel c is
reproduced with permission from ref. 105, copyright (Springer Nature, 2023). Panel
d is reproduced with permission from ref. 97, copyright (Springer Nature, 2022).
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dense, fast, and energy-efficient PUF20. Jiang et al. designed a unique phy-
sical fingerprint capable of provable key destruction (Fig. 8b)148. However,
for PUFs, changes in operating conditions may increase the native bit error
rate, requiring stability strategies like error correcting code, majority voting,
andmasking to avoid. To address this, Pang et al. proposed a split-resistance
technique and enlarged the sensing window of compared cells, thereby
generating stable PUF bits139. Recent research134,135,149 has utilized randomly
shaped conductive filaments formed after FORMING-RESET initialization
as PUF features. By manipulating the more stable resident part of the
conductive filament through RESET operations (Fig. 8c)134, researchers
have implemented reliable PUFs that can be hidden and restored as needed.

Switching delay characteristics offer another PUF generation method.
PUFs based on memristor device pair’s setting time mismatch show
improved tolerance to process, voltage, temperature, and aging variations141
,143. Cao et al. proposed reconfigurable PUF with 1T2R cells and achieved
compact chip size and low bit error rate(Fig. 8d)140. More complex archi-
tectures, such as 2T2R PUF units with interlaced cell mirroring arrays142,
have been proposed to enhance randomness by mitigating system bias.

The probabilistic switching behavior caused by randomness of con-
ductive filament formation and rupture150 can also be used for PUF, with
switching success rates related to applied voltage pulse characteristics151.
Applying pulses with 50% switching probability, device related random
patterns can be generated144. A notable aspect of this type of PUF is that it is
implemented during the switching process, potentially allowing the corre-
sponding device to retain its normal storage or other computational func-
tions while generating the PUF. Building on this concept, Zhao et al.
proposed a reconfigurable memristor PUF in the SET phase, enabling
related memristor arrays to switch to normal storage function, and
achieving a low bit error rate145. Additionally, Lin et al. stored PUF ID with
the probabilistic switching characteristic of memristors under different
forming conditions and implemented a TRNG based on the parity check of
pulse counts required for writing LRS/HRS states in the meanwhile147.

The non-ideal characteristics of memristors have provided an ideal
source of randomness for PUFgeneration, thereby enabling energy-efficient
designs. However, there still remains several key challenges for future
researches: miniaturization140,152, reliability enhancement140,153, and the
repurposing of PUF modules for their original storage or computational
functions140,149,154. These investigations will contribute significantly to
advancing the application of memristor-based PUFs in Internet of
Things tasks.

Bayesian Neural Networks (BNNs)
BNNs based onmemory devices, particularly filamentarymemristors, offer
a novel approach to neural network architecture. This section explores how
memristors can be treated as Bayesian variables and programmed tomatch
BNN probability distributions. BNNs incorporate Bayesian inference
principles, providingprobabilistic interpretationsofmodelparameters.This
approach offers several advantages, including uncertainty quantification in
predictions andmore informed decision-making based on prior knowledge
and observed data155. Bayesian inference involves updating parameter
probability distributions as new evidence becomes available. Traditional
BNN implementations are computationally expensive and do not naturally
align with memristor-based architectures.

Traditional deterministic neural networks and BNNs are different,
especially in weight properties. Specifically, in a deterministic neural net-
workmodel, the goal is to learn a set ofweights that can accurately classify or
predict the target variable based on the input data. This process can be
formulated as an optimization problem,where the objective is tofind the set
of deterministic weights thatmaximize the likelihood of observing the given
dataset, as shown in Fig. 9a. In contrast, BNNs offer an alternative per-
spective by calculating the posterior distribution for weights, which means
unlike traditional neural networks that provide point estimates for para-
meters, the Bayesian approach considers the uncertainty associated with
these parameters by modeling them as probability distributions156 like
Gaussian distribution or Laplace distribution (Fig. 9b).T
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Fig. 7 |Memristor noise-based generative SC andTRNGdesigns. a Bit stream with
a specific probability generating product output through an AND gate. b Random
number generator with controlled probability of 0 and 1 through specific pulse voltage
and duration settings. c System schematic for stable noise capturing117. dNoise-enhanced
forming for more detectable noise118. e Schematic of TRNG based on RTN of memristors
(top) and the captured amplified RTN noise (bottom)124. f Platform constructed for

TRNG with flicker noise on memristors125. Panel c is reproduced with the permission
from ref. 117, copyright (IEEE, 2020). Panel d is reproduced with permission from
ref. 118, copyright (IEEE, 2022). Panel e is reproduced with permission from ref. 124,
copyright (Wiley, 2023). Panel f is reproduced with permission from ref. 125, copyright
(IEEE, 2021).

Table 3 | Comparison of generators with different types of memristive devices

Memristive device Year Non-ideality used Application Scale (device
number)

Integration
approach

Multi-functional Ref.

Oxide 2020 Switching asymmetry & nonlinearity TRNG 4096 1T1R 2D array No 117

Oxide 2021 Flicker noise SC 128k 2T2R 2D array No 125

Oxide 2022 Read cycle to cycle variation & device-
to device variation

TRNG & PUF & NN 144k 2T2R 2D array Yes 118

MTJ 2019 Interfacial magnetic anisotropy TRNG & SC 8 1T1MTJ cells Yes 173

MTJ 2024 Magnetization state random
fluctuation

TRNG 1 1T1MTJ cells No 174

FD 2023 Shot noise TRNG & Bayesian
machine

8192 3D array Yes 177

FeFET 2024 Polarization domain fluctuation TRNG & HE 100 FeFET 2D array Yes 176

Oxide 2018 Read nonlinearity PUF 200 0T1R 3D array No 20

Oxide 2022 Write variation PUF 8192 1T1R 2D array No 134

Oxide 2024 Switching delay variation PUF 1M 1T2R 2D array No 140

MTJ 2023 Switching delay variation PUF & NN 6.6M 1T1MTJ 2D array Yes 179

FeFET 2025 Random polarization switching PUF 63 2FeFET1C 2D array No 180

Oxide 2021 Write variation MCMC sampling
& BNN

16k 1T1R 2D array Yes 162

Oxide 2023 Read cycle-to-cycle variation BNN 4k 1T1R 2D array No 160

Oxide 2023 Write variation BNN 1024 1T1R 2D array No 161

Oxide oxide-based resistive memory,MTJmagnetic tunnel junction, FD ferroelectric diodes, FeFET ferroelectric field-effect transistors, PCM phase-changememory,HP halide perovskite memristor,NN
neural network.
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When deployed on memristor arrays, these two kinds of networks
also show different behaviors due to inherent memristor noises. In the
case of memristor-based deterministic neural networks, the high-
precision weights of a pre-trained model are transferred to memristor
conductance. The stored weights in the memristors may deviate from the
intended values due to uncertainties like process variation and tempera-
ture variation, which inevitably impact the accuracy of inference and
introduce computational instability. By contrast, in the case ofmemristor-
based BNNs157, representing parameters as probability distributions is
valuable in the calculation of confidence intervals and probabilistic pre-
dictions, which leads to the fact that the inference accuracy degradation is
minimized to the greatest extent possible. These behaviors are illustrated
in Fig. 9c.

Recent researchhas focusedon implementingBayesian inferenceusing
memristor crossbar arrays to address robustness challenges in neural net-
work accelerators. Gao et al.158 introduced a unified Bayesian inference
framework that integrates memristor variation models into algorithmic
training, optimizing robustness through BNN training. This approach
effectively mitigates accuracy degradation by approximately 50–60%,
although it lacks verification with actual circuits and devices. Lin et al.156

presented a method leveraging the intrinsic random noise of analog
memristors. An experimental implementation of BNN on a 160 K

memristor arraydemonstrated 97%accuracy inMNIST image classification
and exhibited robustness against adversarial attacks, which is a very
important application example for memristor-based BNNs, as shown in
Fig. 9d. Another study159 introduced a novel architecture for a Bayesian
machine using real memristors, addressing energy efficiency and compu-
tational challenges in Bayesian inference. The prototype circuit, integrating
2048 memristors and 30,080 transistors, demonstrated significant energy
efficiency improvements in gesture recognition compared to standard
implementations on microcontrollers. Recent work160 developed a sto-
chastic CIM system efficiently performing in-situ random number gen-
eration and computation. Applied to a risk-sensitive reinforcement learning
task, it achieved 10 times higher speed and 150 times higher energy effi-
ciency in uncertainty decomposition compared to conventional digital
computers. Complementing this, research161 focused on implementing
memristor-based BNNs to enhance uncertainty quantification in safety-
critical applications, demonstrating high accuracy in arrhythmia classifi-
cation and improved inference energy efficiency. In addition, Dalgaty, et al.
implemented in-memory Markov Chain Monte Carlo sampling from set
operations on memristor arrays and built BNNs for both supervised
learning and reinforcement learning with excellent robustness162. Recent
research has also highlighted the promising potential of BNNs leveraging
memristors’ inherent read noise characteristics for active learning
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applications, offering an elegant approach to potentially reduce network
training costs in resource-constrained scenarios163.

These advancements demonstrate the potential of memristor-based
BNNs, especially in edge computing and safety-critical applications. The
unique noise properties of memristors enable efficient probabilistic com-
putations, reducing computational burden while enhancing prediction
reliability. Specifically, firstly, memristors provide a compact and energy-
efficient way of storing and processing data with CIM capabilities. This is
critical for edge applications where resources are limited. Secondly, by
harnessing the inherent imperfections, thememristor-based BNNs increase
the overall hardware resilience of the system. Future research may focus on
scaling implementations and exploring new strategies and applicationswith
memristor BNNs. The innovative BNN algorithms, on the one hand, are
expected to be deeply developed to support a wider range of real-world
dynamic applications (Fig. 9e), such as self-driving scenes164,165, automated
financial trading164,165, medical diagnoses166–168, and processing of voice169,170

or weather data171,172, etc. On the other hand, the development of efficient
programming and readout techniques is crucial for the practical imple-
mentation of these networks, so BNN-orientedwrite-read circuits areworth
studying.

Applications of other memristive devices working as
generators
Besides oxide-based resistive memory, other types of memristors can also
serve as effective generators.

Spintronic devices have frequently been used in recent years to
generate probabilistic bits, forming a comparison with the functionality
of quantum circuits. Borders et al. enhanced interfacial magnetic ani-
sotropy by changing the free-layer thickness and junction diameters of
MTJs173 (Fig. 10a), enabling them to spontaneously produce random
fluctuations between parallel and anti-parallel states with appropriate
retention times, thereby achieving efficient integer factorization. Subse-
quently, Daniel et al. designed magnetic tunnel junctions with low energy
barrier in its free layer174 (Fig. 10b) and achieved tunable randomness for
probabilistic bit generation through voltage control. Additionally, Pic-
cinini et al. utilized the variability of switching voltages of self-heating

PCM and demonstrated the TRNG175, however this approach needs to
address challenges related to potential system biases and device endur-
ance limitations under repeated random number generation cycles. Shao
et al. programmed the FeFETs to intermediate polarization states and
generated random numbers with fast gate perturbations (Fig. 10c), which
implemented high-quality TRNG and first demonstrated high-
throughput homomorphic encryption on FeFET arrays176. Gong et al.
utilized shot noise in Fe-diodes to implement low-cost TRNG while
using 3D integration to create a Bayesian machine that achieved good
classification results on MNIST177.

Adel et al. (Fig. 10d) designed a circuit featuring a grid-like structure
with multiple arrays of MTJs and implemented a PUF by comparing the
resistance values of cells along different paths178. This design increases the
CRP space which can demonstrate resistance against deep learning mod-
eling attacks, but thiswork is limited to simulationandmay suffer challenges
in scalability due to the increased architectural complexity.

Multifunctional, reconfigurable designs that incorporate PUFs have
also become a trend in works using other memristive devices. Chiu et al.
designed a spintronic non-volatile CIM macro for edge AI with secure
access control179 utilizing the differential switching latency of the twin-cell
structure with STT-MRAM and implemented a highly reliable PUF
(Fig. 10e). Li et al. introduced aPUFwith cycle-to-cycle variationbypartially
switching the FE layer polarization180 (Fig. 10f). Notably, compared to
workflows that use device-to-device variations, this work enables CRP
updates through reprogramming, effectively expanding the application
range in IoT scenarios, though it may also raise concerns about device
lifetime.

Table 3 presents an overview of generators based on different
memristive devices. PCM-based implementations, while promising with
their excellent integration density, appear relatively less frequently in
recent literature, potentially due to challenges associated with energy
consumption and delay of phase change process7,181. In these applica-
tions, studies with oxide-based resistive memory have reported good
throughput (especially in TRNG and SC)117,118, while spintronic and
ferroelectric devices have demonstrated excellent energy efficiency and
integration density173,177,179,180. Overall, memristor-based generator chips

Fig. 9 | Generation of random distributions using memristors for BNNs.
a Traditional deterministic neural network with fixed-value network weights.
b BNNs with probability distributions being network weights156. c Weight deploy-
ments of convolution neural networks with accuracy degradation and BNNs with
accuracy maintenance on memristor arrays158. d An example of using memristor-

based BNN for adversarial robustness156. e Applications of memristor-based BNNs
in various types of data processing160. Panels b, d are reproduced with permission
from ref. 156, copyright (IEEE, 2019). Panel c is reproduced with permission from
ref. 158, copyright (IEEE, 2021). Panel e is reproducedwith permission from ref. 160,
copyright (Springer Nature, 2023).
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are evolving toward multifunctionality118,173,177,179, with improved inte-
gration density (3D integration) and integration scale emerging as
common development themes across different device technologies.

Discussion and outlook
In summary, the reported techniques aim to harness the non-ideal char-
acteristics of memristors for advanced computational functionalities, while
mitigating their potential negative impacts.The integrationofmemristors as
perturbators and generators in computational systems offers advantages in
both energy efficiency and hardware overhead. However, several challenges
remain in effectively utilizing these non-ideal characteristics for practical
applications.

Current approaches to exploiting non-ideal device characteristics are
predominantly founded on statistical principles. Consequently, harnessing
less dominant or difficult-to-monitor non-ideal characteristics (such as
thermal noise in oxide-based resistive memory) presents greater challenges
compared to more prominent non-idealities (such as device-to-device
switching voltage/delay variations, RTN in oxide-based resistive memory,
interfacial magnetic anisotropy in spintronic devices, etc.). In certain
research efforts, investigators leverage device operating mechanisms or
specialized designs to amplify specific non-ideal characteristics under
controlled conditions125,174,176. While these approaches facilitate easier cap-
ture of non-idealities, they simultaneously compromise numerical storage
precision or even eliminate storage capabilities altogether, potentially lim-
iting the multifunctional applications of these devices. Moreover, the
accurate capture and utilization of these non-ideal characteristics often
necessitates additional peripheral circuitry, creating significant challenges

for designs requiring high throughput, computational density, and energy
efficiency.

Furthermore, challenges also manifest differently depending on the
specific application of non-ideal characteristics. For perturbators based on
non-idealities, although these characteristics enhance the dynamic prop-
erties of the system and facilitate solving processes for specific computations
(such as combinatorial optimization and reservoir computing), they
inevitably compromise solution stability and robustness. This forces
researchers to make critical trade-offs between computational speed and
result accuracy. In the context of generators, frequent switching operations
and the pursuit of high throughput pose challenges to the lifetime and
operating environment of memristors (such as oxide-based resistive
memory and HP memristors). Moreover, inherent device characteristics
substantially impact the utilization of non-ideal properties. For instance,
PCM’s relatively high programming power consumption and extended
programming times create potential limitations when employed as gen-
erators. Similarly, the limited integration scale of emerging memristors
(such as FeFET and HP memristors) restricts their potential application
domains.

To fully realize the potential of memristor noises in real-world com-
puting tasks, several specific approaches need to be developed. A funda-
mental requirement is advancing our understanding of memristor noise
mechanisms39, as deeper insights would enhance the reliability of noise-
enhanced techniques. For effective implementation, different application
scenarios demand tailored strategies. With memristor-based perturbators,
implementing precise regulation systems alongside streamlined peripheral
circuits or advanced post-processing techniques can enhance operational
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stability22,76. Memristor-based generators require streamlined and efficient
peripheral circuits to collect high-quality noise-driven randomness while
ensuring high throughput140,160. For noise-sensitive modules, redundant
mapping and hybrid architectures can be employed to reduce noise inter-
ferenceoncomputational accuracy6,18,182. Complementing these approaches,
the development of efficient programming and readout techniques repre-
sents a critical engineering advancement necessary for practical system
implementation and optimal performance in complex computing
environments183,184.

Future research directions may include: (1) a deeper understanding of
memristor physics and behavior to bettermodel and control their non-ideal
characteristics, (2) exploration of more advanced device operating
mechanisms and integration approaches to enhance device performance
and integration density, enabling chips to handle increasingly complex
tasks, (3) development of compatible computational architectures and
streamlined calibration techniques that leverage non-ideal characteristics
for specific functions without sacrificing the advantages of non-volatility,
and (4) investigation of hybrid systems combining memristors with other
emerging technologies to create more robust and versatile computational
platforms.

To conclude, leveraging memristor noises, which are generally viewed
as non-idealities, for computational functionalities represents a promising
direction for developing energy-efficient and resilient computing methods.
This approach positions us to create algorithms and hardware that are not
only computationally efficient but also capable of providing reliable and
explainable decisions. As research progresses, the integration ofmemristor-
based systems with appropriate noise utilization in real-world applications
may lead to significant advancements in edge computing, artificial intelli-
gence, and beyond.
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