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State Powers of Investigation and Article 23

Simon N.M. Young
23 November 2002

Abstract

The consultation paper proposes to give the state new extraordinary powers to search
premises and to obtain financial information without warrant or prior judicial authorization.
The arguments put forward for these new powers are unconvincing, especially since Article

23 itself does not expressly require implementing such powers.

It has been said that these powers are necessary given the great calamitous
consequences arising from the commission of internal security offences. However, this
calamitous consequences argument ignores the existing emergency powers available to the
government when such consequences occur or appear imminent. It has also been said that the
new powers are necessary because none presently exist. While this may be true, it hardly
answers the question of whether they are empirically necessary to deal with the specified
Article 23 offences, having regard to the wide powers enjoyed by Hong Kong state agents at
present. A further point has been made that the new powers are not extraordinary as there
exists already many similar powers in Hong Kong for other offences. But by their nature,
some of these other emergency warrantless search powers can be clearly justified (e.g. drugs
are easily disposed of, firearms are inherently dangerous, etc.). It is also noteworthy that
laws aimed at tackling organized crime, money laundering, and terrorist financing have not
seen fit to include extraordinary warrantless search powers in relation to premises. Finally, it
has been said that many other countries have similar powers. However, this point is
weakened by the lack of uniformity in state practice. As well, differences in the legal regime
of other countries may result in differences in the practical application of these powers,

especially in terms of how often they are resorted to.

Any proposal to create new police powers must be subjected to principled scrutiny
having regard to the fundamental freedoms and rights potentially threatened by those powers,

namely the inviolability of one’s home, the right to privacy and the freedom of expression. It



is submitted that three governing principles should inform the thinking behind any legislative
proposal in this area. The three principles are-as follows, (1) all warrantless searches are
prima facie unreasonable and should be prohibited; (2) the state has the onus of demonstrating
that the warrantless search (and/or search power) is empirically necessary and reasonably
restricted; and (3) there must be special considerations given to constitutionally protected

domains.
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For Sir James Fitzjames Stephen, whether the offence of sedition is justifiable
depends on how the relationship between the ruler and the ruled is conceptualized. “If
the ruler”, according to Stephen, “is regarded as the superior of the subject, as being
by the nature of his position presumably wise and good, the rightful ruler and guide of
the whole population, it must necessarily follow that it is wrong to censure him openly,
that even if he is mistaken his mistakes should be pointed out with the utmost respect,
and that whether mistake or not no censure should be cast upon him likely or designed
to diminish his authority.” This has been the underlying logic to justify sedition for all
forms of dictatorial and authoritarian regimes.

Conversely, if the ruler is regarded as the agent and servant, and the subject (i.e.
the public) as the wise and good master who has delegated the power to the so-called
ruler, then there can be no sedition, for censuring the government is only an exercise
of the right by a member of the public to find fault with his servant.> Therefore, “no
imaginable censure of the government, short of a censure which has an immediate
tendency to produce such a breach of the peace, ought to be regarded as criminal.”

The answer to Stephen’s question is self-evident even at Stephen’s time, for
Stephen made it clear that nothing short of an immediate tendency to produce disorder
ought to be regarded as sedition. Indeed, that was taken as the law in England in the
latter part of the 18™ century.® It has been commonly accepted that political speech is
essential to a democracy and thus deserves more protection than other types of speech,
and public political advocacy is fundamentally different from a private solicitation of
crime and thus should be treated as such by criminal law.’

Law reformers have almost universally advocated the abolition of sedition as a
criminal offence. The Canadian Law Reform Commission criticizes sedition as “an
outdated and unprincipled law”, which is inconsistent with the Canadian Charter of
Rights. The Commission asks, *Is it not odd then that our Criminal Code still contains
the offence of sedition which has as its very object the suppression of such
freedom?”® The Law Commission of the United Kingdom has also recommended the
abolition of sedition. In addition to the fact that criminalizing sedition stifles political
discussion and is detrimental to the exercise of the right to criticize government, the
Commission argues that “there is likely to be a sufficient range of other offences
covering conduct amounting to sedition”.” Furthermore, the offence is “political”,
and the Commission preferred seditious acts punished by apolitical laws.® Common



definition and thus narrowed the scope of the offence. The fact that the offence has
been abolished in some countries and retained in others mainly has to do with how the
offence has been defined in those different countries.

This paper reviews the past seditions offences in Hong Kong and the possible
future development of the law of sedition in light of developments in other common
law jurisdictions. This paper has three parts. Part one is a brief historical review of the
legislation and case law of sedition in Hong Kong in chronological order. Part two
considers the evolution of sedition in certain common law jurisdictions and discusses
several key concepts and distinctions between sedition and legitimate dissent. Part
three comments upon the proposed sedition offence in the Consultation Paper in light
of the historical development of the offence.

Sedition as an Offence in Hong Kong
Regulating the Press

Although the development of the law of sedition in Hong Kong dates back to the
1840s when Hong Kong was ceded to Britain, the law itself had little, if anything, to
do with the English law practiced at home. The development of the law closely
related to the regulation of the press in the territory.’ Newspapers at that time
included the Hong Kong Gazette (mainly publishing military notices) and the Friend
of China (published by English missionaries). The first type-set Chinese newspaper—
the Zhong Wai Xin Bao — began publication in 1858.

Regulation of the press in China was indispensable to every dynasty, although
the restrictions varied from one dynasty to another. Since Hong Kong was governed
by the Da Qing Luli (the Great Qing Code) before being ceded to Britain, the Da
Qing Luli remained the law governing the operation of the press in the first few years
of British rule. After the establishment of the executive and legislative structures of
Hong Kong, an Ordinance of 1844 was passed to regulate the press in Hong Kong.

As explained in the Chronological Table of Ordinances'’, the Ordinance was “to
regulate the printing of books and papers, and the keeping of printing presses within
the Colony of Hong Kong.”'! Under the Ordinance, proprietors of newspapers were
only required to declare their places of abode before a magistrate. While bonds and
sureties were required, the amounts required were much lower than their British
counterparts.'? The reason for such a policy, as explained by Sir Hercules Robinson,
the Governor of the time, was “to assimilate the press of the Colony with the most



respectable press in the world, namely, the press of England”.” Hong Kong enjoyed
freedom of the press in the first 20 to 30 years of colonial rule."*

The Government started to tighten control over the press after cases involving
the Friend of China, one in 1857 and the other in 1859. Two reports run by the Friend
of China, one on Cheong Ahlum’s case, the other on the argument between the
Attorney General and the Colonial Secretary, angered the Government. The
Government prosecuted the newspaper for libel.”* As a result, the proprietor of the
newspaper, William Tarrent was sentenced to imprisonment for 3 months and 1 year
respectively. The Friend of China was forced to suspend publication. This was the
first time that a newspaper was compelled to suspend publication.'®

The Legislative Council subsequently passed a series of laws to establish the
regulatory framework for the press and for general printing and publication. In 1860,
the Legislative Council passed Ordinance No.16 to amend the law relating to
newspapers in Hong Kong.!” In 1886 and 1888, the Legislative Council passed the
Printers and Publishers Ordinance and the Colonial Books Registration Ordinance
respectively. These two Ordinances laid down the framework for the regulation of
printers and publishers in Hong Kong. In 1927 more stringent mechanisms, including
a licensing system, were created to control the press to respond to the increase in
anti-government publications in the aftermath of the 1925-26 general strike.'® The
Commissioner of Police for example was empowered to grant, at his discretion, a
license to keep a printing press at any specified place.'® While historically the press
in Hong Kong was generally free in making political commentaries, the Government
attempted to enforce censorship at more difficult times, such as during the 1925
general strike, the time prior to the Japanese occupation, and during the Cultural

Revolution. %

Legislative Control over Seditious Books & Newspapers

It was not until the early 20 century that the Legislative Council started to
control the seditious content of books and newspapers. The regulation of content was
directly related to the rapid political changes in China. The Civil War in China
resulted in the competing factions creating newspapers in Hong Kong with particular
political persuasions. These newspapers were used as instruments of the political
factions in China to extend their hostilities to Hong Kong. The early legislative efforts
at content control sought to control this type of political propaganda and agitation.

The first law which authorized the Hong Kong government to impose direct



control over the content of the press was the Chinese Publications (Prevention)
Ordinance 1907. The immediate cause of passing this Ordinance was the fact that
“[t]here has been an amount of seditious matter published in this Colony for some
time past, which in the opinion of the Government may have the effect of inciting to
crime in China”. In particular there was a publication of an anti-Manchu cartoon. The
cartoon portrayed “some of China’s leading statesmen sitting with their heads in their
hands”.*' The Hong Kong Government asserted that the cartoon and other
publications could incite “rebellion against the great and friendly empire which lies so
close to our border” in order to deter the press in Hong Kong from becoming too
deeply involved in the politics of China and save the Government from
embarrassment.”

The Hong Kong Government passed the Chinese Publications (Prevention)
Ordinance on 11th October 1907, a law which was regarded as “rather dangerous”
and may attract “bona fide criticism” from the public.” The Attorney-General stated
at the Second Reading of the Bill that the object of the Ordinance was “to prevent
Hong Kong becoming a place where seditious pamphlets [might] be printed and
circulated with a view to distribution in China™* and “to prevent this Colony being
made a center for seditious publications”.® The legislative intention was more
expressly stated in the Preamble of the Ordinance, which provided that “Whereas,
owing to the proximity of the Colony of Hong Kong to the mainland of China and to
the tendency to create internal dissension in that country, it is deemed expedient to
prohibit within the Colony the publication of matter calculated to excite such

dissension™. %

The Chinese Publications (Prevention) Ordinance contained only one main
provision. Under section 2 of the Ordinance, any person who “printed, published, or
offered for sale or distributed any printed or written newspaper or book or other
publication containing matter calculated to excite tumult or disorder in China or to
excite persons to crime in China” would be liable for a fine not exceeding five
hundred dollars or a maximum of 2 years’ imprisonment or both.

The law was not limited to the Chinese press. As the real target of the Ordinance
was those publications that might be calculated to incite tumult in the Mainland, the
language used was irrelevant. Newspaper articles written in English concerning
politics in Mainland China were also subject to the operation of this Ordinance.”’

While the Chinese Publications (Prevention) Ordinance punished those local



printers, publishers, sellers and distributors who printed or published any books or
newspapers that calculated to excite tumult or disorder in China, the Post Office
Ordinance 1900 dealt with the prohibition of sending seditious, indecent or obscene
materials. Under section 12 of the Post Office Ordinance 1900, the Post Office was
prohibited from receiving and delivering articles that were seditious, indecent or
obscene in character. However, there was doubt about the effectiveness of this section.
One of the criticisms was that the power under this Ordinance was limited to
controlling those materials coming to Hong Kong through post. The Postmaster could
take no action other than returning the seditious matter to the Post Office of origin. At
the Legislative Council meeting in 1914, the Colonial Secretary claimed that it was
difficult and often practically impossible to control seditious materials with success.”®

The first comprehensive Seditious Publications Ordinance was passed in
Hong Kong in 1914. The new law was necessary, according to The Attorney General
and the Colonial Secretary, because of the fact that ‘newspapers and documents of a
highly objectionable character have been brought into the Colony and distributed
amongst some of its inhabitants.” Those publications which were “of a highly seditious
and disloyal character and which contain matter which is subversive of all social and
economic conditions and which, disseminated amongst ill-educated persons, are likely
to be productive of disturbance and ill-feeling in the Colony.’?

The objectives of the Seditious Publication Ordinance were threefold:

1) To make it clear what matter was to be deemed to be seditious;

2) To provide for more effective means of preventing the introduction
into the Colony of seditious matter;

3) To provide for the seizure and forfeiture of seditious publications.*°

The 1914 Ordinance was different from the earlier laws that regulated the press
in several aspects. First, unlike the earlier regulations (such as the 1886 Ordinance),
the scope of the Seditious Publications Ordinance was broader. Under the 1886
Ordinance, only books printed or published in Hong Kong and newspapers printed for
sale and published in Hong Kong periodically or in parts or numbers at intervals not
exceeding 26 days were subject to control.’’ The 1914 Ordinance, however, regulated
any books, newspapers and even documents (including also any painting, drawing or
photograph or other visible representation) wherever printed and printed at whatever
intervals. >

Secondly, the 1914 Ordinance clearly defined what amounted to “seditious



matter’” under the Ordinance. According to the definition, seditious matter referred to
“any words, signs or visible representations contained in any newspaper, book or
other document which said words, signs or visible representations are likely or may
have a tendency, directly or indirectly whether by inference, suggestion, allusion,
metaphor, implication or otherwise —

1) To incite to murder or to any offense under the Explosive Substances
Ordinance 1913, or to any act of violence; or

2) To seduce any officer, sailor or soldier in His Majesty’s navy or army from
his allegiance or his duty; or

3) To bring into hatred or contempt His Majesty, or the Government
established by law in the United Kingdom or in this Colony or in any
British possession or in British India or the administration of justice in any
of such places or to excite disaffection towards His Majesty or any of the
said Governments; or

4) To put any person in fear or to cause annoyance to him and thereby induce
him to deliver to any person any property or valuable security, or to do any
act which he [was] not legally bound to do, or to omit to do any act which
he is legally entitled to do; or

5) To encourage or incite any person to interfere with the administration of the
law or with the maintenance of law and order; or ’

6) To convey any threat of injury to a public servant, or to any person in whom
that public servant [was] believed to be interested, with the view to
inducing that public servant to do any act or to forbear or delay to do any
act connected with the exercise of his public functions.

According to section 3 of the Ordinance, the power to decide whether a book,
newspaper or document was seditious was vested in the Governor in Council. The
Governor in Council could also declare that seditious matters be forfeited.

Thirdly, the power of the Postmaster-General was also strengthened in dealing
with seditious matter. Under the Ordinance, the Postmaster-General was “to detain
any article in the course of transmission by post which he [suspected] contain[ed] any
newspaper, book or other document containing seditious matter”.>® The power to
detain seditious matter was also extended to the Superintendent of Imports and
Exports to control those materials coming to Hong Kong through other channels.
Indeed, any person who reasonably suspected that any seditious matter was in any
building, vessel or place might, at the discretion of a magistrate, obtain a warrant



which authorized the police officer to enter such building, vessel or place and search
. 34
and seize the seditious matter and arrest the person who possessed them.

Sedition Ordinance 1938

The Sedition Ordinance 1938 (No. 13) and Sedition Amendment Ordinance (No.
28) were important for two reasons. First, the definition of seditious intention in the
Ordinances was essentially the same as their British counterpart. Second, the law laid
the foundation for the existing offence of sedition in Hong Kong. Both Ordinances
were passed without any debate.*

According to the Seditious Amendment Ordinance (No. 28), a “seditious
intention” was an intention—

) to bring into hatred or contempt or to excite disaffection against the
person of His Majesty, His heirs or successors, or against the
Government of this Colony or the Government of any other part of His
Majesty’s dominions or of any territory under His Majesty’s protection
as by law established™®; or

(ii)  to excite His Majesty's subjects or inhabitants of the Colony to attempt
to procure the alteration, otherwise than by lawful means, of any other
matter in the Colony as by law established; or

(iiiy  to bring into hatred or contempt or to excite disaffection against the
administration of justice in the Colony; or

(iv)  to raise discontent or disaffection amongst His Majesty’s subjects or
inhabitants of the Colony; or

(v)  to promote feelings of ill-will and hostility between different classes of
the population of the Colony.”

A statutory defence was provided in the 1938 Ordinance. Thus an act, speech or
publication is not seditious by reason only that it intends —

(a) to show that His Majesty has been misled or mistaken in any of his measures; or

(b) to point out errors or defects in the Government or Constitution of the Colony as
by law established or in legislation or in the administration of justice with a view
to the remedying of such errors or defects; or

(c) to persuade His Majesty’s subjects or inhabitants of the Colony to attempt to
procure by lawful means the alteration of any matter in the Colony as by law
established; or



(d) to point out, with a view to their removal, any matters which are producing or
have a tendency to produce feelings of ill-will and enmity between different
classes of the population of the Colony.

Section 3(2) of the Sedition Ordinance provided an objective test for seditious
intention. It stated:

In determining whether the intention with which any act was done, any words
were spoken, or any document was published, was or was not seditious, every
person shall be deemed to intend the consequences which would naturally
follow from his conduct at the time and under the circumstances in which he
so conducted himself.

It remained an offence to print, etc. any seditious publication, punishable by two
years’ imprisonment for a first offence, and three years for a subsequent offence.
Possession of any seditious publication was made an offence punishable by one year
imprisonment for a first offence and two years’ imprisonment for a subsequent

offence.*®

The other important Ordinance was the Control of Publications Consolidation
Ordinance 1951. The coming to power of the Communist Party on the Mainland once
again changed the framework of press regulation in Hong Kong. Although the Civil
War in the Mainland ended, hostilities continued between the communists on the
Mainland and the Nationalists in Taiwan. More seriously, the Korean War started,
involving both the UK and the People’s Republic of China. The Hong Kong
Government became more concerned over the power of the press, passing the Control
of Publication Consolidation Ordinance in 1951.

The 1951 Ordinance subjected three broad categories of newspapers to its
control. The first category was publications that might be “calculated or tending to
persuade or induce any person or persons whether individually or as members of the
general public or of class or sections to commit an offense.” The second category
was those publications that were calculated or tending to persuade or induce any
person or persons whether individually or as members of the general public or of
classes or sections to become members of, contribute to the support of, recruit for or
proselytize on behalf of or otherwise adhere to any unlawful society (within the
meaning of the Societies Ordinance 1949) or any political party, group or association
established outside the Colony adherence to which within the Colony had by virtue of



any enactment been declared by the Governor in Council to be prejudicial to the
security of the Colony or to the prevention of crime or to the maintenance within the
Colony of public order or safety.”’ The last category that was subjected to control was
those publications that were “likely to alarm public opinion or disturb public order”.*!

Apart from these three categories, any publication that was, from the point of
view of the Governor in Council, “calculated or [was] likely to be prejudicial to the
security of the Colony or the prevention of crime or to the maintenance within the
Colony of public order, safety, health or morals™ might also be prohibited from
importation.*

To suppress any publications that contained such undesirable contents, upon the
application of the Attorney General (and regardless of whether there was any pending
proceeding), the Court or a magistrate could order the suppression of that publication
for a period not exceeding 6 months. Upon the violation of any suppression order,
seizure and detention of all the machinery and publications were possible.*’ Any
overseas publication falling within with any of the prohibited categories might also be
prohibited from being imported into Hong Kong.* Those persons who, in whatever
way, constructively possessed the prohibited publications (e.g. possessing, having the
right to order or disposing or controlling the prohibited documents), might also be
criminally liable.*

Sedition Prosecutions

On 2nd November 1951, a disastrous fire occurred in Tung Tao Village which
consumed a large number of wooden huts. The Government’s performance in
response to this incident was criticized as unsatisfactory. The discontent of the public
towards the Hong Kong Government became even more apparent as disturbances
following the fire became more serious. On the 1st March, 1952, a Canton Comfort
Mission planned to come to Hong Kong to visit the Kowloon City Tung Tao Village
Fire Victims. Some Hong Kong residents organized themselves into a group to
welcome the Comfort Mission. This action drew the attention and suspicion of the
Hong Kong Government. A large number of policemen were ordered to the railway
station where the Comfort Mission was expected to arrive. The Comfort Mission was
also forbidden from entering Hong Kong. A confrontation resulted between the police
and the public at the railway station. Many of the protesters were charged, and some
of them were even deported. This was the well-known “March First Incident”.

The People’s Daily published an article protesting the arrest and killing of some
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Chinese inhabitants in Hong Kong by the Hong Kong Government. This article was
reprinted in Ja Kung Po, which also published other stories and editorials relating to
the event. The newspaper was charged with publishing a seditious publication under
section 4(1)(c) of the Sedition Ordinance, that is, printing, publishing, selling, offering
for sale, distributing or reproducing seditious publication and its proprietor-publisher,
printer, editor were arrested and prosecuted.

The proprietor-publisher and editor were found guilty and appealed against their
conviction, arguing that, in publishing the article, they lacked seditious intent. The
defendant offered evidence that 7a Kung Po had three different articles on the same
front page, covering the same event from three different angles, except the
republication of the offending article from the People s Daily, the newspaper also had
a story on the UK Parliamentary report on the same event and a story on the reaction
in Guanzhou. The newspaper was simply reporting on the event and lacked any
seditious intent.

The defendants were convicted and appealed against the conviction. The Court
of Appeal, relying on Wallace-Johnson v The King (1940) A.C. 231, rejected the
appellants’ submission that incitement to violence was a necessary element to be
proven by the prosecution. Further no intention to publish seditious words was
required according to the express provisions of the law, and it was not necessary for
the prosecution to establish that the publication was intended to incite violence. In
upholding the conviction, the court approved the trial judge’s summing-up:

... a person is deemed to intend the consequences naturally flowing from his
conduct at the time and under the circumstances in which he conducted
himself. If the article when published, would in the natural course of events
stir up hatred or contempt against the Government, it is prima facie evidence
of a publication with a seditious intention. It is unnecessary to produce any
extrinsic evidence of a publication with a seditious intention.*®

Ta Kung Po was found guilty under the Sedition Ordinance and the Control of
Publication Consolidation Ordinance.*” The court also ordered the suspension of
publication for 6 months, which was reduced to 12 days upon Beijing’s protest. **

The sedition charge was frequently used by the colonial government in dealing
with the 1967 riots in Hong Kong.** The leading case was the prosecution of three

pro-China local Chinese newspapers, Tin Fung Daily, Afternoon News and Hong
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Kong Evening News. for publishing false and seditious news, publishing articles with
intent to arouse the discontent of police officers and violating the provisions in the
Control of Publication Consolidation Ordinance as a result of their reports of the June
Seventh Riot in 1967. The offending publications included reports or editorials which
called upon Hong Kong people to organize to resist the British repression and to bury
the reactionary government and urged the Hong Kong police of Chinese race to defect
and rebel against the government. The false news related to a report in the Hong Kong
Evening News that Chinese navy battle ships were approaching Hong Kong.™

On 9 September 1967, the police arrested the proprietors of the three newspapers,
Hu Di Wei and Pan Huai Wei, and three printers. The trial started on 21 August 1967
in the Central Magistracy. All of the defendants were found guilty as charged and
were sentenced to three years’ imprisonment. The court also ordered a six month
suspension against the three newspapers. The defendants insisted that the trial was
political persecution and refused to appeal.

The three newspapers were the peripheral organizations of the Chinese
Communist Party in Hong Kong, and played only supporting roles in inciting the riots.
The colonial government did not prosecute the CCP owned newspapers, such as the
Ta Kung Po, nor the CCP members for inciting the riots, who were said to have
played the leading and more direct role behind the riots in Hong Kong. Nevertheless,
China reacted strongly to the prosecution and Red Guards in Beijing surrounded the
British Office of the Charge d’Affaires and then set it on fire, an event which caused a
diplomatic crisis between China and the UK.

Further Amendments

The Sedition Ordinance was further amended in 1970. Two additional types of
seditious intention were added to the lists: “to incite persons to violence” and “to
counsel disobedience to law or to any lawful order.’! The Ordinance existed until the
end of 1971 when it was consolidated into the Crimes Ordinance, which also
incorporated both incitement to disaffection and incitement to mutiny.>

The enactment of the Bill of Rights Ordinance (BORO) has affected the
sedition law. The constructive intention clause was removed®® after the enactment
of the BORO. The government proposed its repeal on the ground that the presumption
of intention was probably inconsistent with Article 11 of the BORO.>*

The final amendment of the sedition law occurred in 1997, immediately before
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the Reunification. The Hong Kong legislature then was, in principle, in favor of
repealing the offence of sedition in 1997, although the majority of that body felt
bound to accept the “political reality” and narrowed the scope of the offence without
deleting it from the statute book. The main argument for the deletion was stated by the
Bills Committee as follows:

The offence of sedition is archaic, has notorious colonial connotations and is
contrary to the development of democracy. It criminalizes speech or writing
and may be used as a weapon against legitimate criticism of the government.>

Nevertheless, many members appreciated the “political reality” that the future
government would be duty-bound to legislate on sedition under Art 23, thus they
proposed to narrow the scope of the offence and enlarge the possible defence by
inserting the following three principles:

1. Narrowing the definition of seditious intention in section 9;

2. Providing an additional element of having the purpose of disturbing the
“constituted authority” in section 9 to make prosecutions more difficult; and

3. Incorporating Principle 6 of the Johannesburg Principles.®

With the support of the Democratic Party, the Government amendment on
sedition passed the third reading on the night of 23 June 1997. The amendment
codifies the existing common law requirement and limits the scope of the offence by
requiring “the intention of causing violence or creating public disorder or a public
disturbance”. The law was enacted but has not been implemented.

Defining Sedition in Other Jurisdictions

Publications or the Effect of the Publications? An Issue of Methodology

There have two competing approaches in determining a seditious intent. One
approach looks at words themselves to determine whether they are capable of triggering
action. The other approach looks at the circumstances surrounding the words to
determine whether the words could produce certain harmful results. This distinction can
be traced to the earlier history of the offence of sedition.

Sedition was a Star Chamber creation, but the abolition of Star Chamber in 1641
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did not, however, bring to a halt the prosecution of seditious offences.”” Seditious libel
was transfigured into common law and thus came within the jurisdiction of the King’s
Bench.*® In several important ways, the common law courts incorporated Star Chamber
practice, for example, by requiring a jury to consider only the issue of whether a
publication has occurred. By defining the issues in dispute in this way, the common law
procedure became analogous to the trial by Star Chamber without a jury.>® Whether or
not the content was seditious was also determined by the judges, who made their
determination by examining the content of a publication. As the ground for seditious
libel included the vague concept of diminishing the affection of the people for the King
and his government, the judges “effectively decided the libelousness themselves, for in
the circumstances nobody could or would disagree with them.”®

The passage of Foxs Libel Act in 1792 softened the prosecution of sedition. This
Act had a direct and indirect effect. The direct result was that the jury was given more
power in that jurors decided on whether a publication was seditious. The jury took from
the judge the power to determine the nature of the words uttered or written, so that the
issue became a matter of fact rather than a matter of law. The indirect result was that, as
the jury started to look into the issue of whether a publication was seditious, the offence
of sedition went beyond the mere words themselves. The jury began to consider their
context and effect. As Stephen said: “The Libel Act must thus be regarded as having
enlarged the old definition of a seditious libel by the addition of a reference to the
specific intentions of the libeller to the purpose for which he wrote.”®! As Lobban®?
emphasizes, “in cases of sedition, it was the context that became all-important”.

The eighteenth century’s most common form of political prosecution began to
stress the seditious effect of the words rather than their intrinsically libellous
nature...the judge could not tell the criminal character alleged purely from the
words on the record, as this increasingly involved questions of context and
effect.”

The debate continued across the Atlantic between Hand and Holmes. The clear
and present danger test is an example of the circumstance approach . In Schenchv US
in 1919,% the defendant was charged under the Espionage Act for circulating leaflets
against military induction. Justice Holmes created this much celebrated test in this
case: “The question in every case is whether the words used are used in such
circumstances and are of such a nature as to create a clear and present danger that they
will bring about the substantive evils that Congress has a right to prevent.”®®
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In Abrams which involved the distribution of pamphlets against America’s
decision to send troops to Russia to fight against the Communists,®® Justice Holmes, in
his dissenting opinion, further developed the ‘clear and present danger’ test:

... think that we should be eternally vigilant against attempts to check the
expression of opinions that we loathe and believe to be fraught with death,
unless they so imminently threaten immediate interference with the lawful and
pressing purpose of the law that an immediate check is required to save the
country.

Much has been written on the Holmes test both inside and outside the US. But
this test has been more a rhetorical than an objective and hard test. The test, as it has
been used in the US courts, has relied upon each judge’s subjective interpretation of
the circumstances. The intention of an accused was determined not through the actual
words uttered, but through decoding and reconstruction and by revealing the innuendo
behind the words used. Thus in Debs,®” although the speech of Eugene Debs, the US
Socialist leader and a soon-to-be presidential candidate, touched upon merely
“socialism, its growth, and a prophecy of its ultimate success,”® Holmes nevertheless
could find “the manifest intent of the more general utterance...to encourage those
present to obstruct the recruiting service”. From a statement from Debs that Debs
might not be able to say all that he thought, Holmes was able to conclude that Debs
was intimating to his audience that they “might infer that meant more...”® holding
that the “natural and intended effect was to obstruct recruiting.”” Debs was sentenced
a lengthy 14 years’ imprisonment under the clear and present danger test, a sentence
that Holmes himself later regretted.”’

The court ventured deeply into the subjective world and ignored the objectivity
of the danger.”* Koffer and Kershman have criticized the test as follows:

Judicial recourse to hidden meanings renders impossible any objective
examination of the government’s case against these dissenters. But it also
raises even more acutely the problem of authorial intent: not the intent of the
defendant, but rather the intent of the judge. Through interpretation, the Court
has politically appropriated the statement of dissenters and turned them to its

own purpose.”

It is “the speaker’s enthusiasm for the result”, according to a judge’s interpretation,
which distinguishes abstract advocacy from incitement to action.”
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The clear and present danger became so distorted in application that the Supreme
Court of the US decided in Brandenburg in 1969, that it had no place in the
interpretation of the First Amendment of the US Constitution. The Court explained the
great misgivings’ about the test:

First, the threats were often loud but always puny and made serious only by judges
so wedded to the status quo that critical analysis made them nervous. Second, the
test was so twisted and perverted in Dennis as to make the trial of those teachers of
Marxism an all out political trial which was part and parcel of the Cold War that
has eroded substantial parts of the First Amendment.”

Mere intention to incite violence, however inferred from circumstances, is not
sufficient for the offence of sedition. In the First Amendment jurisprudence in the US,
the alternative test to the clear and present danger test has been a word-oriented
incitement test. The leading advocate was Judge Learned Hand, who formulated the
test in the case Masses,76 which stressed the need to look at the words themselves to
determine whether they could trigger action.

The Masses case was decided in 1917 by Learned Hand. The case concerned a
Jjournal called Masses. The offending content was some cartoons, a tribute to two
conscientious objectors and letters which could be interpreted as condemning the US
Government for its war policies. The journal was barred by the Postmaster from
circulation for violating the Espionage Act.”" The publisher of Masses sought an
injunction against the Order.

In granting the injunction, Learned Hand held, unless the cartoons and letters
could, according to a more objective test “based upon the nature of the utterance
itself”, actually urge violent or unlawful activity, their publication would not be
unlawful. He concluded that ‘If one stops short of urging upon others that it is their
duty or their interest to resist the law, it seems to me one should not be held to have

attempted to cause its violation.””®

Hand’s contribution is his criticism of the then prevailing approach which
second-guessed the likely consequence of a subversive speech through examining the
circumstances of the speech and background of the speakers, an approach that was
largely inherited by Holmes in his present and immediate danger test. Hand conceded to
the argument of the Prosecution that the anti-war speech in Masses “tends to promote a
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mutinous and insubordinate temper among the troops.”” Indeed Hand agreed that
readers of Masses might be affected by the anti-war speech: “men who become satisfied
that they are engaged in an enterprise dictated by the unconscionable selfishness of the
rich, and effectuated by the tyrannous disregard for the will of those who must suffer
and die, will be more prone to insubordination.”® But he believed that the reliance on
the doctrine of causation and second guessing the probable impact of the speech in
punishing political speech was misleading and dangerous. The consequence would be
that all political agitations would have the tendency to produce such an impact and thus
became illegal. A reliance on the broad concept of causation would criminalize all
hostile criticism of the government policies.

Political agitation, by the passions it arouses or the convictions it engenders, may
in fact stimulate men to the violation of law. Detestation of existing policies is
easily transformed into forcible resistance of the authority which puts them in
execution, and it would be folly to disregard the causal relation between the two.
Yet to assimilate agitation, legitimate as such, with direct incitement to violent
resistance, is to disregard the tolerance of all methods of political agitation which
in normal times is a safeguard of free government.®'

Criminal law thus only punishes “direct incitement” and direct advocacy, even
through the indirect incitement might also arouse a seditious disposition. An incitement
or advocacy is direct when a person “urge(s) upon (another) either that it is his interest
or his duty to do it.” Praising and admiration of law violation, or in the case Masses
praising conscientious objectors in jail, are not, even such praising and admiration are
likely to lead to emulation.

That such comments (in Masses) have a tendency to arouse emulation in others is
clear enough, but that they counsel others to follow these examples is not so
plain...One may admire and approve the course of a hero without feeling an duty
to follow him. There is not the least implied intimation in these words that others
are under a duty to follow. The most that can be said is that, if others do follow,
they will get the same admiration and the same approval. Now, there is surely an
appreciable distance between esteem and emulation; and unless there is here some

advocacy of such emulation, I cannot see how the passage can be said to fall

within the law. ¥

The Hand test has its own problems. It is very limited in dealing with harmless
inciters because of its refusal to look into circumstances in which words are uttered. It
also fails to tackle the issue of innuendo behind the words used because of its
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exclusive focus on words themselves. The Brandenburg test has provided remedies
for the deficiencies by combining the two approaches of Hand and Holmes.

Incitmg Violence or Disorder The Mintmum Requirement’

Hong Kong's sedition law needs reform because it lags far behind other common
law jurisdictions. In common law offence, intention to cause violence is a necessary
element of that offence. Although no such intention was required in the earlier case
law,®® in a series of cases leading to the Canadian decision Boucher. the courts

. . . . . . . . 84
required the prosecution to prove intention to incite disorder, tumult or violence.

In Collins, for example, Littledale, J, in his summing up, stated that it was
seditious if the defendant intended that ‘people should make use of physical force as
their own source to obtain justice’, should ‘take the power into their own hands’ to
*tumult and disorder’.®> In R v. Burns, Cave J. directed the jury at 363 as follows to
“trace from the whole matter laid before you that they had a seditious intention to incite
the people to violence, to create public disturbance and disorder”.¥® In Aldred, the
court held that the proper test for sedition should be whether language used was
intended ‘to promote public disorder or physical force or violence.’ And the word

. ” . . . . 7
‘sedition”...implies violence or lawlessness in some form.”

In Boucher v R,® the Supreme Court of Canada held that, for the offence of
seditious libel, there must be incitement to violence or the incitement of violence must
be against Her Majesty or institutions of government. The court stated:¥

There is no modern authority which holds that the mere affect of tending to
create discontent or disaffection...but not tending to issue in illegal conduct,
constitutes the crime [of sedition], and this for obvious reasons. Freedom in
thought and speech and disagreement in ideas and beliefs, on every
conceivable subject, are of the essence of our life.

Thus "nothing short of direct incitement to disorder and violence is a seditious
libel”. The freedom to engage in passionate criticism of government, including the

Judiciary, and the incitement to mere disaffection cannot amount to criminal offence.

The requirement of inciting violence or public disorder is further confirmed
in Choudhury, in which the English Divisional Court, following Boucher, held that:
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...the seditious intention on which a prosecution for seditious libel must be
found is an intention to incite to violence or to create public disturbance or
disorder against His Majesty or the institutions of government...Not only must
there be proof of an incitement to violence in this connection but it must be
violence or resistance or defiance for the purpose of disturbing constituted
authority. %

There may be differences in national treatment of the name of the sedition. The
US does not have an offence as such. In New York Times v. Sullivan,” the US
Supreme Court held that there is ‘a broad consensus that (sedition), because of the
restraint it imposed upon criticism of government and public officials, was
inconsistent with the First Amendment’. In Carrison v. Louisiana,®® Justice Black of
the US Supreme Court stated that, “under our Constitution there is absolutely no place
in this country for the old, discredited English Star Chamber law of seditious libel”.
But the sedition offences abolished by the court involved non-violent forms of false,
scandalous and malicious publications against the state authorities.

The constitutionality of sedition has also been tested in India. The Indian law
punishing sedition, as we mentioned above, is equivalent to the Crimes Ordinance in
Hong Kong. India also enjoys Constitutional protection of freedom of expression **
equivalent to the Basic Law of Hong Kong. In Kedarnath v State of Bihar,”* the
Supreme Court of India held that the law of sedition in section 124-A of the Indian
Penal Code is consistent with the Constitutional protection of freedom of expression.
The court stated:

The expression “Government established by law” is the visible symbol of the
State. The very existence of the State will be in jeopardy if the Government
established by law is subverted. That is why sedition as the offence in S.124-A
has been characterised, comes under Chapter VI relating to offences against
the State. Hence any act within the meaning of S.124-A which has the effect
of subverting the Government by bringing that Government into contempt or
hatred or creating disaffection against it, would be within the penal statute,
because the feeling of disloyalty to the Government established by law or
enmity to it imports the idea of tendency to public disorder by the use of actual
violence or incitement to violence. In order words, any written or spoken
words, etc., which have implicit in them the idea of subverting Government by
violent means, which are compendiously include in the term ‘revolution’ have
been made penal by the section in question.
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The US and Indian approaches to sedition are different. But it is a distinction
without real differences because the courts are talking about different things when
they speak of sedition. The Indian Supreme Court has retained the offence but defines
it differently by imposing a clear incitement to violence requirement. The US
Supreme Court has abolished the offence but has made incitement to violence
punishable under other laws. The real question, perhaps, is should incitement to
violence be called sedition or something else?

Discussion, Advocacy and Incitement

The best cases for discussing this distinction are the US cases Dennis”and Yates.”®
Dennis was a leading case prosecuted under the Smith Act, which provided that it was
seditious if one “knowingly or wilfully advocates, abets, advises, or teaches the duty,
necessity, desirability, or propriety of overthrowing or destroying the Government of the
United States.” Dennis involved the prosecution of the twelve members of the
governing body of the Communist Party of the US, who were charged with plotting the
overthrow of the Government. In upholding the conviction, the majority of the Supreme
Court was of the view that there is a difference between advocacy and discussion of
violence against the Government. The Smith Act “is directed at advocacy, not
discussion” said the court. Discussion is any peaceful communication of ideas, such as
the studies of Marx in universities; advocacy is the communication used to urge, plan or
set in motion illegal acts against the Government.

While a theoretical difference was drawn between discussion and advocacy, it
immediately vanished when the court started to apply the law to the case at hand. The
court twisted this distinction into an unrecognizable form. According to Chief Justice
Fred M. Vinson, who wrote for the majority,

If the Government is aware that a group aiming at its overthrow is attempting to
indoctrinate its members and to commit them to a course whereby they will
strike when the leaders feel the circumstances permit, action by the Government
is required.”

He continued:

Certainly an attempt to overthrow the Government by force, even though doomed
from the outset because of inadequate numbers or power of the revolutionists, is a
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sufficient evil for Congress to prevent. The damage which such attempts create
both physically and politically to a nation makes it impossible to measure the
validity in terms of the probability of success, or the immediacy of a successful
attempt. In the instant case the trial judge charged the jury that they could not
convict unless they found that the petitioners intended to overthrow the
Government “as speedily as circumstances would permit.” This does not mean,
and could not properly mean, that they would not strike unless there was certainty
of success. What was meant was that the revolutionists would strike when they
thought the time was ripe. We must therefore reject the contention that success or
probability of success is the criterion.®

Six years later, the Supreme Court decided that Dennis went too far in
criminalizing all advocacy of violence against the Government. In Yates Communist
leaders in California had been charged. The Supreme Court declined to persist with the
Dennis approach. The Court held that people are free to talk about the desirability of
using violence to overthrow the Government, and may also express the hope that the
government might be overthrown by violence.

The advocacy and teaching prohibited by the Smith Act...is not of a mere
abstract doctrine of forcible overthrow of the government, but of action to that
end; this is so even though such advocacy or teaching is engaged in with evil

: 99

mntent.

The difference between lawful and unlawful advocacy is whether “those who the
advocacy is addressed must be urged to do something, now or in the future, rather
than merely believe in something.” Under the Yates test, the defendant must have
advocated actual action aimed at violent overthrow of the government. Advocacy of
violence against the government in the abstract, or “principles divorced from action”
is not sufficient. '°The court in Yates was concerned about the intention of the
advocates not the probability of their success. “If, in the long run, the beliefs expressed
in proletarian dictatorship are destined to be accepted by the dominant forces of the
community, the only meaning of free speech is that they should be given their chance
and have their way.”'®' But the court insisted that “immediacy” or “likelihood” of an
unlawful act was not the requisite element of the offence. While Yates is a liberal
move away from Dennis, its distinction between speech divorced from action and
speech advocating action could be one without difference, because of the lack of the
requirement of imminence or immediacy. The most express statement in limiting
sedition to direct incitement comes from the US case Brandenburg, in which the court
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states: “mere abstract teaching of the moral propriety or even moral necessity for a

resort to force and violence” is not seditious.

The Nature of the Danger Created

What is the nature of the danger or risk that has been created by words uttered and
writings published and the corresponding need to suppress the words or writings? How

imminent must that danger be?

The law on sedition was settled in Brandenberg in 1969, in which a Ku Klux
Klansman in Ohio was charged with violating Ohio's Criminal Syndicalism Act which
made it an offence for any one to “advocate or teach the duty, necessity, or propriety (of
violence) as a means of accomplishing industrial or political reform.” The Supreme
Court held that the Ohio law was unconstitutional.'® The court said:

The constitutional guarantees of free speech and free press do not permit a state
to forbid or proscribe advocacy of the use of force or of law violation except
where such advocacy is directed to inciting or producing imminent lawless
action and is likely to incite or produce such actions.

The case further refined Justice Holmes’ clear and present danger test. Justice
Black and Justice Douglas in their concurring opinions declaimed that Holmes’ ““clear
and present danger’ test should have no place in the interpretation of the First
Amendment.”'®

The court extended the scope of the First Amendment protection by holding that a
“mere abstract teaching of the moral propriety or even moral necessity for a resort to
force and violence” is not seditious. Advocacy of the use of force and law violation
cannot be prohibited unless the advocacy “is directed to inciting or producing imminent
lawless action and is likely to incite or produce such action.”'%* Brandenburg
highlighted the importance of the pre-eminence of danger in determining sedition - a
test which is protective of freedom of speech and gave greatest protection to the most
subversive speech.'® Brandenburg endorsed the governing principle of laissez-faire in
the marketplace of ideas.

Should the imminence test be used in implementing Article 23 of the Basic Law?

There seem to be four reasons against codifying this test into Hong Kong law. First, it is
uncertain the extent of the test’s application in criminal law. There is clearly a
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distinction between public, especially political public, advocacy and private solicitation
of crime. Clearly imminence is not a test for the ordinary law of incitement. Second,
like the clear and present danger test, the imminent danger test is a judicial, not a
legislative, creation. This is a significant difference. Once the test is written into the law,
it has the characteristic of permanency, and the court may not have the necessary
discretion in determining a case considering the prevailing political circumstances.
Courts in the US have formulated different tests in different historical times in response
to threats of different natures.

This leads to the third reason. Brandenburg concerns a Ku Klux Klansman who
was charged with violating Ohio’s Criminal Syndicalism Act. His offending speech
included merely racist slurs against blacks and Jews. It has not been applied in the US
in the context of zealous, organized political dissents urging the overthrow of the
fundamentals of government.

Finally, the imminence test has not been adopted by courts in other common law
jurisdictions. In English law, the likelihood of danger is sufficient to punish political
speech. In Arrowsmith'® the defendant was charged with incitement to disaffection
under section 1 of the Incitement to Disaffection Act 1934. She was convicted and
sentenced to 18 months imprisonment. She distributed leaflets at an army centre
advocating soldiers to desert rather than serve in Northem Ireland. In dismissing her
appeal, Lawton L.J found that the leaflet was ‘mischievous’ and ‘wicked’ and that the
defendant’s act constituted incitement to mutiny and desertion.'®” The court stated the
likelihood of the defendant’s activity as follows:

What it [the court] is concerned with is the likely effects on young soldiers aged
18, 19 or 20, some of whom may be immature emotionally and of limited
political understanding. It is particularly concerned about young soldiers who
either come from Ireland or who have family connections with Ireland: there are
probably a large number of them in the British Army. These young soldiers are
encouraged to desert on learning of a position to Northern Ireland and to mutiny.
If they mutiny, they are liable to be sentenced by court martial to a very long
term of imprisonment, and if they desert, they must expect to get a sentence of
at least 12 months’ detention. For mature women like this defendant to go
around military establishments distributing leaflets of this kind amounts to a bad
case of seducing soldiers from both their duty and allegiance.'®
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Her conviction was upheld by the ECHR after considering the possible result of
mutiny and desertion if Arrowsmith’s campaign were not halted.'” This is also the

law of Hong Kong.

The Consultation Paper

The Consultation Paper suggested three offences of sedition, with different
malice and different social harms. The principal offence of sedition is defined as
“mnciting others a) to commit the substantive offence of treason, secession or
subversion; or b) to cause violence or public disorder which seriously endangers the
stability of the state or the HKSAR™.

The first limb of the offence is a codification of the common incitement to commit
the substantive offence. This codification is necessary, according to the government,
because state security interests merit protection by specific provisions. The second
limb goes beyond implementing Art 23, and it is an adaptation of Section 9 of the
Crimes Ordinance, particularly subsections (f) and (g). Inciters of the 1967 riots,
including the three newspapers mentioned above, would continue to be caught by this
section, it seems.

The government intends to limit the scope of the offence in two ways, although
the proposed limitations have not been made clear in the proposed definition. First,
“isolated incidents of limited violence or disturbance of public order” will not satisfy
the requirement of the sedition offence under Article 23, because the new sedition
offence requires speech or publications that endanger state security. Whatever
criminal or unlawful act that has been incited must be a series of acts which, when
Jjudged objectively, are intrinsically dangerous and capable of producing serious harm
to national security. The Consultation Paper does not encompass harmless inciters.

The second limit on sedition is problematic. It distinguishes between mere views,
reports or commentaries and views, reports or commentaries which incite, (in essence,
views, reports or commentaries plus). This could become a distinction without
differences, and a better position is to follow Hand’s trigger of action approach.
Holmes said that “every idea is an incitement.” But the idea which does not directly
advocate actual action should not be punished as sedition.

There are also two lesser offences of sedition. One relates to seditious publication,
the other relates to possession of certain publications. Under the seditious publication
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offence, It should be an offence if a person ~ (a) prints, publishes, sells, offers for sale,
distributes, displays or reproduces any publication; or (b) imports or exports any
publication, knowing or having reasonable grounds to suspect that the publication, if
published, would be likely to incite others to commit the offence of treason, secession
or subversion. A defence of “reasonable excuse” is proposed.

The offence of seditious publications may partially overlap with the principal
offence of sedition, e.g. does printing or publication amount to incitement of one of
the substantive offences. If, for example, a person, like Hu Di Wei in the 1967 riot,
publishes articles calling for armed resistance against the government, that person
would be guilty of inciting subversion directly and the offence of seditious
publications. The defense of reasonable excuse would be irrelevant. The overlapping
part of the offence is thus not necessary.

The offence of seditious publication makes sense only when a person who
publishes seditious materials but without a direct intention, or any intent at all, to
incite the substantive offence. The key element of the offence is to produce
publications that are objectively seditious. A person would be guilty if he knew the
likelihood that the publications may incite others to commit one of the substantive
offences, or if he should have suspected such likelihood. How the prosecution is to
discharge its burden of proof is unclear, so is the standard of a reasonable person.
The worst-case scenario is that once the defendant is caught with printing a seditious
publication, there may not be much else for the prosecution to prove. Whether he is
liable depends on whether he could offer reasonable grounds, and the burden might lie
with him. Such an objective approach would not be substantially different from that
used in the 1952 sedition prosecution against 7a Kung Po, according to which the
subjective intention was not a required element of the crime and the defendant was
deemed to intend the natural consequence of his act. The ghost of Fei Yi Ming may
continue to haunt us in the future.

Even with the burden on the prosecution, the offence will have serious
implications on both privacy and freedom of expression. Sedition and other Article 23
offences are politically motivated crimes. They will not be low priority crimes in
Hong Kong. When the police are demanded to search for evidence to prove
purpose/motivation, the implication is serious. We are not sure, for example, how far
back the police might go in seeking evidence to prove purpose/motivation, and what
exactly can be used as evidence. The police are likely to scrutinize the suspects’ past
experiences, association, and other records. It is not surprising for the police to
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canvass one’s classmates, co-workers, and neighbors to discover the
purpose/motivation. There is a serious privacy concern. There may also be a

long-term threat to freedom of expression if purpose/motivation become a criminal

. 0
law issue."

While the first sub-section is not necessary, the second sub-section is overly
broad. Its main purpose is not to punish the inciters who directly and intentionally
urge the commission of the substantive offences. Using the words of the Consultation
Paper, the offence punishes people who, for reasons such as profits, print publications
which are likely to incite others to commit the related offences. The second
sub-section can be put in the same category with the offence of mere possession. This
offence is committed with the same mental element as the offence of seditious
publication and same defence is also provided. Because the offence can be committed
with the mental state of knowing or having reasonable grounds to suspect that the
publication, if published, would be likely to incite others to commit the offence of
treason, secession or subversion. The offences cast the net too wide, by punishing not
only for their intentional incitement, but also for their recklessness, carelessness and
even stupidity in printing or possessing publications. It is a preventative measure,
designed to not only chill certain political discussions, but also eliminate the
necessary intellectual environment which makes such discussion possible. The
possession offence is particularly draconian in that, with the exception of a privileged
few (academics, journalists, etc.), no one shall read things that offer passionate

criticisms of the governments.'!!

The two lesser offences punish not the crime of sedition, but what is perceived to
be the cause of sedition. It is not directed at the inciters, but at where they may get the
seditious ideas. It is not directed at the content of a publication but at its likely effect.
Once the law moves from a crime to the cause of the crime and from incitement to
publication itself, it will indefinitely expand its territory, it will over-criminalize, and
it will lead to the abuse of power in law enforcement. By expanding from punishing
direct incitement to printing and possession of seditious publications without the
intent to incite, legal protections offered against the principal offence of sedition will
diminish or even vanish in dealing with the lesser offences. Legal protections, such as
punishing incitement not discussion, reports or commentaries, which are important to
the principal offence of sedition, will become less relevant, if at all, to the two lesser
offences.

It is crucial to note that publications involved in the possession offence do not have
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to be seditious in themselves, it is sufficient if they are capable of inciting others to
commit the offences. What is punished is not the content of a publication, but its
potential impact. But what kind of book is likely to incite treason, secession, or
subversion? In the 1952 and 1967 prosecutions, the newspapers were found guilty
because they accused the British and the colonial governments of abusing their
powers and mistreating the Chinese. Those publications were regarded as likely to
incite people to rebel. To understand the rationale of sedition and the underlining
concerns of the government, one has to go back to the days of Star Chamber, when the
offence was invented.

The offence of seditious libel was based upon the presumption that those who did
not share the government’s beliefs “must regard its attempt to propagate those beliefs as
tyrannical, and to be disobeyed”.'"? Thus “anyone who attempted to persuade others
that the government’s methods were profoundly wrong must intend the natural
consequences of his acts, which would be rebellion™.'"® The offence postulated that
utterance alone may cause harm to the sovereign. “An attack on the dignity or
respectability of authority was deemed to undermine its authority and to subvert the
affection of its subjects in the same manner that libel or slander injured an individual’s

reputation”.'*

Criticisms against the government had to be quashed because they “threatened
appearances”.'"> According to Chief Justice Holt in the leading case of John Tutchin,
which was tried in 1704:

To say that corrupt officers are appointed to administer affairs, is certainly a
reflection on the government. If people should not be called to account for
possessing the people with an ill opinion of the government, no government can
subsist. For it is necessary for all governments that people should have a good

opinion of it.!®

Since the purpose of the offence of seditious libel was to maintain a good opinion
of the government, truth was eliminated as a defence.’ ' The ratio decidendi of the first
seditious libel case in Star Chamber, De Libellis Famosis, in 1606 was

If it be against a magistrate or other public person it is a greater offence for it
concemns not only the breach of the peace, but also the scandal of government:
for what greater scandal of government can there be than to have corrupt or
wicked magistrates to be appointed and constituted by the King to govern his

27



subjects under him and greater imputation to the State cannot be than to suffer
such corrupt men to sit in the sacred seat of justice, or to have any meddling in

. e . . . . 118
or concerning the administration of justice.

Therefore, “It is not material”, declared Lord Coke, “whether the libel be true. or
. . » . s 119
whether the party against whom it is made, be of good or ill fame”.”” The mere
tendency of the words to undermine the authority of the government is sufficient ground

. 120
for prosecution.'

By punishing mere publication and possession, the law protects the reputation of
the government rather than punishing incitement. The kind of books which are likely to
incite rebellion are not those which teach subversion, independence for Xinjiang or
Taiwan’s rejection of Chinese Sovereignty. The subversive books are those which
expose political nepotism, corruption, and the dark side of the system, books that
undermine the legitimacy of the system. The Communist Manifesto, State and
Revolution and the writings of Mao Zedong may not be seditious for they merely try,
but often fail, to agitate people. It is books such as Tiananmen Papers, various Al and
HRIC reports which are seditious.

Conclusion

The colonial law never provided sufficient protection of rights in Hong Kong in
this area of law. The local circumstances were such that the colonial government
found it impossible to extend its own law to Hong Kong which offered more
protection of rights. Hong Kong sedition law has been repressive in two aspects in
spite of its superficial resemblance to English law. First, since seditious intention was
not an element of the offence, it was easier for the prosecution to discharge its burden.
Once a publication was proven seditious, the burden was shifted to the defence to
prove innocence. Hamburger has argued that, historically, the prosecution of sedition
in the UK reflected more “a legal doctrine subject to the constraints of precedent and
legal custom” than mere government policies. The law of sedition empowered the
Crown in silencing political dissidents, it also posed serious substantive and
procedural constraints which the Crown could not bypass or ignore.'*' The colonial
governments were not burdened with such legal constraints in Hong Kong’s sedition
prosecutions, because seditious intent was imputed and it was not necessary to prove

intention to incite violence.'?

Second, unlike the sedition offence in other jurisdictions, the law in Hong Kong
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covers two lesser offences of seditious publication and possession. The offence was
widely and effectively used during the 1967 riots and as mentioned above, the
consequence was repressive and draconian.

This, of course, has to do largely with the geo-political position of Hong Kong
and the overwhelming impact of the China factor.'® Sedition law was used with to
punish sedition either against China or from China. On the one hand, Hong Kong had
been used as a base for different political forces to subvert the Chinese government,
be it the Qing Dynasty, the Nationalists or the Communists. The colonial government
was sensitive to this political reality and cautious not to provoke its giant neighbor.
On the other hand, and more importantly, the sedition law was also used to punish
seditious publications of the Communists and their followers. Communist infiltration
was perceived as the most direct political threat to Hong Kong.'**

The Reunification in 1997 has changed the dynamics of political dissidence in
Hong Kong. Allegedly, the threat once again comes from those who are attempting to
use Hong Kong as a base for subverting the mainland system through force or
otherwise. This time, the national security interests of Hong Kong are identified with
those of the mainland, and there is a gradual and painful process of convergence.
Nevertheless, Hong Kong’s national security interest can be made distinctive, in spite
of the similarities. Thus sedition against the central people’s government occurring in
Hong Kong is fundamentally different from sedition occurring in Beijing or Shanghai.
Politically, Hong Kong is a free and liberal society where freedom of expression and
the freedom to criticize the government receive more protection than in the mainland.
Legally, Hong Kong has an obligation to comply with international standard in
defining sedition narrowly.

Among the three sedition offences proposed by the government, the direct
incitement offence is consistent with the common law tradition and with the
requirement of international human rights law, although the protection clauses need to
be made more expressly in the text of the definition or in separation sections. The two
lesser offences are broadly drafted and the net is cast too wide. The offences are
neither necessary nor proportionate. To punish people for publishing or possessing
books can neither enhance the protection of China’s national security nor dignify and
honor the state. The two lesser offences are awkwardly copied from colonial
legislation without careful consideration.'® They simply cannot be brought to life
after their long dormancy. It is time to break away from this draconian colonial

tradition.
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Treason, Secession, Subversion And Proscribed Organizations:
Comments On The Consultation Document

Albert HY. Chen

Introduction

Article 23 of the Basic Law (“BL 23”) of the Hong Kong Special Administrative
Region (HKSAR) requires the HKSAR to “enact laws on its own to prohibit any act
of treason, secession, sedition, subversion against the Central People’s Government.”
It also deals with issues of state secrets and the activities of foreign political
organizations in Hong Kong. Many of the issues raised by BL 23 are considered to be
politically sensitive. Ever since the Basic Law was enacted in 1990 and brought into
effect in July 1997, there have been anxieties over the implementation of BL 23.

What is interesting about BL 23 is that it does not directly prohibit treason,
sedition, subversion and related actions, nor does it define the precise meaning of
these words. Instead, it empowers the HKSAR --- in practice its legislature --- to enact
laws to define and penalize such actions. This is an important aspect of the autonomy
of the HKSAR under the concept of “one country, two systems,” which demonstrates
respect for the existing social, economic and legal systems in Hong Kong at the time
of the handover and ensures that mainland laws and practices will not be imposed on

Hong Kong.

On 24 September 2002, the HKSAR Government released its Consultation
Document (“the Document”) on Proposals to Implement Article 23 of the Basic Law.
The Document represents the fruit of years of hard work and in-depth study of the
matter on the part of the HKSAR Government. It deserves to be carefully studied with
an open mind, and discussed in detail in a rational manner. In this paper, 1 will
comment on those parts of the Document which relate to the matters of treason,
secession, subversion and proscribed organizations.

The general approach adopted by the Document

The Document takes as its point of departure the existing law of Hong Kong as
set out in, for example, the Crimes Ordinance (which covers, among other things,
treason and sedition) and the Societies Ordinance (which deals with the issue of the



activities of foreign political bodies in Hong Kong). These ordinances are part of
Hong Kong's inheritance from the colonial era. The Document then considers to what
extent the existing law needs to be modified in order to fulfill the requirements of BL

23.

It is noteworthy that in doing so, the Document has attempted to take into
account international human rights standards as enshrined in article 39 and other
provisions of the Basic Law, and to consider also whether there is any room for a
liberalization of the existing law. Most important of all, it recognizes that “the manner
in which the state’s sovereignty and security are protected in the Mainland and in the
HKSAR may legitimately differ. Indeed, this has to be the case given the different
situations, including the respective legal framework, of the Mainland and the HKSAR.
Therefore, the HKSAR has a duty to enact laws to protect national security in
accordance with the common law principles as have been practised in Hong Kong,
and such laws must comply with the Basic Law provisions protecting fundamental
rights and freedoms.” (para. 1.6 of the Document)

Treason, secession and subversion

The offences of treason and sedition are already defined in the existing Crimes
Ordinance, but there is no mention of “secession” and “subversion.” The Document
proposes to amend the law of treason so as to confine it to situations where the
offender collaborates with a foreign state. “Levying war” against one’s own state is
the fundamental element of the existing offence of treason. The Document proposes to
use this element as the basis for the new offences to be created --- secession and
subversion. Thus secession and subversion will be defined respectively as
“withdrawing a part of China from its sovereignty or resisting the Chinese
Government in its exercise of sovereignty over a part of China” and “intimidating the
Chinese Government, overthrowing the Chinese Government or disestablishing the
basic system of the state” by “levying war”, or by “force”, “threat of force” or “other
serious unlawful means” (the means are the same as those defined in the United
Nations (Anti-Terrorism Measures) Ordinance enacted in July this year).

First, to give due credit to the proposal, it may be noted that the definitions of
secession and subversion proposed for the HKSAR are much narrower than the
corresponding definitions in articles 103 and 105 of the Chinese Criminal Code,
which do not require acts of violence as an essential element in the offences of
secession and subversion. Under mainland law, an attempt by peaceful means to



secure the secession from the PRC of, say, Tibet or to challenge the principle of “the
leadership of the Communist Party” and replace it by a multi-party system would
already constitute an offence under chapter 1 of part II of the Criminal Code, which
deals with offences against state security. For example, to establish a political party
advocating the secession of any part of China (including Taiwan) or the establishment
of a Western-style liberal democracy in China would be to commit a crime under
articles 103 and 105 respectively of the Chinese Criminal Code.

Secondly, although the concept of “levying war” against the state (which is in the
existing law of treason and will, according to the proposal in the Document, be one of
the elements of the new crimes of secession and subversion) seems on the face of it to
require very serious and large-scale violence amounting to war, this may not in fact
be the case. As pointed out in a footnote to the Document itself (note 17 to chapter 2),
“it is not essential that the offenders should be in military array or be armed with
military weapons.” For example, according to old English law, if a considerable
number of persons assemble together and create a disturbance directed at the release
of the prisoners in all the jails, this might already be an act of “levying war”. However,
it is doubtful whether such pre-19th century English conception of treason should still
be applicable today. I would therefore suggest that in the implementing legislation for
BL23, there should be an express provision to the effect that for the purpose of the
offences of treason, secession and subversion, “war” shall not include a riot or
disturbance of a local nature that does not amount to an armed rebellion --- such a
riot or disturbance is already adequately covered by the existing criminal law other
than the law of treason.

Thirdly, it is not the case that the Document merely proposes to build the new
offences of secession and subversion on the base of the existing law of treason
without broadening the base. There is broadening insofar as the existing definition of
treason does not refer to the use of “force or threat of force,” nor to “serious unlawful
means.” The inclusion of these two concepts as alternative bases (in addition to
“levying war”) for secession and subversion means that the scope of the acts covered
by the new offences is broader than the existing scope under the law of treason, not to
mention the broadening of the objectives which the acts are aimed at (e.g. to include
secession). In particular, the reference to “threat of force” would seem to cast the net
very wide. Take, for example, the hypothetical case of a person sympathetic to the
cause of Taiwanese (or, for that matter, Tibetan) independence who expresses the view
in public that Taiwan may legitimately defend itself against any military attack
launched in the mainland. Can he or she be prosecuted and convicted for the proposed



offence of secession? The answer depends on the discussion in the following
paragraph. Although such a prosecution would be highly unlikely in the present
political climate, the same cannot be said if and when cross-strait relations further

deteriorate and war becomes imminent.

Fourthly, the language used in the Document to express the proposal regarding
the new offences is not the technical language used in legal drafting, and it is not
completely clear what are the elements of the new offence. It is regrettable that the
Document does not include as an appendix a white bill for the purpose of
implementing the proposals in the Document, in the absence of which it is difficult for
lawyers to decide whether some of the proposals are worthy of support. For example,
it is proposed (para. 3.6 of the Document) that “‘withdrawing a part of the PRC from
its sovereignty, or resisting the Central People’s Government in its exercise of
sovereignty over a part of China, by levying war, use of force, threat of force or by
other serious unlawful means should be outlawed by the offence of secession.” It is
not clear what is the actus reus of the proposed offence. The same problem regarding
the uncertainty of the actus reus exists with regard to the proposal (para. 5.5 of the
Document) “to make it an offence of subversion (a) to intimidate the PRC
Government, or (b) to overthrow the PRC Government or disestablish the basic
system of the state as established by the Constitution, by levying war, use of force,
threat of force, or other serious unlawful means.”

In this regard, it is important to note the following:

(a) The Document is not proposing that it is an offence (of secession) to levy war,
or engage in the use of force, threat of force or other serious unlawful means
for the purpose of or with the intent of “withdrawing a part of China from its
sovereignty or resisting the Chinese Government in its exercise of
sovereignty over a part of China” (hereinafter called Rule 1). Instead, it is
proposing to make it an offence (of secession) to “withdraw a part of China
from its sovereignty or resist the Chinese Government in its exercise of
sovereignty over a part of China by levying war, or by force, threat of force,
or other serious unlawful means” (hereinafter called Rule 2).

(b) The Document is not proposing that it is an offence (of subversion) to levy
war, or engage in the use of force, threat of force or other serious unlawful
means for the purpose of or with the intent of “intimidating the Chinese
Government, overthrowing the Chinese Government or disestablishing the



basic system of the state” (hereinafter called Rule 3). Instead, it is proposing
to make it an offence (of subversion) to “intimidate the Chinese Government,
or to overthrow the Chinese Government or to disestablish the basic system
of the state by levying war, or by force, threat of force, or by other serious
unlawful means” (hereinafter called Rule 4).

It should be stressed that there is a significant difference between Rules 1 and 2, and
between Rules 3 and 4. Rules 1 and 3, if adopted in the implementing legislation,
would lower significantly the threshold requirement for secession and subversion
respectively (i.e. make it much easier for the offences to be committed). Consider the
following example. Suppose a person in a small-scale demonstration for Taiwanese
independence sets fire to a car (“serious damage to property” is one of the “serious
unlawful means” as defined in the Document) while shouting a slogan in support of
Taiwanese independence. Would this amount to the offence of secession which,
according to the present proposal, attracts a maximum punishment of life
imprisonment? What if the person does not damage property but merely shouts a
slogan suggesting that Taiwan should strengthen its military so as to defend itself
against the mainland (this might amount to “threat of force”)? In both cases, the
offence of secession might have been committed under Rule 1, but probably not under
Rule 2.

It is therefore heartening to note that the Document proposes to introduce Rules
2 and 4 rather than Rules 1 and 3. The actus reus required under Rules 2 and 4 is more
onerous (for the prosecution to establish) than the actus reus required under Rules 1
and 3. Under Rules 1 and 3, the actus reus required may be no more than a mere threat
of force or any act which technically satisfies the broad definition of “serious
unlawful means”. In the drafting stage of the bill, it will be important not to slip back
from Rule 2 to Rule 1, or from Rule 4 to Rule 3. But there are some technical
problems to be resolved if Rules 2 and 4 are to be turned into legislative language. In
relation to Rule 2, what actus reus (in addition to, say, the mere threat of force or an
act which merely satisfies the definition of a serious unlawful act) is required to
constitute “withdrawing a part of the PRC from its sovereignty” or “resisting the CPG
in its exercise of sovereignty over a part of the PRC”? If the act committed by the
accused really has the effect of “withdrawing a part of the PRC from its sovereignty”
or “resisting the CPG in its exercise of sovereignty over a part of the PRC”, would
this not mean that secession has actually been achieved already?

Similarly, in relation to Rule 4, what actus reus (in addition to, say, the mere



threat of force or an act which merely satisfies the definition of a serious unlawful act)
is required to constitute “overthrowing the PRCG” or “disestablishing the basic
system of the state”? If the act committed by the accused really has the effect of
“overthrowing the PRCG” or “disestablishing the basic system of the state”, would
this not mean that subversion has actually been achieved already?

1 would therefore propose that in the drafting stage of the bill, Rule 2 should be
reformulated as follows. The offence of secession is committed if the accused attempts
to (a) withdraw a part of China from its sovereignty or (b) resist the Chinese
Government in its exercise of sovereignty over a part of China by levying war, or by
force, threat of force, or other serious unlawful means” (hereinafier called Rule 2A).
This would ensure that the actus reus required for the offence will not be a mere threat
of force or any act which technically satisfies the definition of serious unlawful means.
This is because the use of the word “attempt” in Rule 2A brings into play the common
law “doctrine of proximity” in the criminal law of attempt. The doctrine of proximity
distinguishes between an act which remotely leads towards the commission of a crime
and an act which is more immediately connected with the commission of the crime,
even where both acts are committed with an intention to commit the crime ultimately.
Defining “secession” as an “attempt to (a) withdraw a part of China from its
sovereignty or (b) resist the Chinese Government in its exercise of sovereignty over a
part of China by levying war, or by force, threat of force, or other serious unlawful
means” would enable the court to determine the actus reus of the offence by
considering whether the acts committed by the accused (involving levying war, force,
threat of force and other serious unlawful means) are sufficiently proximate to the
realisation of the objective of (a) withdrawing a part of China from its sovereignty or
(b) resisting the Chinese Government in its exercise of sovereignty over a part of
China.

Similarly, I would propose that in the drafting stage of the bill, Rule 4 should be
reformulated as follows. The offence of subversion is committed if the accused
intimidates or attempts to intimidate the Chinese Government, or attempts to
overthrow the Chinese Government or 1o disestablish the basic system of the state by
levying war, or by force, threat of force, or by other serious unlawful means
(hereinafter called Rule 4A). For the same reasons as explained above, this would
enable the court to determine the actus reus of the offence by considering whether the
acts committed by the accused (involving levying war, force, threat of force and other
serious unlawful means) are sufficiently proximate to the realisation of the objective
of intimidating the Chinese Government, overthrowing the Chinese Government or



disestablishing the basic system of the state.

Fifthly, the Document in its paragraph on “serious unlawful means”™ used in the
context of secession (para. 3.7) promises that “adequate and effective safeguards
should also be in place to protect the freedoms of demonstration and assembly, etc. as
guaranteed by the Basic Law, including peaceful assembly or advocacy.” The chapter
on subversion again refers to such “adequate and effective safeguards of guaranteed
rights, described in paragraph 3.7” (see note 47 in chapter 4). However, nowhere in
the Document can we discover what are the “safeguards™ to be put “in place™ in this
regard. | would propose that one of such safeguards should be an express provision
that in a peaceful demonstration the mere display or shouting of slogans the content
of which involves the threat of force will not amount to the offence of secession or
subversion. This safeguard should be equally applicable to the offence of sedition.

Finally, the proposed maximum penalties for secession, subversion and the
related inchoate and accomplice offences (in Annex 2 of the Document) are the same,
namely, life imprisonment. This in fact means that in some cases the same act against
national security would be punishable in a more severe manner in the HKSAR than in
the mainland itself. For example, both articles 103 and 105 of the Chinese Criminal
Code divide into three categories the punishment for secession and subversion
respectively and apply them differentially in accordance with the offender’s degree of
involvement: (a) imprisonment for 10 or more years (up to life imprisonment); (b)
imprisonment for 3 to 10 years; (c) imprisonment for less than 3 years. I would
therefore propose that the proposed provisions for punishment be re-considered.

Societies and national security

When the Societies Ordinance was amended by the Provisional Legislative
Council in 1997, BL 23 considerations were already taken into account. For example,
the 1997 amendment empowers the Government to prohibit the existence of a society
on the ground of “national security,” in addition to the existing grounds of “public
safety” and “public order.” The amendment also provides that political bodies in
Hong Kong may not have any connection with foreign or Taiwan political
organizations, otherwise the existence of such Hong Kong political bodies may be

prohibited.

The Document now proposes further changes to the Societies Ordinance. The
proposal is designed to amplify the power which the HKSAR Government has of



refusing to register (section 5A), cancelling the registration of (section 5D) or
prohibiting the operation of (section 8) a local society on the ground of national
security. The proposed amendment provides that where a local “organization”
(defined in para. 7.15 as “an organized effort by two or more people to achieving a
common objective, irrespective of whether there is a formal organizational structure™)
(a) has the objective of engaging in treason, secession, subversion or espionage. or (b)
has committed or is attempting to commit any such offence, or (c) is “affiliated with™
an organization in mainland China which has been proscribed for reasons of national
security, the HKSAR Government may proscribe the local organization. The policy
behind the proposed amendment is to make it clear that it would be unlawful to “make
use of Hong Kong's free and open environment as a base against national security and
territorial integrity.” (para. 3.8 of the Document)

This is one of the most controversial and politically sensitive proposals in the
Document, and is probably the one which gives the greatest prominence to the “one
country” principle. The Document states (in para. 7.16) that “to a large extent, on the
question of whether such a mainland organization endangers national security, we
should defer to the decision of the Central Authorities.” According to the proposal, a
“proscribed organization” will attract more severe sanctions than “unlawful societies™
under section 18 of the existing Societies Ordinance. For example, it will be an
offence to “support” its activities (para. 7.14 of the Document). Furthermore,
organizations which have “connections” (as defined in para. 7.17) with it may be
declared “unlawful societies.”

The Document does not explain what is meant by “affiliation™, a crucial concept
in determining whether a local organization may be proscribed on the ground of its
relationship with a mainland organization. It is also not clear whether for the purposes
of (a) the offence of “supporting” proscribed organizations, and (b) rendering
unlawful local societies that have “connections” with proscribed organizations,
“proscribed organizations” refers only to those proscribed in Hong Kong by the
Secretary of Security and not to mainland organizations. The better view is that only
Hong Kong proscribed organizations are relevant here, and this apparently is also the
view of the Solicitor-General (see Robert Allcock, “Why we need to update our
security law,” South China Morning Post, 2 October 2002, p.14). It is hoped that this
approach will be confirmed in the implementing bill.

Whether the implementing bill will prove to be acceptable will depend
significantly on whether and how the term “affiliation” is defined in the bill. The



Societies Ordinance as it stands provides a definition of “connection” (as including
four categories of circumstances, one of which is “affiliation™), but the term
“affiliation” is not itself defined. In order for the bill to be acceptable, “affiliation”
must be defined to mean a degree of “connection” much higher than the “connection”
under existing law. I would propose that the term “affiliation” be defined both from a
negative point of view and from a positive point of view as follows.

From the negative point of view, it should be provided that “affiliation” is not to
be established (a) merely because a local organization bears the same name or a
similar name as a proscribed organization in the mainland, (b) merely because one of
the organizations contributes financially to the other, (c) merely because a local
organization is affiliated to or have a connection with an overseas organization which
is affiliated to or have a connection with a mainland proscribed organization, or (d)
merely because one organization has a connection with the other.

From the positive point of view, it should be provided that two organizations
(one in the mainland and the other in Hong Kong) will be regarded as being affiliated
with each other only if there is an extremely high degree of connection between them,
having regard, inter alia, to the following: (a) whether membership of one
organization automatically entails membership of the other; (b) whether there is
regular and frequent communication between the two organizations; (c) whether
many aspects of their operation are under the control and direction of the same
person or persons; (d) whether one organization makes a substantial financial
contribution to the operation of the other. The court, rather than a special tribunal,
should be empowered to hear an appeal against the Government s determination that
a local organization is affiliated with a mainland proscribed organization, in addition
to the court’s power to hear an appeal on points of law as proposed in the Document.

Conclusion

In the light of the above, it may be seen that some of the proposals in the
Consultation Document are problematic and cannot be supported in their present form.
Some are in desperate need of being clarified by high-quality drafting in the bill for
the proposed legislation. Having said that, I also think that the general orientation of
the Document deserves to be supported. The successful implementation of the concept
of “one country, two systems” depends on due regard being given to both the “two
systems” element and the “one country” element. The proposals in the Document
have given effect to the “two systems” principle by not importing the relevant



mainland laws and standards to Hong Kong, and by creatively designing a legislative
model unique to the HKSAR. At the same time, the proposals affirm the importance
of the ““one country” principle by providing for various crimes against the sovereignty,
territorial integrity, unity, and security of the Chinese state, and by empowering the
HKSAR Government to prohibit the activities in the HKSAR of organizations
proscribed in the mainland for reasons of national security. Thus the Consultation
Document is a concrete demonstration of the principle of “‘one country, two systems™
at work How the proposals, if implemented by law, will affect civil liberties in Hong
Kong remains to be seen However, there exist considerable institutional safeguards
that can ensure the continued vitality of civil liberties in the HKSAR: the elected
Legislative Council that will ultimately decide the content of the law to be enacted on
the basis of the proposals; the vigilant local and international public opinion which
will continue to monitor actively the Rule of Law and human rights in Hong Kong;
and, last but not least, the strong and independent courts of the HKSAR which will ---
though I believe such cases will be rare --- be called upon, in the final resort, to
interpret and apply the relevant laws in cases litigated before them.

(This is a substantially revised version of the author’s article, “Will our Civil Liberties
Survive the Implementation of Article 23?” published in Hong Kong Lawyer,
November 2002, pp 80-88).
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Media Have No Reason to Fear

by Bob Allcock, Solicitor General
Hong Kong SAR Government

Under Article 23 of the Basic Law, the Hong Kong SAR must enact laws on its own
to prohibit certain harmful activities, including the theft of state secrets. The Consultation
Paper on proposals to implement Article 23 suggests how this should be done.

Some concern has been expressed as to the impact the proposed law would have on
press freedom. [ would like to explain why I think that concern is unnecessary.

First, press freedom will continue to be fully guaranteed in accordance with the Basic
Law and the International Covenant on Civil and Political Rights. Secondly, it is proposed
that the current Hong Kong Official Secrets Ordinance should continue to govern the law in
this area, and that very few changes should be made to it.

That Ordinance is based on UK legislation that was substantially liberalised in 1989.
Before then, the law in both England and Hong Kong was indeed draconian. It penalised
the disclosure of any information obtained by an official in the course of his or her duties,
however trivial the information and irrespective of the harm likely to arise from its disclosure.
It also generally made it an offence for anyone simply to receive information they knew or
had reasonable cause to believe had been disclosed unlawfully.

That old law was replaced by much more liberal legislation in both the UK and Hong
Kong. Instead of protecting all official information, our current Official Secrets Ordinance
provides that only four categories of information are protected from unauthorized disclosure.
It is no longer an offence merely to receive unauthorized communications. And simply
refusing to disclose the source of information does not, and will not, constitute an offence
under that Ordinance.

The four categories of information, and the kind of harm that could be caused by their
unauthorized disclosure, are as follows —

e security and intelligence information — leaks concerning intelligence gathered on
terrorist attacks could tip-off those responsible

e defence — disclosure of defence plans to deal with a possible outbreak of war
could assist the enemy

e international relations — a disclosure concerning relations between China and
another state could disrupt that relationship and result in measures being taken
against Chinese interests or nationals

e the commission of offences and criminal investigations — a leakage of information
concerning a suspect could help a criminal avoid arrest.

It is therefore in the public interest that the law should restrict unauthorized disclosure of
such protected information, even though not all of it relates to state secrets. However, the



prohibition should not be all-embracing. Some information within the four cat'egories could
be disclosed without any harmful consequences. The publication of information leaked by
the police about an arrest they have made might, for example, have no adverse consequences

on police work.

As a result, members of the public or the media who disclose information commit an
offence only if their disclosure was without lawful authority, and

o the information came into their possession through an unlawful disclosure or
entrustment,

e they knew, or had reasonable grounds to believe, that the information was protected,
and had come into their possession in that way, and

o the disclosure was damaging and they knew, or had reasonable cause to believe, that it
would be damaging.

The meaning of “damaging” is set out clearly in the legislation in respect of each
category. For example, the unauthorized disclosure of information relating to criminal
investigations is an offence if it results in the commission of an offence, helps a prisoner to
escape, or impedes the prevention or detection of offences, or is likely to have such an effect.

Who decides whether information falls within one of the categories, and whether the
disclosure is damaging? When the old English legislation was being reviewed, it was
proposed that a government Minister could issue a conclusive certificate to the effect that the
disclosure would cause serious injury to the interests of the nation. That proposal was
criticised and dropped. Under both English and Hong Kong law it is now the courts that
decide whether the elements of the offence have been proved.

This approach of prohibiting the damaging disclosure of limited categories of official
secrets will not change under the government’s proposals. The vast majority of official
documents here and in the Mainland, including those relating to economic matters, will not
fall within the offences relating to unlawful disclosure. The leakage and eventual
publication of information concerning the gold reserves of the Bank of China would not, for
example, be an offence in Hong Kong.

No new police powers are proposed in respect of official secrets. Current powers of
search and seizure are subject to special safeguards if “journalistic materials™ are involved.
The Organized and Serious Crimes Ordinance, under which a court may require a person to
provide information for the purposes of a criminal investigation, will not be extended to the
investigation of official secrets offences. And if a person is suspected of committing any
offence, he will continue to have the right to remain silent. His silence cannot be treated as
evidence of guilt.

The only significant amendment of the current law that is proposed in this area is to
create an offence of making an unauthorized and damaging disclosure of protected
information obtained by unauthorized access. Such a disclosure could be just as damaging
to the public interest as a disclosure resulting from a leak by a civil servant. For example,
the disclosure of information concerning a police investigation, obtained by hacking into a
police computer, could tip-off the suspect in the same way as a disclosure based on a police



leak.

' The safeguards that exist in respect of the current offence of unauthorized disclosure
will apply to the new offence. Members of the media and the public would not therefore
commit an offence if they did not know, and had no reasonable ground to believe

o that the information was within one of the protected categories, or
e that the information had been obtained by unauthorized access, or
e that the disclosure would be damaging.

Another change that is proposed is to adapt the text of the current legislation to reflect
the change in sovereignty. Instead of protecting information concerning relations between
the United Kingdom and Hong Kong, it will protect information concerning relations
between the Central Authorities and the HKSAR.  That protection has in fact been in place
since Reunification as a result of interpretation provisions in the Reunification Ordinance.
In addition, information concerning the relations between Hong Kong and China was
protected before Reunification, since this involved international relations.

Some concern has been expressed about this proposed adaptation. However, it
should be appreciated that —

o there will be no change in the substance of the law, which does not appear to have
caused problems for press freedom

e a disclosure of such information would only be an offence if it is “damaging” in the
way specified in the legislation.

For example, the premature publication by the media of an official report concerning
relations between Hong Kong and Beijing that causes embarrassment but no damage would
not be an offence. The restriction is there to protect the public interest from being harmed,
not to simply to prohibit disclosures that are undesirable, a betrayal of trust, or an
embarrassment to the government.

Some commentators have argued for a general defence that disclosure is in the public
interest. That defence might apply, for example, where a whistle-blower makes an
unauthorized disclosure in order to reveal an abuse of power.

The British Government considered such a defence in 1988, but rejected it for two
reasons. First, a central objective of its reforms was to achieve maximum clarity in the law
and in its application. A general public interest defence would make it impossible to
achieve such clarity. Secondly, the intention was to apply criminal sanctions only where
this was clearly required in the public interest. No person should be allowed to disclose
information which he knows may, for example, lead to loss of life simply because he has a
general reason of a public character for doing so.

More recently, it was argued in an English case that, under the Human Rights Act, an
unauthorized disclosure could be justified if it was in the public interest. The House of
Lords rejected this argument. The court held that there were sufficient safeguards in the



legislation, and through the availability of judicial review, to ensure that the power to
withhold authorization was not abused and that proper disclosures were not stifled. It also
decided that the restriction on freedom of expression created by relevant offences was not
greater than was required to achieve the legitimate object of protecting national security.

The reasoning of the House of Lords applies equally to Hong Kong’s law on official
secrets.

Some commentators have suggested that a person who has made an unauthorized
disclosure should have a defence if the leaked information had previously been made
available to the public. However, a disclosure in such circumstances could still be harmful.
For example, an initial newspaper story concerning protected information might carry little
weight and cause no damage. However, an unauthorized confirmation of that story by a
senior official could be very damaging.

Although our law does not provide a defence of prior publication, the effect of such
publication may be that a subsequent disclosure is not damaging and does not therefore
amount to an offence.

I hope this clarification of the existing law relating to official secrets, and of the
limited changes that are proposed, will be reassuring. There will be no roll-back of press
freedom. Even though the law will protect state secrets, Mainland concepts of secrecy will
not be introduced into our law. This is a striking example of the manner in which “one
country, two systems” is being successfully implemented.



Freedom of Expression is NOT Under Threat

by Bob Allcock, Solicitor General
Hong Kong SAR Government

Freedom of expression in general, and freedom of the press in particular, are
hallmarks of Hong Kong’s open and pluralistic society. Recently, concern was expressed,
both in Hong Kong and elsewhere, that these cherished freedoms would be curtailed by the
proposed laws to implement Article 23 of the Basic Law.

The Consultation Paper makes it absolutely clear that this will not be the case. If the
proposals are enacted, freedom of expression will continue to be fully enjoyed in Hong Kong.
Let me refer to each of the proposed offences and explain why this is so.

The proposed new offence of treason will be narrower than the existing offence. It
will therefore impose no new restrictions on freedom of speech. The only situations in
which words could amount to treason under the proposals would be where the words instigate
a foreigner to invade the PRC or assist a public enemy at war with the PRC. For example, if
China is at war with a foreign country, and a Hong Kong permanent resident broadcasts
propaganda for the enemy, he may be convicted for assisting that enemy. This result is
entirely defensible and should not be a matter of concern.

The proposed offences of secession and subversion will both involve levying war, the
use or threat of force, or criminal action which falls within the definition of “serious unlawful
means”. None of these elements can be the result merely of words. Again, freedom of
speech is not touched.

The new offence of sedition does relate to spoken and written words, but only those
that incite others to commit —

e treason, secession or subversion, or

» acts of violence or of public disorder that seriously endanger the stability of the state
or the HKSAR.

Moreover, offences relating to seditious publications will be limited to those that are likely to
incite treason, secession or subversion.

A person only “incites” another to do something if he encourages or otherwise
pressures that other person to do it, and intends that the other should do it. For example, if
someone encourages another to assist a public enemy at war and intends that the other should
do so, this will be incitement to commit treason.

How will this affect comments, news-reporting and academic discussion of sensitive
issues? It is hard to imagine any impact at all.

The expression of an opinion, the reporting of news, and academic discussion may not
be intended to encourage action by anyone. If they are so intended, they will normally'
encourage lawful action. No offence will be committed under the proposed new laws in



such circumstances.

However, statements must not incite people to commit any of the three offences or
acts described above.

Incitement to commit treason is an existing offence. The proposed new offence
involving such action will not impose any new restrictions on freedom of speech.

The offences of incitement to commit secession or subversion do not currently exist
under those names. However, most of the acts that would be caught by them would now
amount to incitement to commit treason, or would be one of the existing treasonable offences.
Those acts that do not amount to such offences will involve inciting another —

e to commit criminal acts amounting to “serious unlawful means”,
e to use, or threaten to use force, or

e to commit acts of violence or of public disorder.

Inciting a person in these ways will almost invariably amount to an offence under existing
law.

What about the theft of “state secrets”, which has been another area of concern to
journalists? The answer should again be reassuring. The current law, found in Official
Secrets Ordinance, will remain basically unchanged. That Ordinance is based on UK
legislation and deals both with “spying” and unauthorized disclosures.

“Spying” involves a narrow band of activities that are done for a purpose prejudicial
to the safety or interests of the state or of Hong Kong. The offence primarily targets
information that is likely to be useful to an enemy.

The offences relating to unauthorized disclosure mainly affect public servants and
government contractors. They are prohibited from disclosing four categories of information
(“protected information™) unless they are authorized to do so. The four categories relate to —

e security and intelligence

e defence

e international relations

¢ the commission of offences and criminal investigations.

In relation to the last three of these categories, an offence is committed only if the
disclosure is damaging. The Ordinance explains what damaging means. For example, the
disclosure of information relating to criminal investigations is damaging if it results in the
commission of an offence, helps a prisoner to escape, or impedes the prevention or detection
of offences, or is likely to have such an effect. With very few exceptions, the unauthorized
disclosure of such information in other circumstances would not be damaging and would not
be an offence.



Meml?ers o‘f th‘e public or of the media who disclose protected information commit an
offence only if their disclosure was without lawful authority, and

e the information came into their possession through an unlawful disclosure or
entrustment,

o they knew, or had reasonable grounds to believe, that the information was protected,
and had come into their possession in that way, and

¢ in the case of the first three categories, the disclosure was damaging and they knew,
or had reasonable cause to believe, that it would be damaging.

These existing offences are extremely narrowly drawn.  Only limited categories of
information are protected, and it is for the court to decide whether particular information falls
within them. Neither the Central Authorities or the Hong Kong SAR can simply classify a
document as “secret™ and thereby claim protection of the Ordinance.

Some commentators have, however, called for a relaxation of the law, arguing that an
unauthorized disclosure should not be an offence if it was “in the public interest™. It has
been said that a public-spirited whistle-blower may, through an abuse of power, be denied the
authority to disclose information that should be disclosed. However, these arguments were
recently rejected in an English case decided by the House of Lords. The court held that
there were sufficient safeguards in the legislation, and through the availability of judicial
review, to ensure that the power to withhold authorisation was not abused and that proper
disclosures were not stifled.

The only significant extension of the current law that is proposed in this area is to
create an offence of making an unauthorized and damaging disclosure of protected
information obtained (directly or indirectly) by unauthorized access. The existing
safeguards in respect of unauthorized disclosures by those who are not public servants or
government contractors would apply equally to the new offence.

In addition, the existing statutory protection of information concerning relations
between the UK and Hong Kong under the definition of “international relations” will
be adapted to refer to “relations between the Central Authorities and Hong Kong”.

These changes are entirely justifiable restrictions, and should not create any problems
for the media. Moreover, each of the proposals are considered to be consistent with the
International Covenant on Civil and Political Rights.

Some commentators have suggested that the proposals should also comply with the
Johannesburg Principles — a set of non-binding recommendations concerning national
security, freedom of expression and access to information. Our proposals are in line with
most, but not all, of those Principles. In particular, we have respectfully declined to follow
Principle 6 which states that expression may be punished as a threat to security only if the
expression is intended and likely to incite imminent violence.

In our view, compliance with this Principle would leave serious and unacceptable
gaps in our law. For example ~



e inciting people to arm themselves in order to prepare for a secessionist war in the
future would not be covered;

e inciting people to hack into a national defence computer system in order to cripple it
would not be covered;

In declining to follow Principle 6, we are in line with most common law jurisdictions.
Moreover, as Sandra Coliver, a renowned human rights commentator, has pointed out
“some of the [Johannesburg] Principles undoubtedly are more protective of freedom of
expression than widely accepted international norms”.

The bottom line is that the proposals will not have any significant impact on freedom
of expression, or freedom of the press, as they are currently enjoyed. As we begin the
consultation process, the views of all members of the community, including members of the
media, are earnestly sought. If there are still areas of concern, the government will pay
attention. We share a common goal of preserving freedom of expression in Hong Kong and,
together, we can ensure that this goal is achieved.
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We welcome your views

The Government has always attached grett importance to comments from the pubhc
We have now formulated the proposals to implement Article 23 of the Basic Taw as
detailed in this document, for public consultation

We sincerely mvite your views on the proposals  Comments on the proposals are
welcomed, by 24 December 2002, as follows —

» by post Secunty Bureau
{Attn AS(1)2,1 Dhvision)
6th oor, I ast Wing
Central Government Offices
Lower Albert Road

Central
tHong Kong
e by fax 2521 2848
e bye mail b1230sb gov hk

Any person submutting views and comments should be aware that the Government
may pubhsh all or part of the views and comments recewved and disclose the identity
of the source in such manner as the Government considers appropnate, unless he/she
requests any part of the views and comments and/or histher identity be treated m
confidence

Copies of the consultation document are available at all District Offices and can
be accessed at the Secunty Bureau website at http //www 1nfo gov hk/sb or the
Government Information Centre website at hetp //wuv 1nfo gov hk/eindex htm In
an effort to reduce paper consumption we encourage you to access the consultation
document through these websites as far as possible

For enquurnies, please contact the Security Bureau at 2810 2593
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Summary

Background

Article 23 of the Basic Law stipulates that the llong Xong Special
Administrative Region (HKSAR) “shall enact laws on its own to prohibit any act of
treason, secession, sedition, subversion against the Central People’s Government
(CPG). or theft of state secrets, to prohibit foreign political organizations or
bodies from conducting political activities in the Region, and to prohibit political
organizations or bodies of the Region from establishing ties with foreign political
organizations or bodies.”

2. In line with the high degree of autonomy for the HKSAR as provided under
Article 2 of the Basic Law, and the guarantee that the socialist system and policies shall
not be practised in the HIKSAR as set out in Article 5, national laws for the protection
of essential interests of the state and national security have not been promulgated
in Hong Kong. The HKSAR has both practical and legal obligations to implement
Article 23,

3. Every nation has laws to protect its sovereignty, territorial integrity, unity and
national security. it is universaily accepted that a national owes allegiance to his state,
in return for the protection afforded by the state against foreign aggression, and for
the provision of a stable, peaceful and orderly society within which to carry out his
pursuits. The intent of Article 23 is to prohibit by law acts that would undermine the
sovereignty, territorial integrity, unity and national security of our country.

4. Some of the Article 23 offences are already dealt with under existing
legislation. Parts I and 1} of the Crimes Ordinance (Cap 200) deal with treason and
sedition respectively. Where the protection of official information is concerned, the
Officlal Secrets Ordinance (Cap. 521) deals with spying and unlawful disclosure of
officlal information. The Societies Ordinance (Cap. 151) regulates, inter alia, the
activities of and ties with foreign political organizations.

-y -
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Proposals to implement Article 23 of the Basic Law

Guiding Principles

5 The Basic Law provides for the continuity of the common law system of the
HKSAR, and it follows that the implementation of Article 23 should be effected through
making use of existing legislation as far as possible. We have also taken into account
the following guiding principles —

{a) the need to meet fully the requirements of the Basic Law, including
Article 23 which stipulates the acts to be prohibited; and other relevant
provisions in Chapter U, in particular Article 27 which guarantees
certain fundamental rights and freedoms of Hong Kong residents,
and Article 39 which stipulates, infer alia, that the provisions of
the International Covenant on Civil and Political Rights (1CCPR) and
the International Covenant on Economic, Social and Cultural Rights
(ICESCR}, as applied to Hong Kong shall remain in force, and shall be
implemented through the laws of the 1IKSAR;

(b} the need to protect adequately the State’s essential intesests, namely
sovereignty, territorial integrity, unity and national security; and

(¢} theneed to ensure that all offences encompassed by local legislation to
implement Article 23 are as cleatly and tightly defined as appropriate,
50 as to avoid uncertainty and the infringement of fundamental rights
and freedoms guaranteed by the Basic Law.

The Proposals

Treason

6. ‘Treason means the betrayal of one's country The interests to be protected
against treason are the sovereignty, territorial integrity and security of the People's
Republic of China (PRC) as a whole, and the PRC Government (PRCG) Treason
offences under the Criminal Law aof the PRC vefer to those acts endangering the
sovereignty, territorial integrity and security of the PRC committed by a PRC citizen
in collusion with a foreign state, or with an organization or individual outside the
territory of the PRC. ‘lreason offences are essentially crimes of endangering state
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security from without and the legal interest to be protected is the external status of
the country.

7. Having studied the existing offence of treason, the Criminal Law of the PRC
and the relevant provisions in other jurisdictions, we propose to update and improve
the treason provisions in Part 1 of the Crimes Ordinance by restricting the substantive
offences to —

(a) levying war by joining forces with a foreigner to —

(i) overturn the PRCG; or

{ii) compel the PRCG to change its policy or measures by force or
constraint; or

{iii) put any force or constraint upon the PRCG; or
(iv) intimidate or overawe the PRCG; or

(b) instigating a foreigner to invade the PRC; or
{c} assisting by any means a public enemy at war with the PRC.

We also propose to codify the common law inchoate and accomplice offences
of attempting, aiding and abetting. counselling and procuring the commission of
substantive offences, and conspiring to commit the substantive offences; and also the
offence of misprision of treason (i.e. failure to report a known offence of treason).

8. The current treasonable offences and offence of assaults on the sovereign are
proposed to be repealed.

Secession

9. Preserving the territorial integrity and unity of a nation lies at the heart of the
welfare of a nation. A breach of that integrity by force or other serious unlawful means
will almost invariably lead to war. There is at present no offence termed “secession” in
the HKSAR. To ensure the protection of territorial integrity and unity of our country,
we propose to create a specific offence of secession, making it an offence to —

{a) withdraw a part of the PRC from its sovereignty; or
{b) resist the CPG in its exercise of sovereignty over a part of the PRC

by levying war, or by force, threat of force, or other serious unlawful means,
The specific inchoate and accomplice offences of attempting, aiding and abetting,
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counselling and procuring the commission of the substantive secession offence, and
conspiring to commit the substantive offence, are also proposed

Sedition

10. While it is universally accepted that the freedom of expression, in particular
the right to voice dissenting opinions, is a fundamental right in modern democratic
societies, the ICCPR specifically provides that the freedom of expression is not
absolute and carries special duties and responsibilities. It is also widely recognized
that the fundamental national security interests and stability of the state may
sometimes be seriously endangered by verbal or wiitten communications, including
those conveyed electronically. Examples would include a speech inciting others
to commit an offence endangering national security. For this reason, the freedom
of expression may under the ICCPR be restricted on certain specified grounds,
such as national security. Many jurisdictions, including the most liberal and
democratic societies, retain sedition as a serious criminal offence. There is therefore
a continued need for sedition offences to protect the state and key institutions from
stability-threatening communications.

1. We propose to narrow the existing offence of sedition so that it is an
offence —

(a) to incite others to commit the substantive offences of treason,
secession or subversion; or

{b) to incite others to violence or public disorder that seriously endangers
the stability of the state or the HKSAR

12 While the sedition offence should cover one aspect of conununications
threatening the security and stability of the state, there is also a need to deal
with seditious publications. However, offences targetting publications are a direct
restriction on the freedom of expression, and should therefore he narrowly defined in
order 1o comply with the necessity and proportionality criteria as required under the
ICCPR. if the act of dealing with seditious publications is part of an act of incitement, it
may be covered by the offence proposed in paragraph 11 above However, if someone
deals with seditious publications for some other reasons such as profit, while at the
same time being fully aware that the publications would incite offences that endanger
national security, such dealings should also be suitably regarded as criminal acts
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13. We propose to narrow the existing definition of "seditious publication” A
publication should be regarded as seditious only if it would incite persons to comumit
the substantive treason, secession and subversion offences, and that it would be an
offence, with knowledge ot reasonable suspicion that a publication is seditious,

{a) to deal with that publication without reasonable excuse; or

{b) to possess that publication without reasonable excuse.

14. The mere expression of views, or mere reports or commentarics on views or
acts, will not be criminalized, unless such expressions, reports or commentaries incite
others to achieve a specified purpose through levying war, force, threat of force, or
serious unlawful means. This is in compliance with Article 39 of the Basic Law, which
enshrines protection of the freedom of expression

Subversion

15. in the context of the protection of state institutions, subversion is
commonly understood to involve overthrowing or undermining the constitution, the
constitutionally established government, or system of government by internal or
domestic elements. There is no specific offence of “subversion” in the laws of the
HKSAR, although the viclent overthrow of the government is covered by the existing
treason offence of “levying war to depose the sovereign”.

16. The targets of protection against subversion should be the basic system of the
state and the PRCG. We propose to define the offence of subversion as —

{a) tointimidate the PRCG; or

(b} to overthrow the PRCG, or to disestablish the basic system of the state
as established by the PRC constitution,

by levying war, or by force, threat of force, or by other serious unlawful means.
The related inchoate and accomplice offences of attempting, aiding and abetting,
counselling and procuring the commission of substantive offences, and conspiring
to commit the substantive offences, are also proposed to be codified.
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Theft of State Secrets

17. While open governiment and a high degree of transparency of government
actions encourages participation in public affairs and enhances accountability, some
information has of necessity to be kept confidential to protect the security of the
country and the people, and to ensure the smooth running of government. There
should therefore be legal sanctions against unauthorized access or disclosure of
such information. At the same time, in order to safeguard freedom of expression
and information, protection should only be afforded to truly deserving categories of
information, and the means of protection should be clearly defined. We propose 1o
retain the stipulations of the existing Official Secrets Ordinance, specifying that the
targets of protection against the theft of state secrets should be —

(@) where spying is concerned, information which is likely to be useful
fo an enemy, and whose obtaining or disclosure is for a purpose
prejudicial 1o the safety or interests of the PRC or the 1IKSAR;

(1) where unlawful disclosure is involved, information belonging to the
following categories —

(i) security and intelligence information;
(i} defence information;
(iii} information relating to international relations;
(iv) information relating to relations between the Central
Authorities of the PRC and the HKSAR; and

(v) information relating to commission of offences and criminal
investigations

18, “Spying", which generally refers to the procurement of information useful to
a foreign power and prejudicial to state security, is regarded wotldwide as a serious
national security offence meriting heavy punishinent In contrasy, in otder to preserve
the balance between protecting state security and promoting open government, it
is considered that unauthorized disclosure of official information should only be
criminalised where the information is of a sensitive nature

9. The Official Secrets Ordinance alteady provides a good foundation for
protecting state secrets.  Nonetheless, we propose to innoduce a new offence
of unauthorized and damaging disclosure of protected information obtained by
unauthorized access.
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Foreign Political Organizations

20. The existing provisions in the Societies Ordinance are sufficient to prohibit
foreign political organizations from unduly influencing the local political process, and
should be retained. On the other hand, political activities that pose genuine threats to
national security are likely to be organized. Prohibition of such threatening political
activities can be achieved to a large extent under the existing Societies Ordinance,
which enables the Secretary for Security to declare an organization within the HKSAR
unlawful where this is necessary on national security grounds.

21, To thwart organization of such activities that would genuinely endanger
the state, it is proposed that an organization that endangers state security could be
proscribed, but only where necessary under the standards of the ICCPR to protect
national security, public safety and public order, and where one of the following
circumstances exists —

(a) the objective, or one of the objectives, of the organization is to engage
in any act of treason, secession, sedition, subversion, or spying; or

(b} the organization has committed or attempts to commit any act of
treason, secession, sedition, subversion, or spying; or

(¢} the organization is affiliated with a Mainland organization which
has been proscribed in the Mainland by the Central Authorities in
accordance with national law on the ground that it endangers national
security.

22, We propose to make it an offence to organise or support the activities
of proscribed organizations, or to manage or to act as an office-bearer for
these organizations. An organization which has a connection with a proscribed
organization might also be declared as unlawful where necessary under the standards
of the ICCPR.

23. The decision to proscribe and to declare an organization unlawful would be
subject to an appeal procedure, To ensure fairness, this procedure should involve two
levels. First, points of fact may be appealed to an independent tribunal. Secondly,
points of law may be appealed to the court.
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Others

24, It is necessary to ensure that sufficient account is taken of the possible
implications of technological developments and the vastly increased ease of
communications on extra territorial acts  Very bioadly, we propose to claim
jurisdiction over an offence only where a sufficient nexus with the HKSAR is present,
i.e. either the act is committed by a HKSAR permanent resident overseas, or the act
has a specified "link” with the HKSAR At present, under the Criminal Jurisdiction
Ordinance (Cap. 461), HHKSAR courts already have jurisdiction over various offences
of fraud and dishonesty even if they do not take place in Hong Kong, provided there
is a specified link with the I1KSAR. Also, at common faw, an attempt, conspiracy or
incitement to commit an offence in Hong Kong is an offence here We propose to
adopt these common law and statutory principles in defining what constitutes a “link”,

25. Effective investigation powers are required to deal with threats to the security
or interests of the State or the HKSAR. We propose to provide enhanced powers for
dealing with the more serious of the Article 23 offences.



Chapter 1

Introduction

This paper sets out the Administration’s proposals as to how Article 23 of the
Basic Law' should be implemented.

I. Background

(a) Baslic Law

1.2 The Basic Law is enacted in accordance with the Constitution of the People’s
Republic of China (PRC) te prescribe the systems to be practised in the Hong Kong
Special Administrative Region (HKSAR), in order 10 ensure the implementation of the
basic policies of the PRC regarding Hong Kong It is premised on the “one country,
two systems” principle, and pravides for a high degree of autonomy for the HKSAR.
There is provision for the HKSAR to have its own executive authorities and legislature
{Article 3 of the Basic Law). Article 8 of the Basic Law provides for the preservation
of the laws previously in force before the Re-unification. Chapter 111 of the Basic
Law guarantees the fundamental rights and duties of 11KSAR residents. These rights
include, for example, equality before the law, freedom of the person, freedom and
privacy of communication, freedom of movement and freedom of religious belief
The two Basic Law articles of more immediate relevance for our current purpose are
Article 27 and Article 39. Article 27 provides that —

“Hong Kong residents shall have freedom of speech, of the press and
of publication; freedom of association, of assembly, of procession
and of demonstration; and the right and freedom to form and join
trade unions, and to strike.”

Frhe full name of the Basic Law is “The Basic Law of the Hong Kong Special Adminsstrative Region of
the People’s Republic of China”. It was promulgated by decree of the President of the People’s Republic
of China on 4 April 1990.

-1-
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Article 39 stipulates that —

“The provisions of the Infernational Covenant on Civil and Political
Rights, the International Covenant on Economic, Social and
Cultural Rights, and international labour conventions as applied to
Hong Kong shall remain in force and shall be implemented through
the laws of the Hong Kong Special Administrative Region

The rights and freedoms enjoyed by Hong Kong residents shall not
be restricted unless as prescribed by taw. Such restrictions shall

not contravene the provisions of the preceding paragraph of this
Article.”

13 Article 192 of the International Covenant on Civil and Political Rights 1CCPR)
guarantees both the right to hold opinions without interference and the right 1o
freedom of expression. The right to hold opinions is an absolute one for which
the ICCPR permits no exception or restriction The right to fieedom of expression
is, however, subject to some permissible limitations, including those necessary for
the protection of national security or of public order (ordre publich Morcover, such
restrictions should be provided by law. Similar restrictions are also pennissible under
the Covenant in its protection of the freedoms of peaceful assembly and association

{b) The concept of protection of the state

1.4 The protection of the state, the prevention of crimes posing serious threats
to sovereignty and national security, is a concept of high importance both past

?The article reads —
1 Everyone shall have the right 10 hold opinions without interference

2 Everyone shall have the nght to freedom of expression, this right shall indlude
freedom to seek, teceive and tinpart information and ideas of all kinds, regardiess
of frontiers, either orally, in wnting or in print, in the form of art, or through sny
other media of his choice

3 The exercise of the right provided for in paragraph 2 of this Anticle carties with it
specal duties and tesponsibilities 1t may thetefore be subjed to certmn restri ions,
but thesce shall only be such as are provided by law and are ner essary

ta)  for respect of the nghts o reputations of others,

(b} for the protection of national security o1 of pubilic arder (ordse pubhic), or of
public health or morals
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and present. The constitutionally established government has the responsibility to
exercise its powers in accordance with the law to protect 1ts nationals from violent
attack or coercion, whether by foreign invaders or domestic insurgents, to provide
welfare for its nationals, and the peace and stability within which to pursue their
individual pursuits. To achieve such aims, it is an essential and foremost task of
every nation to afford their states special protection against crimes which threaten
their well-being and hence indirectly the well-being of individuals who make up the
states, ensuring the sovereignty, territorial integrity and safety of the nation. All
countries around the world, including both common law and civil law jurisdictions,
have express provisions on their statute books to prevent and punish crimes which
endanger the sovereignty, territorial integrity and security of the state. Therefore,
while nationals of a state enjoy the privilege of protection provided by it on the one
hand, the individual citizens have a reciprocal obligation to protect the state by not
committing criminal acts which threaten the existence of the state, and to support
legislation which prohibits such acts on the other hand?.

1.5 In the HKSAR, the Central Authorities provide us with effective protection
against possible foreign aggression, and a stable framework within which the
fundamental rights and freedoms of HKSAR residents can be realized. The HKSAR
therefore has a duty to ensure that the sovereignty and security of the state is
protected. Article 18 of the Basic Law provides that the national laws of the PRC
(with limited exceptions) do not apply in the HHKSAR As a result, the relevant national
laws to protect national security have not been applied to the HKSAR. In this context,
Article 23 of the Basic Law provides that:

“The Hong Kong Special Administrative Region shall enact laws
on its own to prohibit any act of treason, secession, sedition,
subversion against the Central People’s Government, or theft of state
secrets, to prohibit foreign political organizations or bodies from
conducting political activities in the Region, and to prohibit political
organizations or bodies of the Region from establishing ties with
foreign political organizations or bodies”

3The Ganadian Law Reform Commission Working Paper 49 provides a good summary of this concept
of a "reciprocal relationship” between the state and the individual, pointing out that “the reciprocal
relationship between the individual and the State involves, on the part of the State, protection of the
individual from violent § ion and oppression, and, on the part of the individual, a concomil
obligation to uphold the State and not betray it Thus if the State affords such protection to the
individual, betrayal of the State by the individual would be wrongful and deserving of criminal
sanction.” (Canadian Law Reform Commission (LRC) Working Paper 49 (1986} pp 43-44 )
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16 Ihe above provisions illustrate that the manner in which the states
sovereignty and security are protected in the Mainfand and in the HKSAR may
legitimately differ. Indecd, this has to be the case given the different situations,
including the respective legal framework, of the Mainfand and the HKSAR 1 herefore,
the HKSAR has a duty to enact faws to protect national security in accordance with
the common law principles as have been practised in Hong Kong, and such laws must
comply with the Basic Law provisions protecting fundamental rights and freedoms

li. Proposals to Implement Article 23 of the Basic Law

(a) Guiding principles

1.7 The HKSAR has to discharge its responsibility to protect the state by
implementing Article 23 of the Basic Law, to ensure that national security is not
threatened by serious criminal offences  In considering how best to implement
Article 23, we have taken into consideration the following guiding principles —

{a) the need to fully implement the provisions of the Basic Law, including
Article 23 which stipulates the acts to be prohibited; and other relevant
provisions in Chapter I, particularly Article 27 and Article 39;

(b) the need to protect adequately the state’s essential interests, namely,
sovereignty, territorial integrity. unity, and national security, and

{c} the need to ensure that all offences encompassed by local legisiation to
implement Article 23 are as clearly and tightly defined as appropriate,
5o as to avoid uncertainty and the irfringement of fundamental rights
and freedoms guaranteed by the Basic Law

(b) Existing legisiation

18 Some of the offences referred to in Article 23 are alieady dealt with under
existing legislation. Parts 1 and I of the existing Crimes Ordmance (Cap 200) deal
with treason and sedition.

1.9 Where the protection of official information is concerned, the Official Seerets
Ordinance (Cap. 521) deals with espionage and the unlawful disclosure of officlal
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information. The Societies Ordinance (Cap 151) regulates, inter alia, the activities
of and ties with foreign political organizations

(c) Obljectives of local legisiation to implement Article 23

110 In recognition of the explicit stipulation in the Basic Law that the HKSAR
should enact laws on its own to fulfill its obligation to protect the state from serious
criminal offences, we consider that legislation implementing Article 23 should be
focused on the objectives of protecting the sovereignty, territorial integrity, unity
and security of our country*. Since the offences of “treason”, “sedition”, “spying”
and “unlawful disclosure” of official information are already provided for in existing
legislation, we intend to achieve the above objectives by making use of existing
legislation where appropriate. Certain existing legislative provisions will need to be
modernized. Regarding acts of secession and subversion, new offences of "secession”
and "subversion™ will need to be created Express legislative provisions will also
need to be introduced to prohibit the organization of activities endangering national
security, the conduct of political activities by foreign political organizations or bodies
in the HHKSAR; and the establishment of ties between political organizations or bodies
of the HKSAR and foreign political organizations or bodies.

(d) Compliance with international human rights covenants

111 On the other hand, the fundamental freedoms of expression, assembly and
association, particularly the right to raise dissenting views regarding the governance
of the state, are the cornerstones of a democratic society. In the course of drawing up
the legislative proposals, we have paid careful attention to the provisions governing
the protection of fundamental rights and freedoms in the international human rights
covenants, namely, the ICCPR and the International Covenant on Economic, Social
and Cultural Rights (ICESCR), which are entrenched in the HKSAR by virtue of

$See Articles 51 1o 55, Chapter 2 of the Consttution of the People’s Republic of China, which broadly
set out the obligations of citizens of the state in relation to protection of the state 1t specifies that
Chi citizens should uphold the security and mterests of the country They have a duty to defend
the Motherland and resist aggression. They should not infringe the interests of the state or rights and
freedoms of athers. They should safeguard the unification of the country and unity of different ethnic
groups of the country. They should saleguard state secrets
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Article 39 of the Basic Law®. We have also studied thoroughly other human rights
conventions and declarations and related literature, although they are not legally
binding on the HKSAR. These include the Universal Declaration of Human Rights,
the European Convention for the Protection of Human Rights and Fundamental
Freedoms, the Siracusa Principles on the Limitation and Derogation Provisions in the
International Covenant on Civil and Political Rights, and the Johannesburg Principles
on National Security, Freedom of Expression and Access to Information®, as well as
the relevant jurisprudence. We are satisfied that the legislative proposals put forward
are consistent with the principles governing limitation and derogation from the basic
rights enshrined in the ICCPR, in that the measures proposed which would impose
restrictions on such rights and freedoms are both necessary and proportionate? to the
legitimate aims of protecting the sovereignty, territorial integrity, unity and security of
owr country.

{e) Other considerations

112 In the course of drawing up its legislative proposals, the Hong Kong Special
Administrative Region Government {(HKSARG) have studied extensively national
security legislation in other jurisdictions, law reform proposals put forward in various
countries and common law principles. The HKSARG have also examined carcfully the
views put forward on this subject, both before and after the Re-unification, including
those submitted by the Hong Kong Bar Association, the Law Society of Hong Kong,
Justice (Hong Kong Section of the International Commission of Jurists), the Hong Kong
Human Rights Monitor, the Hong Kong Journalists Association, and various political
parties and legislators.

SSee, for example, Article 19 of the ICCPR which guatantees the sight to freedom of speech, and
Article 22 which guarantees the freedom of assaciation

SWe note that the Siracusa Principles and the Johannesburg Pring iples are not yet widely accepted
international norms See, for example, Human Rights Quareerly 20 1 {1998} a1 15

"See, for example, Handyside v United Kingdom (1976} 1 § 1HRR 737 on the principles established by
European jurisprudence
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Treason

I. Current Laws : Summary

At present, Part | of the Crimes Ordinance deals with treason®. Under
section 2, there are a number of acts of treason, each punishable with imprisonment
for life. Taking into account the Interpretation and General Clauses Ordinance (Cap 1)
as amended by the Hong Kong Reunification Ordinance, the main heads of treason
under this section are —

{a) killing, wounding or causing bodily harm to the sovereign® or
imprisoning or restraining him/her;

(b} forming an intention to do any act in (a) above and manifesting such
intention by an overt act;

(c) with various intents such as to compel the Central People’s
Government (CPG) or other competent authorities of the PRC' to
change its measures, levying war against the PRC'';

(d) instigating any foreigner to invade with force the PRC' or any of its
territory; and

*The Chinese term for treason is “5 B~ in Article 23, and “$5,%" in1the g Crimes Ord e

°The original term was “Her Majesty™ as a person. to which there is no direct equivalent in
post-Reunification Hong Kong

!*The original term was "Her Majesty”, to which there is no direct equivalent in post Reunification
Hong Kong. According to the Interpretation and General Clauses Ordinance as amended by the
Hong Kong Reunification Ordinance, the term “the Central People’s Government or other competent
authorities of the People’s Republic of China” should be used instead

*The original term was “Her Majesty”. The term chosen here, i e, “the People’s Republic of China”,
is an alternative 1o “the Central People's Government or other competent authorities of the People’s
Republic of China”, which is the strictly correct tertm See note 10

“The original term was “United Kingdom™. The term “People’s Republic of China” is used instead

-7-
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(e) assisting any public enemy at war with the PRC™

22 The Crimes Ordinance also provides, under section 3, for certain
“treasonable offences”, punishable by imprisonment for life  These offences involve
forming an intention to —

(a} depose the sovereign;
{b} levy war against the PRC"; or

(c) instigate any foreigner with force to invade the PRC' or its territory,

and manifesting that intention by an “overt act” or by publishing any printing or
writing.

23 Sections 3 and 4 impose various restrictions on (with certain exceptions)
prosecution.  Section 3(2) provides that no person convicted or acquitted of a
treasonable offence should subsequently be prosecuted for treason under section 2
for the same acts. Section 4 provides that prosecutions must be commenced within
three years after the offence is committed.

ll. Considerations and Proposals

2.4 The existing practice, as set out in the relevant provisions of the Crimes
Ordinance, of equating assaults on the sovereign as acts of treason has its origins
in the days of monarchical rule and is no longer appropriate to the HKSAR It is
necessary to modernise the concept of “treason” and to bring it in line with the
HKSAR's constitutional position as set out in the Basic Law,

2.5 A survey of the offence of treason in Mainland laws as well as overseas
jurisdictions shows a common featuse, namely the concept that treason involves
the betrayal of ones country in collaboration with an external enemy  Such
offences against the state are to be distinguished from other violent or unlawful acts
instigated by internal insurgents, which we propose to deal with under the offence nf
“subversion”. In the light of this guiding principle, we propose 1o amend the existing
offence of treason in the following way —

HSee note 1)
“Dito
“Ditto
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(a) Offences against the person of the soverelgn or head of state

2.6 For the HKSAR, the head of state is the President However, equating attacks
on the head of state as treason of the highest order is no longer appropriate under our
country's present-day constitutional order. Thus we propose that paragraphs (a) and
(b) of section 2(1) and the whole of section 5 {(which stipulates the offence of assaults
on the sovereign) of the Crimes Ordinance should be deleted.

(b) Levying war

27 Under section 2{1)(c) of the Crimes Ordinance, a person commits treason if
he “levies war” against the state —

(a) with the intent to depose the sovereign; or

{b) in order by force or constraint to compef the CPG or other competent
authorities of the PRC'® to change its measures or counsels, or in order
to put any force or constraint upon, or to intimidate or overawe the
legislature.

No definition is given of “levying war” However, at common law, “levying war” has
been held to include a riot or insurrection involving a considerable number of people
for some general public purpose, but does not include a rising for a limited, local or
private purpose'’.

2.8 The concept of protecting the sovereign as an individual is no longer
appropriate under the constitutional situation of Hong Kong after Re-unification, and
should therefore be removed. The use of force to overthrow, intimidate or overpower

'6See note 10,
V7A fuller exposition of the concept of levying war has been provided as follows —

*'War', here, is not limited to the true ‘war’ of international law, but will include any
foreseeable disturbance that is produced by a considerabl ber of persons, and
Is directed at some purpose which s not of a private but of a ‘general’ character. e g,
to release the prisoners in ali the gaols it is not essential that the offenders should
be in military array or be armed with military weapons It is quite sufficient if there
be assembled a large body of men who intend to debar the government from the free
exercise ol its lawful powers and are ready to resist with violence any opposition ™
Kenny's Outlines of Criminai Law (19th ed . 1966) p 398
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the PRC Government {PRCGY', on the other hand, should continue to be pumishable
as such acts clearly threaten the fundamental security of our country  Given the
overriding principle discussed in paragraph 25 above, the scope of provisions in
paragraph (c) of section 2(1) of the Crimes Ordinance should be more tightly defined
to refer only to levying war by joining forces with a foreigner unth the intent to —

(a) overthrow the PRCG; ov

(b) compel the PRCG by force or constraint to change its polices or measures;
or

(c) putany force or constraint upon the PRCG; or

(d) intimidate or overawe the PRCG

(c) Instigation of foreigner to Iinvade the country

29 An armed invasion is clearly a serious breach of the sovereignty, territorial
integrity and security of the country. The offence of instigation of forcigners to invade
the country should therefore be retained as a treason offence We note, however, that
at present the term “foreigner” is not defined in the Crimes Ordinance, and believe
that it should be. In most cases, a foreign invader is the armed forces of a foreign
country. There might however be cases where the invader is not under the direction of
a foreign country or governiment, but counsists of, for example, militias or mercenaries
engaged by a hostile foreign entity. We propose that the term “foreigner” should be
defined along the following lines — "armed forces which are under the direction and
control of a foreign government or which are not based in the PRC” 1hus there should

continue o be a treason offence along the lines of paragraph (d) of section 2(1) of the

Crimes Ordinance, with the meaning of “foreigner” defined The territory 10 be protected
should be the entire territory of the state.

(d) Assisting public enemy at war

2.10 According to case law, a public enemy is someone whose country is in a state
of war with one's country. ‘The state of war may be formally dedlared o1 may consist of

"1n the context of this paper, the term "PRC Government” sepresents collectively the € entral People's
Government, and other state organs estabhshed under the Constitnion
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armed conflicts to which sufficient publicity has been given, i e open hostilitics. Any
act done to strengthen the enemy or weaken one’s country to resist the enemy counts
as assistance.

2.11 A country will only go te war or engage in other forms of armed hostilities
with another country when its essential interests are at stake. It would therefore be
highly reprehensible for a person to assist a public enemy at war with his country,
and the act is generally recognized as a form of treason in almost all jurisdictions.

We propose to retain this offence. We propose also to codify the case law position as
summarized above.

(e) Non-violent threats

2.12 In so far as a non-violent attack (e.g. electronic sabotage) is part of a larger
planned operation by which foreign forces levy war or invade the territory of the state,
it would be caught by the offences proposed in paragraphs 2.8 and 2.9,

{1} Inchoate or accomplice acts

2.13 We have considered carefully whether it is necessary to retain the special
category of “treasonable offences” (sce paragraph 2.2 above) to catch inchoate or
preparatory acts. Treasonable offences were developed at a time before the law of
attempt became generally applicable. They do not merely reflect the general inchoate
offences, but are based on “forming an intention” and “manifesting that intention by
an overt act”, and could therefore be rather wide. In view of the seriousness of the
offences in question, we propose te provide expressly for statutory offences for inchoate
and accomplice acts, i.e. attempting, conspiring, aiding and abetting, counselling
and procuring the commission of the substantive treason offences’ (incitement to
treason, one of the inchoate offences, will be dealt with in Chapter 4). Subject to
this, treasonable affences, i.e. section 3 of the Crimes Ordinance, should no longer be
retained.

“Under our § faw, piring with others to commit a substantive offence
{except consplmcy to defraud) is a crime undet sections 159A and 159G of the Crimes Ordinance
Under section 89 of Criminal Procedure Ordi e (Cap 221), any person who aids, abets, counsels
ot procures the commission by another person of any offence shall be guilty of the like offence.
Nevertheless, that provision is procedural in nature. Strictly speaking, other inchoate or accomplice
acts are common law crimes.




12

Proposals to Implement Article 23 of the Basic Law

(g) Misprision of treason

2.14 At present, misprision of treason is a conunon law offence. It is committed
when a person knows that another person has committed treason but omits fo
disclose this to the proper authority within a reasonable time In view of the possible
severe consequences of such suppression of inforiation to national security and 1o
provide for more certainty as regards what constitutes the “proper authority”, we
propose fo make misprision of treason a statutory offence. This should cover failure
to take reasonable steps within a reasonable time to inform the Police of the fact that
another person has committed treason.

{(h) Compounding treason

2.15 Compounding treason is another common law offence. It is committed by
anyone who agrees for value to abstain from prosecuting a person who has committed
treason. Where the act involves misprision as well, it will be canght by the proposed
statutory offence for misprision already. Where it involves the mere omission of
prosecution for value, we would suggest that it be dealt with under anti corruption
faws and that no specific offenice need to be created for the purpose.

() Application within the HKSAR

216 Inmany jurisdictions, itis considered that only someone who owes aliegiance
to the state or enjoys its protection may commit treason against it?”. It would he
inappropriate to charge a member of an invading foreign army with treason, for
example. On the other hand, case law indicates that allegiance does not necessarily
have to be based on nationality?'. Indeed, some law reform proposals favour applying

2°See UK House of Lords decision in Joyce ¢ DPP (1946} 1 A FR 186 Lord Jowitt, 1. C | sald at 189-190,
inter alin,"The question whether aman can be guilty of treason 1o the King has been treated as identical
with the question whether he owes allegiance to the King ... 1t must he asked, whether there was not
such protection still afforded by the sovereign as to tequire of him the contintance of his allegiance *

yprd Jowitt, L.C., also said, at 189 of the decision of the (ase of note 20 abave, that "Allegiance is
owed to theis Sovercign Lord the King by lus natural bots subjects, so it is by those who, being aliens,
become his subjects by denisation or naturalization  :so it is by those who, being aliens, reside within
the King's realm...”
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the offence of treason to all those who enjoy protection by the state?. We agree with
the latter approach, as it is only reasonable that protection enjoyed by any person by
being present in a state, regardless of his nationality, should be reciprocated at least
by abstention from actions endangering the vital interests of the state. Therefore, the
treason offences should apply to all persons wha are voluntardy in the HKSAR

(i) Extra-territorial appiication

217 Many jurisdictions provide that treason offences have extra-territorial
application only to those who owe allegiance to the country. As noted above, modern
legal thinking favours basing allegiance on the concept of protection. On that basis,
if a country’s national or someone under the continuing protection of the country
commits an act of treason in a place outside his country, he would still be triable by
his country. The rationale of such an approach is that it would be anomalous if the
offender should be left scot-free on his return to the country even if he is known to
have committed an act of treason overseas (e g. assisting an enemy at war with the
country), the most serious of all offences.

2.18 ‘The question lies in defining who enjoys the protection of the 1KSAR and
hence by extension that of the state for the purpose of extra-territorial application.
One possibility is to confine such application to those who are entitled to consular
protection and assistance of the representative offices of the PRC whilst overseas. The
idea is that for those who are not so entitled, the reciprocity argument no longer
applies. However, this arrangement might give rise to anomalies. For example, a
non-Chinese national who is permanently resident in and hence under the protection
of the HKSAR {and hence the state), but is not entitled to Chinese consular protection
or assistance overseas because of his foreign nationality, could repeatedly go overseas
to conspire with a foreign government to launch an invasion of the Mainland from the
HKSAR, and would not be caught by the offence of treason on return to the HKSAR.

8ee, for ple, Canadian Law Reform C ission, Working Paper 49 Crimes Against the State

{1986) at 56-57 : “Anyone voluntarily present in Canada and benefiting from Canada's protection
{whether he is a Canadian citizen, landed i grant, visitor, and so forth) would be liable for crimes

g thestate itted in Canada " English Law C ission, The Law C i Working Paper
No. 72 (1977) at paragraph 54 : “any person, Including an enemy alien, who is voluntarily in the UK
...in respect of any act of treason in the UK ... but excluding any foreign diplomatic representative or
a member of an invading or occupying force.” Australian Commiitee on Review of Commonwealth
Criminal Law, Fifth Interim Report (1991) at paragraph 31 34 : “any person (including an enemy alien)
voluntarily In Australia.”
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‘Ihe technical and temporary “absence” of a permanent resident from Hong Kong
should not cutweigh the fact that the person’s family and properties in the HKSAR
continue to enjoy protection by the HKSAR  In addition, many of his statutory rights,
for example, his right of abode, continue to be protected even when he is temporarily
outside the HKSAR. On balance, therefore, it would seem more logical 1o subject all
HKSAR permanent residents to the extra territorial application of treason offences in
respect of their actions outside the HKSAR
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Secession

l. Current Laws

There is no specific offence termed "secession” under existing laws in the
HKSAR®,

Il. Considerations and Proposals

{a) General

3.2 Secession is defined by political scientists as “the formal withdrawal from
an established, internationally recognized state by a constituent unit to create a new
sovereign state"?*, Generally speaking, secession involves the refusal on the partof a
distinct, constituent community to recognize the sovereignty of the existing political
authority, and to create a new independent state with its own geographical territory,
thereby necessitating a change in internationally recognized boundaries. The law
on acts of secession in individual jurisdictions is determined by the constitutional
situation of individual states. Unitary states do nat provide for the possibility of
secession in their constitutions. For example, Article 52 of the Constitution of
our country specifically provides that all citizens of the PRC have the responsibility
of safeguarding national unity. Federal states, on the other hand, may have a
constitutional mechanism for a constituent part of the federal union to secede

Byt may be argued that secession Is covered by the existing section 2(1}c){i) of the Crimes Ordinance
{Cap 200), but since the term “Her Majesty's other dominions” is peculiar to the United Kingdom and
has not been dealt with in section 6 of the Hong Kong Reunification Ordmance, there is no certamnty
that the term automatically becomes “any part of Chinese territory™ after the Re-unification

Hgee Viva Ona Bartkus, The Dynamic of Secession (Cambridge Cambridge University Press, 1999)

-15 -
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from the union However, to our knowledge. no federal states allow the unilateral
secession of their constituent parts Tor example, the Supreme Court of Canada has
declared that neither the provincial government of Quebec nor the Quebec legislature
has a legal right under Canadian consntutional law or under international law to
unilaterally secede Quebec from Canada®

33 Seme jurisdictions have expressly outlawed secession. TFor example, in
France, the country’s territorial integrity is part of the fundamental interests of the
nation protected by the law on treason®. In Germany, the offence of high treason
includes attempts to detach a part from the territory of the Federal Republic?”
Pakistan also has specific offences against depriving the country of its sovereignty over
any part of its territory?,

34 The actual development of the law on secession of individual countries is
determined to a large extent by the history and special circumstances of the country
in question. Where there are, within a particular country, distinct, discontented
communities associated with a geographical territory in respect of which they intend
to establish new independent states, the country in question has a pressing need
to formulate clear policies and laws on secessionist attempts  The need for specific
legislation to proscribe secessionist attempts or acts is particularly acute where such
actions have become violent or could result in the fragmentation of a country, or
threaten its unity or peace.

(b) The importance of countering secesslonist activities

35 Nations provide their nationals, and others who lawfully reside in the nations,
protection from foreign attacks or coercion, stability, pcace and security, apart from
other benefits. Preserving the territorial integrity of the nation lies at the hemit of the

0 its 1998 ruling. the Supreme Court of Canada also confirmed that the sccession of any
Canadian province would only be lawful with an fment 1o the cor of Canada  Such
an amendment would in tum require negotiations in refation (o secesston mvolving at feast all the
provincial governments and the federal government

#see Title |, Book IV of the Irench Penal Code regardmg the threats agamnst the fundamental interests
of the nation

Y'See sections 81 and 92 of the German Penal Code of 1871 Scparation of constituent ternitarnies from
Germany is regarded as high treason which undermines the continued existence of the state

5ee section 121A, Chapter VI of the Pakistan Penal Code
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welfare of a nation, and is a top priority of most countries. Breach of that integrity
by force, threat of fotce or other serious unlawful micans almost invariably leads to
war, and any efforts to tamper with territorial integrity should be discouraged. For our
country, we strongly agree that upholding sovereignty, territorial integrity and unity,
and the "One-China” Principle® is crucial to the well-being of our country as a whole.
We should as a matter of principle staunchly resist moves to break up the nation.

(c) Secessionist activities using violent or other unlawful means

36 Acts undermining the territorial integrity of a nation by levying war, use
of force, threat of force or other serious unlawful means threaten the unity and
underlying security of a country, and are prohibited in one way or another in all
jurisdictions. In view of the reprehensible nature of such acts threatening the
fundamental well-being of a country, they need to be severely dealt with. For this
reason, in line with the practice of many countries, we propose to create specific
offences relating to secession attempts where they are undertaken by levying war,
force, threat of force or other serious unlawful means. In sum —

(a) withdrawing a part of the PRC from its sovereignty, or
(b} resisting the CPG in its exercise of sovereignty over a part of China,

by levying war, use of force, threat of force or by other serious unlawful means should be
outlawed by the offence of secession.

3.7 To avoid casting the net too wide and including relatively minor offences as
secession, the term “serious unlawful means” should only refer to offences of a grave
nature. We propose to further elaborate the term to mean any of the following criminal
actions taken for the purpose of secession —

(a) serious violence against a person;

(b) serious damage to property;

(¢} endangering of a person’s life, other than that of the person committing
the action;

BSee Taiwan Affairs Office & Information Office. State Council. The One China Principle and the
Taiwan Issue (February 2000).
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{d) creation of aserious risk to the health or safety of the public or a section
of the public;

{e) serious interference or serious disruption of an electronic system; or

(f) serious interference or serious disruption of an essential service,
facility or system, whether public or private.

Adequate and effective safeguards should also be in place to protect the freedoms of
demonstration and assembly, etc. as guaranteed by the Basic Law, including peaceful
assembly or advocacy.

(d) Organization or support of secessionist activities

38 In the HKSAR, because of our proximity to the Mainland, individuals
or groups of individuals could become involved in organizing and supporting
secessionist activities on the Mainland. Such activities, which involve making use
of Hong Kong’s free and open environment as a base against national security and
territorial integrity, should be prohibited. Any secessionist activities against our
country would likely involve sonie form of organization. To deal with such activities,
we will discuss the proscription of organized secessionist activities in Chapter 7.

(e) Inchoate or accomplice acts

39 In addition to actual acts of sccession, the related inchoate and accomplice
acts should be dealt with. Given the very serious threat of secession to the country,
we propose to provide for statutory offences in 1espect of attempting and conspiring to
commit the substantive secession offences. Similarly, the general law regarding aiding
and abetting, and counselling and procuring the commission of offences should also
be codified as statutory affences where secession is concerned. As with the approach
in dealing with the treason offences, incitement 10 secession will be dealt with in
Chapter 4,

(f) Extra-territorial application

3.10 Regarding the territorial application of the secession offences, it is considered
that, as for treason offences, those who enjoy the protection of the 1HKSAR and
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hence the state should have a reciprocal duty to saleguard the national security and
territorial integrity of the state. In other words, secession offences should apply o
all persons who are voluntanly in the HKSAR, and have an extra-territorial effect on
HKSAR permanent residents in respect of their actions outside the HKSAR.

3.1 Furthermore, commission of secession, a major crime against the state, is
not limited to those owing “allegiance” to it. We need to avoid the anomalous
situation that a foreigner who is known to have plotted a major crime against the state
whilst outside the HKSAR being left untouched when he transits through or visits the
HKSAR. In international law, well-established principles which are applicable to such
situations include —

(a) the principle of objective territoriality, which allows a place to assume

jurisdiction where the result or effects of the crime are sustained in that

place®; and

(b} the protective principle, which applies if the conduct abroad threatens
the security, integrity or the proper functioning of the government of
the place initiating the prosecution®.

3.12 Presently, at common law, an attempt, conspiracy or incitement to commit
an offence in Hong Kong is an offence here even though it took place elsewhere.
Furthermore, under the Criminal jurisdiction Ordinance (Cap. 461), HKSAR courts
have jurisdiction over various offences of fraud and dishonesty even if they do
not take place in the HKSAR, as long as a specified “link"* with the HKSAR is

NSee Geoll Gitbert, Aspects of Extradition Law {Kluwer Academic Publishers, 1991) p.41.

3See Katl M. Meessen (ed ), Extraterritorial Jurisdiction in Theory and Practice {(Kluwer Law
International Ltd , 1996) at 109.

3The Criminal Jurisdiction Ordi e provides that the HKSAR courts have jurisdiction over offences
included in the Ordinance in the following cases —

{a)  if any of the conduct lincluding an omission) or part of the results that are required
10 be proved for conviction of the offence takes place in the HKSAR; or

{b) if there has been an attempt to commit the offence in the HKSAR, whethes or not the
attempt was made in the HKSAR or elsewhere and frrespective of whether it had an
effect in the HKSAR; or

() if there has been an attempt or incitement in the HKSAR to commit the offence
elsewhere; or

td) if there has been a conspiracy to commit in the HKSAR the offence wherever the
conspiracy is formed and whether or not anything is done in the HKSAR to lurther or
advance the conspiracy; or
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established. In view of the considerations and the international law principles
on extra-territoriality above, we consider that these common faw and statutory
approaches should be adopted to apply to all persons who ate not HHKSAR permanent
residents for their actions outside the HKSAR in respect of the secession offences
‘Thus, in addition to the application in paragraph 3.10 above, secession offences should
have an extra-territorial effect on all persons in respect of their actions ousside the
HKSAR, if such actions have a “link” with the HKSAR, either under the above common
law principle or as set out in the Criminal Jurisdiction Ordinance.

(e} if there has been a conspitacy in the HKSAR to do efsewhere that which if done in
the HKSAR would constitute the offence, provided that the Intended conduct was an
offence in the jusisdiction where the object was intended to be carried out
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Sedition

I. Current Laws : Summary

Sections 9 to 14 of Part 1l of the Crimes Ordinance deals with what may
broadly be categorized as seditious acts [he following summary of these sections has
taken into account the provisions of the Interpretation and General Clauses Ordinance
as amended by the Hong Kong Reunification Ordinance.

42 Sections 9 and 10 of the Ordinance deal with acts done with a “seditious
intention”. The latter term is defined in section 9(1) of the Ordinance as an intention

to —

(a)

(b)

)

(4

(e}

bring into hatred or contempt or to excite disaffection against the CPG
or other competent authorities of the PRCY or the HKSARG or the
government of any part of the sovereign’s dominions, or

excite Chinese nationals or HKSAR inhabstants™ to attempt to change,
otherwise than by lawful means, any other legally established matter
in the HKSAR; or

bring into hatred or contempt or excite disaffection against the
administration of justice in the HKSAR; or

raise discontent or disaffection among Chinese nationals or 11KSAR
inhabitants®; or

promote feelings of ill will and enmity between different classes of
population of the HKSAR; or

The original term was "the person of Her Majesty” See note 10

HThe original term was “Her Majesty's subjects or inhabitants of Hong Kong”

HDitto

-21-



22

Proposals to Implement Article 23 of the Basic Law

(f) incite persons to violence, or

(g} counsel disobedience to law or to any lawful order

43 Under section 10 of the Ordinance, it is an offence to —

(a) do or attempt to do, or make any preparation to do, or conspire with
any person to do any act with a seditious intention;

(b) utter any seditious words;

(c) pring, publish, sell, offer for sale, distribute, display or reproduce any
seditious publication {i.c, a publication with seditious intention}; os

(d} import any seditious publication

This offence is punishable on first conviction by a fine of $5,000 and imprisonment for
two years.

4.4 1t is also an offence, punishable on first conviction by a fine of $2,000 and
imprisonment for one year, for a person to have any seditious publication in his
possession without lawful excuse. Section 14 further provides for the removal of
seditious publications In addition, section 32(1)(h) of the Post Office Ordinance
(Cap. 98) provides that no person shall post any seditious publication
is punishable by a fine of $20,000 and imprisonment for six months

the offence

4.5 The Crimes Ordinance expressly provides that an act, speech or publication
is not seditious by reason only that it intends to —

(a) show that the CPG or other competent authorities of the PRCY has
been misled or mistaken in any of its measures, or

(b} point out errors or defects in the government or constitution of the
HKSAR or in its legislation or in the admnistration of justice with a
view to remedying such errors or defects, or

(c} persuade Chinese nationals or HKSAR inhabiants? to attempt to

procure by lawful means the alteration of any legally established
matter; or

¥ 1he ongmal tecm was * Her Majesty” Please see note 10

I’please see note 34
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(d) point out, with a view to therr removal, any matters that are producmg
or have a tendency to produce feehngs of il will and ennity between
different classes of the population of the HKSAR

4.6 In terms of procedural safeguards, section 11 provides that prosecution for
the offence of sedition must be brought within six months of the comnussion of
the offence, and be with the written consent of the Secretary for Justice Section 12
further provides that no person shall be convicted of an offence of sedition on the
uncortoborated testimony of one witness.

47 Sections 8 and 13 of the Crimes Ordinance deal with applications for search
warrants in respect of premises for evidence of incitement to disaffection and sedition
offences. The application has to be made to a judge or magistrate.

48 The offences in the Crimes Ordinance relating to seditious activities are based
on a common law offence. It has been clearly established that the common law
offence is committed only if the person with the sedttious objective intends to achieve
that objective by causing violence or creating public disorder or public disturbance.
However, that element of the common law offence is not set out in the Crimes
Ordinance and, according to a Hong Kong case decided in 1952, such legisiation is not
to be construed according to the common law but on its own terms™, But this judicial
decision must now be viewed in the light of the constitutional guarantee of freedom
of speech in Article 27 of the Basic Law, and Article 19 of the ICCPR as applied to the
HKSAR by Article 39 of the Basic Law. It is therefore highly hikely that the court will
read into the legislation the common law element

il. Considerations and Proposals

{a) Need for crimes of sedition

49 We are aware of doubts as to the place that crimes of sedition should occupy
in a modern criminal code. It has been argued, for example, that sedition offences
could be abused to curb freedom of expression or persecute political dissenters,
especially if the offences are cast widely Some have also argued that, if it is required

38Fei Yi-ming v R (1952) 36 HKLR 133
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that the mtention 10 mate violence or public disorder or disturbance be present
{paragraph 4 8 above), the defendant would hkely have comnutted matement to
commit other offences, e g those agamst the person or praperty, or those agamnst
unfawful assembly It should therefore be sufficient for his misconduct 1o be dealt
with by these latter offences, and no specific offence of sedition should be necessary

410 While it is universally accepted that the freedom of expression, in particutar
the right to voice dissenting opintons, is a fundamental right in moden demaocratic
societies, it is also widely recognized that the fundamental national security interests
of the state and the stability of the state may sometimes be seriously endangered by
verbal or written communications, inclnding those conveyed electronically Examples
would include a speech inciting others to comnut an offence endangering the national
security interests of the state, or a publication calling on the people to attack the forces
of law and order The possible serious conseguences of seditious acts to the security
and stability of lawfully established government and hence to society in general have
been recognized for centuries and cannot be under estimated Experience round the
world, and the retention of sedition as a serious criminal offence in many jurisdictions,
argue strongly in favour of retaining scdition as a specific offence agamst the state,
in order to protect the security and stability of the state and the HKSAR, and hence
society at large. This would be in keeping with the practice adopted by the most kberal
and democratic jurisdictions The crux lies in striking a balance between proserbing
such highly damaging communications and protecting the freedom of expression

(b) The offence of sedition

4.1 It would be useful to note that the term “sedition” is rendered as " #
JRAL" in the Chinese version of Article 23 of the Basic Law 15 %) " is noimally
understood as “incite”, “fan” or "instigate”, while “JZ AL as “rebelion” or "armed
rebellion”. "SR # K A" may therefore be translated as “inctement to farmed)
rebellion”  “Sedition”, m common law jurisdictions, is commonly understond to
involve incitement of resistance to tawful authonty™  thus, the two terms carnry
essentially similar meanings Under both Mainland laws and Iong Kong's legal

At common law, “disturhing constituted anthorty” is a necessary element for the offence
“Constituted authonty” refers to “some person o body holding pubhc office or discharging some public
function of the state”, See R i Chief Metropolitan Stipendisry Mag te.ex p Choudhury (199111 Q B
429
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system, the offence of “sedition” involves incitement to actions, armed or otherwise,
against lawful authority.

4.12 The sedition offence under Article 23 of the Basic Law should focus on serious
cases which endanger the security or stability of the state, instead of isolated incidents
of limited violence or disturbance of public order The existing provisions under the
laws of Hong Kong are sufficient to deal with ordinary cases of violence or disturbance
of public order.

4.13  The commission of treason, secession and subversion offences are obviously
the most seriaus type of attacks on lawful autharity and fundamental national security
interests. As discussed eatlier, the act of inciting others to commit these substantive
offences is itself already an offence under common law. Nevertheless, we consider it
necessary to underscore the seriousness of such acts by codifying these incitement
offences in the context of sedition. Similarly, the overall stability of the state and that
of the HKSAR are vital to the security of the state and the implementation of the “one
country, two systems” principle, and merit protection by specific provisions. Thus, we
propose to provide that inciting others —

{a) o commit the substantive offence of treason, secession or subversion; or

{b} to cause violence or public disorder which seriously endangers the
stability of the state or the HKSAR

amounts to sedition.

4.14 Therefore, the mere expression of views, or mere reports or commentaries
on views or acts of others, will not be criminalized, unless such expression, report
or commentary incites others to achieve a purpose of endangering the state through
levying war, force, threat of force or serious unlawful means, or incites violence or
public disorder which seriously endangers the stability of the state or the HKSAR. We
are satisfied that our proposals are in keeping with Article 19 of the ICCPR, which
guarantees the right to freedom of expression, subject to necessary restrictions for the
purpose of, inter alia, the protection of public order and national security.

{c) Seditious publications

4.15  The acts of dealing with a seditious publication, covered by section 10 of the
Crimes Ordinance, are conceptually different in nature from the crime of incitement.



26

Proposals to Implement Arlicle 23 of the Basic Law

There is a case for dealing with them separately Offences targeting publications, when
the persons involved may not have the intention to indite offences agamst the state,
are a direct restriction of freedom of expression, and should therefore be narrowly

defined in order to comply with the necessity and proportionality criteria as required
under the ICCPR.

4.16  We therefore propose to restrict the scope of the offence to publications that
would incite the crime of treason, secession or subversion only. If the act of dealing
with seditious publications is part of an act of incitement, it may be covered by the
offence proposed in paragraph 4.13 above In addition, if, for example, someone
prints a publication for some other reasons such as profit, while being fully aware that
the publication would incite offences that endanger national security, we believe that
such dealings should also be suitably regarded as criminal acts.

4.17 We propose therefore to create a separate offence of dealing with seditious
publications. To protect the unwitting agent, we propose that the offence should
include an element of knowledge or reasonable suspicion. Thus it should be an offence
ifa person —

(a) prints, publishes, sells, offers for sale, distributes, displays or reproduces
any publication; or

{b) imports or exports any publication,

knowing or having reasonable grounds to suspect that the publication, if published,
would be likely to incite others to commit the offence of treason, secession or
subversion. To cater for cases where such publications are dealt with under legitimate
circumstances, such as academic research or news reporting, a defense of “reasonable
excuse” should be provided.

4.18 There should continue 1o be a separate offence of possession of seditious
publications with the mental element and defence that are proposed in paragraph 4.17
above. With this offence and that in paragraph 4 17 in place, there should be 1o need
fo retain section 32(1)(h) of the Post Office Ordinance regarding the posting of seditious
publications.

(d) Safeguards

4.19  Strictly speaking, with the incorporation of the intention to cause violence or
create public disorder as described above in the definition of the sedition offence, the
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current defences in section 9 of the Crimes Ordinance (please see paragraph 4 5) are not
absolutely necessary. However, for the purpose of reassurance, we propose that they
should be retained.

420 Currently, section 12 of the Crintes Ordinance provides that no person shall be
convicted of sedition offences on the uncorrohorated testimony of one witness. This
requirement for corroboration goes against the general principle that it is the quality
and not the quantity of evidence that should count in a criminal trial. The approach
in most common law jurisdictions has been to move away from this requirement. At
the same time, we recognize that a similar requirement still exists in the sedition laws
of many common law jurisdictions such as Canada, Australia and New Zealand. The
paucity of sedition cases brought to the court in recent years also means that there
is not much empirical experience to support either its removal or its retention. For
the sake of reassurance, therefore, we propose that the existing requirement should be
retained.

{e) Extra-territorial application

4.21 Sedition involves the act of inciting others to commit ctimes against the state
and the HKSAR. Prima facie, the objective territoriality and protective principles as
discussed in Chapter 3 should similarly apply. In addition, at common law English
courts have jurisdiction over an incitement offence committed abroad provided that
it was intended to result in the commission of an offence in England*®. This being so
we suggest that the HKSAR should have jurisdiction over offences of sedition committed
by an HKSAR permanent resident anywhere. In the case of other persons the HKSAR
should have jurisdiction over extra-territorial conduct only if it is intended or likely to
incite the offence of treason, secession or subversion, or incite violence or public disorder
asdescribed in paragraph 4.13, in the HKSAR, or has a "link” with the HKSAR of the kind
set out in the Criminal Jurisdiction Ordinance® . In other cases, it should not be subject
to criminal sanctions under Hong Kong laws.

See DPP v Stonehouse |19781 AC 55, {19771 2 AL ER 809, HL: Somchai Liangsiriprasert v Government
of the USA119911 t AC 225, 11990} 2 Al ER 866, and Archbold — Criminal Pleading, Emdence and Practice
(London: Sweet & M i Limited, 2002) section 3374

“1See paragraph 3 12 of Chapter 3.
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l. Current Laws

In the context of the protection of state institutions, subversion is commonly
understood to involve overthrowing or undermining, either overtly or covertly, the
constitution, the constitutionaily established government, or system of government
by internal or domestic elements. There is no specific offence termed "subversion”
under existing laws of the HKSAR. However, acts aimed at overthrowing the
government are covered by existing provisions on treason, for example, that on levying
war to “depose the sovereign”.

ll. Considerations and Proposals

(a) General

5.2 Many jurisdictions have law against acts of overthrowing or undermining
the constitutionally established government, the constitution and/or the system of
government. The details vary. For instance, in Canada, it is treason to use force or
violence for the purpose of overthrowing the government®, In Australia, it is treachery
to overthrow the constitution of Australia by revolution or sabotage; or to overthrow
by force or violence the established government®. Similarly, in Germany, a person
commits an offence of high treason against the federal government if, by violence or
the threat of violence, he undermines the stability of Germauy or changes the system
of governinent established by the constitution®*,

#5ee section 46(2)(a) of the Canadian Crimnal Code

YSee section 24AA at Part 2 of the Australian Crimes Act 1914

4See section 81 of the German Penal Code of 187)

-28-
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53 Although there are not many examples of offences termed “subversion” in
common law jurisdictions, the concept is by no means alien. For example, the UK
government has adopted the following definition of the term "subversion” —

“actions which are intended to overthrow or undermine
Parliamentary democracy by political, industrial or violent
means”*S

In Canada, the term “subversive or hostile activities” is defined as, inter alia, “activities
directed toward accomplishing government change within Canada or foreign states by
the use of or the encouragement of the use of force, violence or any criminal means™ .

{b) The ofience of “subversion”

5.4 The essence of any subversion offence should therefore be the protection
of the basic system of government and the constitutionally or legally established
government.

55 The basic system of the state, as well as the PRCG, which includes the
National People’s Congress, the Central People’s Government and other state organs,
are the key institutions of the state. Overthrowing or undermining them by illegal
means should be viewed most seriously. Conceptually such acts are akin to treason,
except that these acts may or may not be perpetrated in collusion with foreign

“Protection of national security against th from such activities is one of the functions spelled
out for the UK Security Service {MI5) in the UK Security Service Act According to the official website
of the MI5, “The Security Service Act does not use the term ‘subversion’, but provides a definition of
it by reference to actions which are intended 10 ovesthrow or undermine parliamentary democracy by
political, industrial or viotent means.”

‘Other meanlngs of the term “subversive ot hostile activities” under the Canadian Access to

Fnll,

Infor ion Act are as —

(a) esplonage against Canada or any state allied or associated with Canada;
(b) sabotage;

{c) activities directed toward the commission of terrorist acts, including hijacking, in or
against Canada or foreign states;

{d) activities directed toward gathering information used for intelligence purposes that
relates to Canada or any state allied or associated with Canada; or

{e) activities directed toward threatening the safety of Canadians, employees of the
government of Canada or property of the government of Canada outside Canada.
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elements. Moreover, we are keenly aware that acts of subversion are not confined to
acts involving the use of force. Indeed, with the rapid development of technology,
a serious threat to the country’s secunity and stability might come from illegal acts
employing non-violent means, such as electronic sabotage. We therefore propose to
make it an offence of subversion —

{a) (o intimidate the PRCG; or

(b) to overthrow the PRCG or disestablish the basic system of the state as
established by the Constitution,

by levying war, use of force, threat of force, or other serious unlawful means*’.

56 As with secession (see Chapter 3), it is imperative (o ensure that the 1{KSAR
will not be used as a base for supporting subversive activities in or against the
Mainland. The means to proscribe organized activities aimed at endangering national
security will be discussed in Chapter 7.

{c) Inchoate or accomplice acts

5.7 In addition to the substantive subversion offence, inchoate offences such as
attempts to commit subversion, and accomplice offences such as aiding and abetting
in relation to the substantive offence should be dealt with. In view of the serious
consequences of such offences, we propose fo create statutory offences of attempting,
conspiring, aiding and abetting, and counselling and procuring the commission of the
subversion aoffence.

{d) Extra-territorial application

5.8 We consider that the principles relating to extra-territorial conduct proposed
for the secession offences (Chapter 3) should also apply to subversion offences. Thus
subversion offences should apply to all persons who are voluntarily in the HKSAR, and
have an extra-territorial effect on —

“The term “serious unlawful means” should have a similar meaning as that proposed in respect
of secession, including the adequate and effedtive safeguards of guasanteed nghts, described in
pasagraph 3.7.
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(a)

b

HKSAR permanent residents 1n respect of thewr actions outside the
HKSAR, and

all other persons in respect of thewr actions outside the 1HKSAR if such
actions have @ “hink wnth the HKSAR etther under the common law
principle or as set out in the Crimunal Jurisdiction Ordinance



Chapter 6
Theft of State Secrets

. Current Laws : Summary

At present, state or government secrets are protected by the Official Secrets
Ordinance (Cap 521) There are two mawn catcgonies of offences under the
Ordinance — espionage and unlawful disclosure of protected information

(a) Esplonage

62 Under section 3 (on spymg), a person commuts an offence if he, for a purpose
prejudicial to the safety or interests of the PRCor the 1KSARY —

{a) approaches, inspects, passes over or 15 mn the neighbourhood of, or
enters, a ‘ prolbited place ¥,

{b) makes a sketch, plan, model or note that 1s calculated to be or mught
be or 1s intended to be directly or indirectly useful to an enemy, or

(c) obtams, collects, records or publishes, or commumecates to any other
person, any secret official code word or password, or any sketch, plan,
model or note or other document or mformation that s hkelytobe or
mght be or 1s intended to be directly or mdrwrectly useful to an enemy

*The ongnal term was "the United Kingdom or Hong Kong”

section 2(1 of the Official Secrets Ordinance provides a long definition ol the tenn  prolubited
place” It mcludes for example any work of defence arsenal naval or aw force establishmaont of the
govesnment, any place for binlding or stoning i for the govarnment any place declarediobea
prolubited place by the ( hif Executive and any railway road gas water or elecinaty works dedlare d
1o be a protubited place

32
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63 Under section 4, it is an offence to harbour a person who has committed or is
about to commit a section 3 offence (paragraph 6 2 above)

6.4 Under section 5, it is an offence for a person to be involved in any falsification
of statements, forgery or unauthorized use of uniforms etc. for the purpose of gaining
admission to a prohibited place, or for any other purpose prejudicial to the safety or
interests of the state or the HKSAR.

6.5 Section 6 prohibits the unauthorized use of official documents for any
purpose prejudicial to the safety or interests of the state or the HKSAR.

6.6 A person convicted under section 3 is punishable by imprisonment for 14
years. For other offences, the penalty is imprisonment for 2 years on conviction on
indictment or a fine at level 4 and imprisonment for 3 months on summary conviction.

{b) Unlawful disclosure

6.7 Section 13 deals with breaches by members of the security and inteiligence
services. It is an offence for any such member 1o disclose, without lawful authority,
any information, document etc. relating to security or intelligence that is or has been
in his possession by virtue of his position or in the course of his work.

6.8 A public servant or a government contractor commits an offence if he, without
lawful authority, makes a damaging discosure of any information in his possession
by virtue of his position, that relates to security or intelligence (section 14}, defence
{section 15} or international relations (section 16) The circumstances constituting a
damaging disclosure vary depending on the nature of the information in question. For
security and intelligence information, a disclosure is damaging if it causes damage to
the work of the security or intelligence service. For defence information, a disclosure
is damaging if it damages the capability of the armed forces to carry out their tasks;
or leads to loss of life or injury to members of the armed forces or serious damage
to the equipment or installations of those forces For both defence and international
relations information, a disclosure is damaging if it endangers the interests of either
the state or the HKSAR which are located elsewhere, seriously obstructs the promotion
or protection of those interests or endangers the safety of Chinese nationals® or
HKSAR permanent residents elsewhere. It is also a damaging disclosure if the

*The original term was “British nationals™.
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snformation disclosed is of such a nature that its unauthorized disdlosure would hely
have any of the effects described above

6.9 Uader section 17, it is an offence for a public servant or a government
contractor to disclose, without lawful anthosnity, any information in his possession by
virtue of his position if the disclosure would actually or would be likely to —

{a) resultin the conunission of an offence;
(b) facilitate an escape from legal custody; or

{c) impede the prevention or detection of offences or the apprehension or
prosecution of suspected offenders,

610 Under section 18, it is an offence for a person who comes inte possession of
information protected under sections 13 10 17 as a result of unlawful disclosure or on
terms of trust to disclase it without lawful authority, if he knows or has reasonable
cause to believe that the information disclosed is protected information and that the
disclosure would be damaging.

6.11 Under sections 19 and 20, it is an offence for a person to disclose, without
tawful authority, information resulting from spying or communicated in confidence
by the CPG or the HKSARG™ 10 a territory, state or international organization

6.12 A person convicted of an offence for unlawful disclosure is fiable to
imprisonment {from 3 months to 2 years), and a fine {(from level 4 to $500,000),
depending on the type and seriousness of the offence

Il. Considerations and Proposals

{a) General

6.13 It is accepted that open government and a high degree of transparency
of government actions encourages participation in pubhc affairs and enhances
accountability. However, some information has of necessity to be kept confidential to
protect the security of the country and the people, and to ensure the smooth running

$1The original terms was “the Governient of the United Kingdam or Hong Kong '
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of government, Given the importance of such mformation to the country’s security,
there should be suitable legal sanctions against its unauthorized access or disdosure
At the same time, in order to safeguard freedom of expression and information, it is
important to afford protection only to truly deserving categories of information, and
to clearly define the means of protection.

6.14 In keeping with the Article 23 requirement, we propose to focus on the
protection of state secrets, i.e. information the unauthorized disclosure of which will
be damaging to the state, rather than the protection of all Government information as
such. We consider that the existing provisions of the Officlal Secrets Ordinance alrea dy
strike an appropriate and delicate balance between the need for open government
and for protection of state secrets. However, Article 23 should not be interpreted as
implying that information other than state secrets needs no protection. We therefore

propose that, subject to the refinements below, the Ordinance should be retained in
its present form,

{b) Categories of information that require protection

6.15 The Officlal Secrets Ordinance does not use the term “state secret”. Where
espionage is concerned, the protected information as such is not defined, but the
purpose of obtaining the information and related acts has to be one prejudicial to the
safety or interests of the state or the HKSAR Where unlawful disclosure is concerned,
the following types of information are protected —

(@) security and intelligence information;
(b} defence information;
{c) information related to international relations; and

{d) information related to the commission of offences and criminal
investigations.

6.16  The apparently asymmetrical treatment of “spying” and “unlawful
disclosure” under existing legislation is not hard to understand given the different
nature of the offences involved. “Spying”, which generally refers to the procurement
of information useful to a foreign power and prejudicial to state security, is regarded
worldwide as a serious national security offence meriting heavy punishment. In
contrast, in order to preserve the balance between protecting state security and
promoting open government, it is considered that unauthorized disclosure of official
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information should only be criminalized where the information is of a sensitive
nature and the unauthorized disclosure is damaging

617  Another point of detail concerns information protected from unfawful
disclosure. The Official Secrets Ordinance already sets out some specific targets
of protection (paragraph 6 15]  With one exception, we believe that they all fit
the description of state secrets. The exception concerns information related to the
commission of offences and investigations As presently cast, this may relate to all
offences and investigations; thus information not necessarily related to secrets of the
state may also be covered. Although not directly related to the objects of the present
exercise which are to protect sovereignty, territotial integrity, unity and security, the
present provisions of the Official Secrets Ordinance protecting information relating to
all offences and investigations have proved a useful deterrent and should be retained

6.18 Section 16 of the Official Secrets Ordinance relates to the disclosure of

any information etc. relating to "international relations”. In accordance with this
provision, prior to the Re-unification, information relating to the relationship between
Hong Kong and the Mainland was protected. Following the Re-unification it would
not be appropriate to protect such information under the rubric of “international
refations”. To ensure that information relating to the relationship hetween the Central
Authorities of the state and the HKSAR continues to be protected, we propose fo
create a new class of protected information — “relations hetween the Central Authorsties
of the People’s Republic of China and the HHKSAR', to protect such informanon from

unauthorized disclosure.
6.19 To summarize, therefore, we propose that —

(@) where spying is concerned, the information to be protected should
include that which is ikely to be useful to an enemy, and is ohtained or
disclosed for a purpose prejudicial to the safety or interests of the state
or the HKSAR; and that

(b} where unlawful disclosure 1s involved, the following categories of
information should be protected —

i) security and intelligence information;
(it} defence information;
(iii) information relating to international relations;

(iv) information relating to relations between the Cential
Authonties of the PRC. and the HKSAR; and
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(v} informaton relating to commission of offences and crimmal
investigations

{c) Means of protection

6.20  Article 23 refers to the “theft” of state secrets. In relation to information,
however, the concept of theft cannot be applied in the same way as to the theft of other
properties. Generally speaking, the legal concept of theft involves the permanent
deprivation of property belonging to someone. With information, the question of
ownership and permanent deprivation normally does not arise. It is possible to “steal”
information without stealing the medium through which the information is stored or
kept. In addition, memory or knowledge cannot easily be purged.

6.21 Given the considerations above, we believe that state secrets should be
protected by preventing —

{a} unauthorized access to, transmission of or dealing with protected
information; and

{b) unauthorized disclosure of protected information.

To a large extent, the present approach of the Official Secrets Ordinance already tallies
with this thinking. Part il of the Ordinance seeks to prevent unauthorized access to
protected information through spying. Section 2 specifically provides that obtaining
or retaining any document, note etc. includes copying or causing to be copied such
document, note etc. In addition, communication of such a document includes the
transfer or transmission of the document. Part 11l seeks to prevent unauthorized
disclosure of both information obtained from spying, as well as other information
specified in Part H1. We believe that as far as spying is concerned, the present protection
under the Ordinance is adequate as it covers access (o, transmission of, dealing with and
disclosure of information resulting from spying

6.22 As regards information that is protected from unlawful disclosure, however,
the Officlal Secrets Ordinance only prohibits disclosure of such information either
by people who have come to possess such information in the course of performing
their duties or by those who have obtained the information from such people.
it does not provide sanctions against the unauthorized access to, transmission of
and dealing with such information. We consider that the present loophole of a
damaging disclosure being made by a person who obtains protected information
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through unauthorized access, whether by himself or thiough another person, ought
to be plugged. We should aveid situations where, for example, a hacker may
openly sell stolen protected information to a publisher who may then openly publish
the information for profit, without being caught by Part HI of the Official Sectets
Ordinance, even though the disclosure is highly damaging Thus we propose there
should be a new offence of making an unauthorized and damaging disclosure of
information protected under Part HI of the Ordinance that was obtained (directly or
indirectly) by unauthorized access ta it. The existing damaging disclosure test as well
as the defences in section 18 should, with necessary modification, apply to the new
offence.

{d) Application

6.23  As regards the persons to whom the different provisions of the Ordinance
apply, we believe that the current arrangement is by and large along the right ines
We note, for example, that under section 12, the definitlon of the term “public
servant” includes any person employed in the civil service We consider that this is
appropriate. Part 1l of the Official Secrets Ordinance lays down clear guidelines as 1o
when unauthorized disclosure is an offence. Except with members of the security and
intelligence services who disclose security or intelligence information they possess by
virtue of their position or in the course of their work, @ damaging disclosure test has to
be satisfied. The more onerous requirement imposed on members of the security and
intelligence services is well justified, given the sensitivity of their work We consider
that the present arrangement should continue

6.24 We propose to introduce two technical amendments as regards the
application of the Official Secrets Ordinance We have Identified a potential loophole
in section 18(2) of the Ordinance. Currently it refers to "a public servant or government
contractor” only, and not to a former public servant or government contractor Thisis
to be contrasted with sections 14 to 17 of the Ordinance, all of which refer 1o “a person
who is or has been a public servant or government contractor” (emphasis added) The
ambiguity was highlighted in a UK case in 1989, We propose 1o amend section 18(2)

“Section 18(2) of the Official Secrets Ordinance is modelled on section 5(1) of the UK Official Secrets
Act 1989. In Lord Advocate v The Scotsman Publications Ltd  [1989) 3 WER 158, Lotd Jaumcey of
Tulhchettle said, "Section 5(1) duoes not refer to past Crown servants, as does section 1(1) and (31

Upon the assumption that section 5 was intended to apply to confidential information desving from
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to put it beyond doubt that the provision applies to information derunng from both
present and past public servants and government contractors

625  The other proposed amendment relates to government contractors It is
arguable whether the present definition® covers agents and informants engaged by
the Police to assist in their security and intelligence work Some of these agents
and informants work for a reward, and others provide their service solely as a civic
duty. While paid agents could presumably count as government contractors, the
case regarding informants is more doubtful. Given that these agents and informants
may come across protected information in the course of performing their service,
we believe that they should also be expressly covered by the definition of “government
contractors” under the Ordinance.

(e) Extra-territorial application

6.26 Extra-territoriality already applies to most offences related to unauthorized
disclosure by virtue of section 23 of the Official Secrets Ordinance. 1t is an offence for
any Chinese national, HKSAR permanent resident or a public servant to do any act
outside the HKSAR should that be an offence under Part 11 of the Ordinance (except
for a few provisions) if it were done in the HKSAR  There is a continued need for
such a provision in order to cover situations where, for example, a public servant
of the HKSARG discloses pratected information whilst overseas. As pointed out in
paragraph 6.24, public servants should include ex-public servants

6.27 At present, there is no express statutory provision to apply spying offences
(Part 11 of the Official Secrets Ordinance) extra territorially. We have considered if
this should be changed. In theory, consideration may be given to making express
provision for such offences to have extra-territorial application where the information
involved in the act of spying concerns the safety or interests of the state, including
that of the HKSAR. In practice, however, the need for such extra-territoriality effect
is likely to be small. Where the spying act involves communication or unlawful
disclosure (Part Il of the Ordinance}, extra-territorial application already applies

past as well as present members of the security services, an assumption which may well be unjustified
having tegard to the obscurity of the language .. ”

Section 12(2) of the Offictal Secrets Ordinance defines “government contractor” as “any person who
is not a public servant but who p les, or is employed in the provision of, goods or sevices [sic} for
the purposes of the Crown in right of the Government of Hong Kong Isici”
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in most cases. Where only foreign agents are involved, it is guestionable what
real effect extra-territorial application would have It is implausible for a foreign
government to surrender its secret agents to another government for trial on spying
charges. In addition, given the highly clandestine nature of spying, and the intricate
international relations involved, it is highly unlikely that the 11KSAR on its own will
have sufficient information to investigate and hence bring charges against spying
activities conducted entirely outside of the HKSAR. We do not therefore propose
to apply extra-territoriality to spying offences Correspondingly, the definition of
“prohibited place” for the espionage offence should be confined to those under the
territorial jurisdiction of the HKSAR,
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Foreign Political Organizations

I.  Current Laws : Summary

At present, the main legislation dealing with foreign political organizations
(FPOs) is the Societies Ordinance (Cap. 151).

7.2 Under section 5 of the Societies Ordinance, a local society, or a branch
thereof®®, has to apply to the Societies Officer for registration or exemption from
registration within one month of its establishment. The term “local society” is defined
comprehensively to mean any society organized and established in the HKSAR or
having. its headquarters or chicf place of business in the HKSAR. In addition,
a society is deemed to be established in the HKSAR if any of its office-bearers
or members resides or.is present in the HKSAR, or if any person in the HKSAR
manages or assists in the management of the society or solicits or collects money
or Subscrlption on its behalf. ~ However, the registration (or exemption from
registration) requirement does not apply to certain entities set out in the Schedule
to the Ordinance. These entities include, for example, companies registered under
the Companies Ordinance (Cap. 32], co-operative societies registered under the
Co-operative Societies Ordinance (Cap. 33) and trade unions registered under the
Trade Unions Ordinance (Cap. 332)%. ’

7.3 If a society is a political body® that has a connection®” with an FPO* or a

SHenceforth the reference to “society” should be taken to mean a society and/or its branchles}.

SOthers Include pupils’ associations, companies or assoclations constituted pursuant to or
under any Ordinance or other legislation. Chinese ples, credit uni building g
corporations, recreation groups and unincorporated trusts.

SPlease see paragraph 7.4 below.
5'please see paragraph 7.7 below.
$*please see paragraph 7.5 below.

-4] -
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palitical organization of Taiwan (TPO)™, the Socicties Officer may —

(a) refuse to register or to exempt from registration the society after
consultation with the Secretary for Security (S for Sk

(b) cancel the registration or exemption from registration of the society
after consultation with S for §; or

(c) recommend to § for S the making of an order prohibiting the operation
or continued operation of a society.

These same poweis also apply if the Socicties Officer reasonably belicves that they
are necessary in the interests of national sccurity or public safety, public order (ordre
public) or the protection of the rights and freedoms of others,

7.4 The Societies Ordinance defines "political body” as follows —

{a) a political party or an organization that purports to be a political party;
or

{b) anorganization whose principal function or main object is to promote
or prepare a candidate for an election®™.

75 The Societies Ordinance defines an FPO as follows -

(a) a government of a foreign country or a political subdivision of a
government of a foreign country;

(b) an agent of a government of a foreign country or an agent of a political
subdivision of the government of a foreign country; or

{c) a political party in a foreign country or its agent,

Points {(a) and (b} above include the government of a foreign country at the
sub-national or focal level and its agents.

76 ATPQ is defined as —

(a) the administration of Taiwan or a political subdivision of the
administration;

S¥please see paragraph 7.6 below.

R An election will include an ordinary election or a by election of persons to act as members of the
Legistative Council or a District Council.
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(b) an agent of the administration of Taiwan or.an agent of a political
subdivision of the administration; or

(c) a political party in Taiwan or its agent.

7.7 Inrelation to a local society that is a political body, “connection” is defined to
include —

(a) solicitation or acceptance by the society of financial contributions,
financlal sponsorships or financlial support of any kind or loans from
an FPO or TPO;

(b} * affiliation with an FPO or TPQ;
{c} determination of the society’s policies by an FPO or TPO; or

(d} direction, dictation, control or participation in the society's decision
making process by an FPO or TPO.

7.8 A society that is refused registration or exemption or has had its registration
or exemption cancelled is obliged to cease its operation under section 5F(1) of
the Societies Ordinance. Failure to comply with this requirement makes every
office-bearer liable to a fine at level 3 for a first conviction, and to a fine at level 4
and imprisonment for three months for a second or subsequent conviction, A default
fine of $300 is imposed on a daily basis while the offence continues.

79 Where the Secretary for Security makes a prohibition order pursuant to a
recommendation made by the Societies Officer (paragraph 7.3(c} abovel, a society
will be deemed an “unlawful society” if it continues operation. Its office-bearers
will be liable to a fine of $100,000 and imprisonment for three years. Its members,
sponsors etc. are punishable by a fine of $20,000 and imprisonment for one year on a
first conviction, and a fine of $50,000 and imprisonment for two years on a second
or subsequent conviction. There are other related offences of aiding, inciting and
procuring the affairs of an unlawful society.

7.10 Under section 15 of the Societies Ordinance, the Societies Officer may require
any society to furnish him with such information as he may reasonably require for
the performance of his functions under the Ordinance. The information required
may include the income, the source of the income and the expenditure of the society.
Failure to comply is punishable by a fine of $20,000. ’
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Il. Considerations and Proposals

7.1t We believe that the existing provisions of the Societies Ordinance, in
particular those governing the definition of “foreign political organizations” and
“connections”, are sufficlent for the purpose of prohibiting foreign political
organizations from taking part in the political process of the HKSAR. Many
jurisdictions have similar provisions preventing undue influence or interference hy
foreign political organizations in domestic politics. These provisions should be
retained,

7.12 For the purpose of protecting national security, separate provisions are
needed to prevent foreign political organizations from conducting political activities
in the HKSAR, or establishing ties with local political organizations, that are hanmnful
to national security or unity.

7.13  In fact, organized political activities endangering the security of the state
must be proscribed by effective measures, regardless of whether such threats originate
from foreign or domestic elements. The existing power under the Societies Ordinance
to prohibit the operation of a society on national security grounds already provides
effective sanctions against such activities. However, in view of the highly serious
and reprehensible nature of activities damaging national security, together with
the possibility that such activities would extend beyond the HKSAR and have
national-wide effects, more specific measures are needed to address national security
concerns.

7.14 We therefore propose to make it an offence to organize or support activities of
a proscribed organization. The element of knowledge or reasonable suspicion should

be included in the offence. The concept of "support” includes, for example, being

a member of; providing financlal assistance, other property or facilitation to; and

carrying out the policies and directives of the proscribed organization.

{a) Prosqupﬂon mechanism

7.15 Taking into account the above considerations, we propose that the Secretary
for Security should be given the power to proscribe an organization, if he or she
reasonable believes that this is necessary in the interests of national secutity or public
safety or public order. As with the interpretation of these terms in the Societies
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Ordinance, the expressions “public safety” and “public order” are interpreted in the
same way as under the ICCPR as applied to Hong Kong, and "national security”
means the safeguarding of the territorial integrity and the independence of the state.
For our purpose, an organization should be defined as an organized effort by two
or more people to achieving a common objective, irrespective of whether there is a
formal organizational structure. The power to proscribe an organization may only be
exercised if —

(a) the objective, or one of the objectives, of the organization is to engage
in any act of treason, secession, sedition, subversion or theft of state
secrets (espionage); or

(b) the organization has committed or is attempting to commit any act
of treason, secession, sedition, subversion or theft of state secrets
(espionage); or

{c) the organization is affiliated with a Mainland organization which
has been proscribed in the Mainland by the Central Authorities, in
accordance with national law on the ground that it endangers national
security.

7.16 Regarding (c) above, the HKSAR may not be in a position to determine
whether an organization poses a threat to national security, especially for those
entities based in Mainland with cells in the HKSAR affiliated with them. Therefore,
to a large extent, on the question of whether such a Mainland organization endangers
national security, we should defer to the decision of the Central Authorities based on
the comprehensive information that it possesses. Formal notification by the CPG that
a Mainland organization has been proscribed on national security grounds should be
conclusive of the fact that the organization has been so proscribed. Nevertheless, the
Secretary for Security must then be satisfied by evidence of the said affiliation, and
must reasonably believe that it is necessaty in the interests of national security or
public safety or public order to ban the affiliated organization, before the power of
proscription can be exercised.

717 In addition, it should be possible to prohibit the operation of an organization
that has a connection with a proscribed organization. The Secretary for Security
should be empowered to declare such an organization unlawful, if he or she
reasonably believes that this is necessary in the interests of national security, public
safety or public order, according to the interpretation of ICCPR, etc. as mentioned
in paragraph 7.15 above. It would then be an offence for anyone to manage or be



46

Proposals to Imp! ! Article 23 of the Basic Law

an office-bearer of the unlawful organization 1hus an organization that endangers
national security, whether on the Maintand or in the HKSAR, may be proscribed, and
a grouping in the HKSAR affiliated with it mmay become unlawful  In order to aveid
casting the net too wide, the concept of “connection” above should be clearly defined
to include —

(a) solicitation or acceptance by the association of financial contributions,
financial sponsorships or financial support of any kind or loans froma
proscribed organization, or vice verse;

(b) affiliation with a proscribed organization, or vice versa;

{c) determination of the association’s policies by a proscribed
organization, or vice versa; or

(d) direction, dictation, control or participation in the association's
decision making process by a proscribed organization, or vice versa

A similar concept is already comprehensively covered under the Societies
Ordinance®,

{(b) Appeal mechanism

7.18 The decision to proscribe and to declare an organization unlawful should be
subject to an appeal procedure. To ensure fairness, this procedure should involve two
levels. First, points of fact may be appealed to an independent tribunal  Second,
points of law may be appealed to the court.  Given that sensitive information

5'in the context of a focal society that is a political body, the Sodietirs Ordinsnce (€ ap 151) now
defines "connection” as —

(a) if the society or the branch solicits or accepts financial contributions, Snancial
iaf

p hips or fi t of any kind o1 loans, directly or indwectdy, from
a foreign political organization or a political organization of Taiwan,

b} if the society or the branch is affiliated directly or indirectly with a foreign political
organization or a political organization of Taiwan,

tc) if the society’s or the branch’s policies or any of them are determmed directly ot
indirectly by a foreign political organization or a political smganization of Taiwan: or

(d) if a foreign political organization or a political orgamzation of Taiwan directs,
dictates, controls or panticipates, directly or indirectly, in the dedision making
process of the society or the branch
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or intelligence may be involved, the rules of procedures of appeal should protect
confidential material and sources from disclosure wiile ensunng procedural farness
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Investigation Powers

l. Introduction

The very essence of Article 23 is to protect the sovereignty. territorial integrity.
unity and security of the state, and hence the fundamental interests of our country
It is therefore important that sufficient powers be provided for investigation into the
offences proposed This need is well recognized in many other jurisdictions, where
the security and intelligence services are almost invariably given enhanced powers
for investigating activities that may harm the nation’s fundamental interests At the
same time, we are mindful of the nced to ensure that the investigation powers are
propertionate to and necessary for the offences in question, and are compatible with
the requirements of the ICCPR Sufficient safeguards and oversight procedures should
be built into the regulatory mechanism

ll. Existing Powers

8.2 Some basic investigation powers are already provided in the Police Force
Ordinance (Cap. 232). They are applicable to all offences, unless otherwise provided
for under specific picces of legislation. They cover such issues as search and serzure of
suspected property, efc. In addition, there are special provisions in some ordinances
setting out the circumstances in which certain investigation powers under those
ordinances may be exercised Tor example, sections 8 and 14 of the Crimes Ordinance
(Cap. 200) and section 11 of the Officlal Secrets Ordinance (Cap 521) provide for the
circumstances under which search warrants should be used

83 We have reviewed existing provisions govermung investigation info treason,
sedition and official secrets in the Crimes Ordinance and Officlal Secrets Ordinance
We consider that, by and large, they continue to beappropriate and should be retained,

- 48 -



Chapter 8. investigation Powers

49

subject to certain adaptations For exampie. the cnitena for the exercise of the power to
remove seditious publications without a court warrant, as at section 14 of the Crimes
Ordinance, should not be conditioned solely upon whether such publications are
visible from a public place. Instead, such powers should only be exercised in case of
great emergency irrespective of whether the publications are visible to the public, and
would be adapted in accordance with the approach in paragraph 8.4 below.

Hl. Additional Powers

(a) Emergency entry, search and seizure powers

8.4 The existing investigation powers may not always be adequate to cater for
the special nature of some Article 23 offences For example, at common law, a police
officer can, inter alia, enter private premises without a warrant in emergencies in
order to stop a erime. However, there are no emergency entry and search powers for
the purpose of an investigation. This may well be a major weakness with regard to
the investigation of some of the more serious Article 23 offences. Critical evidence
for suspected offences could have been destroyed if a search warrant could not be
obtained in time.

85 We therefore propose that an emergency entry, search and seizure power
should be provided to the police for investigating some Article 23 offences. The power
should only be exercised by a sufficiently senior police officer (e g., a superintendent)
when he reasonably believes that —

(a) arelevant offence has been committed or is being committed;

(b) unless immediate action is taken evidence of substantial value to the
investigation of the offence would be lost; and

(c) the investigation of the relevant offence would be seriously prejudiced
as a resuit.

{b) Financlal investigation power

8.6 Critical evidence for an investigation could be destroyed if relevant financial
information could not be obtained in time. Therefore, for selected Article 23 offences
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where illicit financial backing may particularly be relevant, we propose that emergency

financial investigation powers should be prowded. ‘The power should enable the
Commissioner of Police, in cases of exceptional emergency and in the interests of
national security (the safeguarding of the territorial integrity and the independence
of the state) or public safety, to requite a bank or a deposit taking company to disclose
to him information relevant 1o the investigation where there is reasonable suspicion
that the relevant offence has been committed or is being committed.

(c) Organized and Serious Crimes Ordinance powers

8.7 Some of the more serious Article 23 offences are likely 10 involve an organized
element. For example, itisimprobable that an individual could pull off a successful act
of subversion or secession single-handedly. The enhanced powers of the Organized
and Serious Crimes Ordinance (0SCO) (Cap. 455) should therefore be made available
for dealing with these offences. We propose to include selected Article 23 offences under
Schedule 1 to the Ordinance. Such inclusion would afford the following additional legal
powers for dealing with the offences in question.

(a) Witness order

Under section 3 of the OSCO, the Secretary for Justice may make an ex
parte application to the Court of First Instance for an order to require
a person to answer questions or furnish material that reasonably
appears to be relevant to an investigation,

(b Production order

Under section 4 of the OSCO, the Secretary for Justice or an authorized
officer may make an ex parte application to the Court of First Instance
for an order to require a person to produce or to grant access to
material specified which is likely to be relevant to an investigation.

{c} Search warrant

Under section 5 of the 0SCO, an authorized officer may make
an application to the Court of First Instance or the District Court
for a warrant to search specified premises for the purpose of an
investigation where the witness order or production order is not
complied with.
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There are also other powers such as restraint orders and charging orders on crime
proceeds, as well as enhanced sentencing

IV. Offences Requiring Enhanced Investigation Powers

88 Annex 1 sets out the selected Article 23 offences for which enhanced
investigation powers (as set out in paragraphs 8 4 to 8.7 above) are proposed and the
specific power(s) proposed for each of the offences in question.
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Procedural and Miscellaneous Matters

I. Introduction

This chapter examines the procedures and other miscellaneous matters for
dealing with the offences proposed in Chapters 2 to 7

ll. Unlawful Oaths and Unlawful Drilling

9.2 Sections 15 to 17 of the Crimes Ordinance deal with the adminisiration or
taking of unlawful oaths for undertaking various offences such as treason and sedition.
There is no record of an offence having been charged under them, and their continued
usefulness is doubtful. When a person who takes an oath has the required mental
element to be guilty of conspiracy or incitement to commit Article 23 offences, he
could be prosecuted for those offences Where there is no such mental element, the
person should not be regarded as having committed an offence We therefore consider
that these sections are not necessary in respect of treason and sedition or, for that
matter, other offences, and suggest that they should be repealed.

9.3 Another relevant legislative provision is section 18 of the Crimes Ordinance
Under this section, it is an offence to train, or be trained, in the use of arms or the
practice of military exercises, without the permission of the Chief Executive or the
Commissioner of Police. The purpose of such training is not specified in section 18,
but the context in which the section is placed makes it clear that it is intended to catch
military training for offences against the state  This section should have continued
usefulness, and accordingly we propose that it should be retained
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. Procedures

9.4 The Criminal Procedure Ordinance (Cap. 221) sets out the procedures
generally applicable to all cases, unless otherwise specified in specific legislation.
With regard to the latter, we have reviewed existing provisions governing procedures
for dealing with treason, sedition and official sccrets to see whether they require
improvement.

(a) Time Hmits for bringing prosecutions

95 Sections 4(1) and 11(1) of the Crimes Ordinance provide, respectively, that
prosecution for treason must be brought within three years, and for sedition within six
months, after the offence is committed. However, at common law there are no time
limits imposed on the institution of prosecutions for indictable offences. Statutory
time limits for indictable offences are also very rare. As a matter of principle, we
question whether it is right to “write off” a serious criminal offence because of the
expiry ofa time limit for prosecution. The reprehensibie nature of treason and sedition
should not diminish with time. In addition, the proposed treason and sedition
offences are now much more tightly drawn than the current provisions. There should
therefore be enough safeguards against possible abuse As such we propose to remove
the current time limits for bringing prosecutions against treason or sedition.

(b) Consent of Secretary for Justice

9.6 At present, the consent of the Secretary for Justice has to be obtained before
prosecutions for such offences as sedition and unlawful disclosure of protected
information may be brought. This is a safeguard to protect the accused from,
for example, inappropriate prosecutions such as vexatious private prosecutions or
prosecutions in trivial cases. It also affords some central oversight over the use of
the criminal law in sensitive and potentially controversial areas, and ensures that
prosecution decisions on these take sufficient and consistent account of important
public policy considerations.

9.7 At present, the Secretary for Justice may at any stage take over the conduct
of proceedings instituted by private prosecution and, if appropriate, discontinue the
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proceedings. Given this power, it may be argued that it is not necessary 1o specify
that the consent of the Secretary for Justice must be sought before prosecutions are
brought for sedition or other Article 23 offences  Nonetheless, given the sensitive
nature of the offences and hence the possible significant public interests involved,
we propose to stipulate that the requirement for consent of the Secretary for Justice
for bringing prosecutions should apply to all affences against the state in the Crimes
Ordinance and the Official Secrets Ordinance, and to other proposed Article 23 offences

IV. Penalties

9.8 Given their potentially very serious impact on the stability and survival
of the state, crimes against the state usually attract very severe penalties in other
jurisdictions. The same considerations should apply in our case. Penalties that
suitably reflect the seriousness and repugnance with which society views the offences
are required. Otherwise the deterrent effect could be lost, The statutory penaity levels
are of course only the maximal that may be meted out. It is entirely within the power
of the court to determine, within the limits set by law, the appropriate fevel of penaity
in each particular case having regard to its circumstances.

99 Taking into account the seriousness of the offences, existing penalties where
applicable, and penalties for comparable offences where appropriate, we propose the
penalties for the various Article 23 offences set out at Annex 2.



Annex 1

Proposed Enhanced Investigation Powers

Selected Article 23 Offences®?

Oftence

Emergency
entry,
search and
seizure
powers

Emergency
financlal
investigation
powers

Inclusion under
Schedule 1 to
Organized and
Sernous Crimes
Ordinance

Justifications and
Remarks

Treason

yes

yes

yes

Most serious of all
offences Evidence
could well be lost
without emergency
powers Organization
and covert financial
dealings likely

Secession

yes

yes

yes

Threat to territorial
integrity and hence
survival of country
Evidence could well be
lost without emergency
powers, Organization
and covert financial
dealings likely

Sedition:
incitement to
commit treason,
secession and
subversion

yes

yes

yes

Same consideration as
for substantive
offences

$20nly those offences for which enhanced nvestigation powers are proposed ave set out in this annex
For a tabular summary of all the Article 23 offences. please see Annex 2
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i
Eer | Emageny | v |
Oftence search and financial Organized and Justifications and
X nveshigation Remarks
seizure powers Serious Cnmes
powers Ordinance
Sedition" yes yes yes Consequence — very
incitement to sentous threat to
violence or stabihity of society
public disorder Evidence could well be
that seriously lost without emergency
endangers the powers Organization
stability of the and covert financial
state or HKSAR dealings hkely
Dealing with yes yes yes Consequence —
seditious by substantive offences of
publications amendment treason, secession and
of existing subversion Very
powers) serious threat to
national secunty
Organization and
covert financial
dealings hkely
Subversion yes yes yes Serious threat to
national secunity and
stabnulity Evidence
could well be lost
without emergency
powers Organization
and covert financial
dealings likely
Organizing or yes yes yes Threat to national
suppotting security and territorial
proscribed integrity and hence
organization survival of country

Evidence could well be
lost without emergency
powers Organization
and covert financial
dealings likely
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rgen i
Emergency Emergency Inclusion under
entry, fi ial Schedule 1 to -
h inancia Justifications and
Offence searchand | . Organized and
N inveshigation : Remarks
seizure powers Serious Cnimes
powers Ordinance
Unlawful drilling no no yes Preparatory to setious
offences of treason,
secession efc
Organization likely.
Inchoate and Same powers as for substantive Same considerations as
accomplice offences. for substantive
offences of offences.
treason,
secession and
subversion
(attempts,
conspiracy etc.)




Annex 2

Proposed Penalties for Offences

Offence

Treason

Treason o

Existing penalties
(if applicable)

Life imprisonment
{s. 2(2), Cap. 200)

Treasonable offences

Attempt, conspiracy,
aiding, abetting,
counselling and procuring
the commission of treason

Life imprisonment

(5. 3(1), Cap 200)
Currently not specific
statutory offences But
normally attempt,
conspiracy etc. to commit
an offence are punishable
by the same penalties for
the substantive offence.
(s. 159C, s. 1594, Cap 200,
s. 89, Cap. 221)

Misprision of treason

Compounding treason

Currently a common law
offence, with no statutory
penalties. Section 1011(1)
of the Criminal Procedure
Ordinance (Cap. 221)
provides that where a
person is convicted of an
offence which is an
indictable offence and for
which no penalty is
otherwise provided by any
Ordinance, he shall be
liable to imprisonment for
7 years and a fine.
Currently a common law
offence, with no statutory
penalties — 7 years’
imprisonment and a fine
(s. 1011(1), Cap. 221)
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Proposed penallies

Retain existing penalty,
i.e,, life imprisonment.

N/A — the offences are
proposed to be repealed

In line with the normal
practice, the penalty
should be set at the same
level as that for the
substantive offence.

Inline with the spirit of
s. 101{1), Cap 221, we
propose 7 years'
imprisonment and an
unlimited fine

NIA — the offence is
proposed to be repealed
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r

Offence

Existing penalties

Proposed penallies

(it applicable)
Secession
Secession No direct equivalent, but Given the seriousness of
may draw reference from the offence which could
levying war under treason | directly threaten the
— life imprisonment territorial integrity of the
country, we propose life
imprisonment,
Attempt, conspiracy, N/A In line with the normal
aiding, abetting, practice, same penalty as
counselling and procuring the substantive offence.
the commission of
secession
Sedition
Incitement to commit N/A In line with the normal
treason, secession or practice, same penalty as
subversion the substantive offence,

Incitement to violence or
public disorder which
seriously endangers the
stability of the state or the
HKSAR

No direct equivalent, but
may draw reference from
sedition.

First offence — 2 years’
imprisonment and $5,000
fine

Subsequent offence — 3
years’ imprisonment

{s. 10(1), Cap. 200)

i e life imprisonment.

Given the higher threshold
of “seditious intention”
{seriously endangers the
stability of the state or the
HKSAR), more severe
penalties are called for. We
suggest 7 years'
imprisonment and an
unlimited fine.

Dealing with seditious
publications

Same as sedition,
publications to be
forfeited

{s. 10(1) and (3}, Cap 200)

Given the serious
consequences that may be
brought about by
publications endangering
national security, the
existing penalties are on
the low side. We suggest 7
years' imprisonment and
a fine of $500,000 to act as
an effective deterrent. The
publications should be

forfeited.
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Offence

Possession of seditious

Existing penalties
(if applicable)

Pust offence — 1 year's

imprisonment and $2,000
fine, publications to be

Subsequent offence — 2
years' imprisonment,

{s. 10{2) and (3), Cap 200)

6 months’ imprisonment

No direct equivalent, but
may draw reference from
levying war under treason
— life imprisonment

Proposed penalties

While the existing
custodial term is
appropnate, the fine
should be updated to level
5 (currently $50,000) to act
as a more effective
deterrent The
publications should be
forfeited.

N/A — the offence is
proposed to be repealed

To reflect the very serious
nature of the offence
which could result in the
illegal toppling of the
basic system of the State
or the lawfully established
povernment, we suggest
life imprisonment

In line with the normal

practice, same penalties as
the substantive offence.

publications
forfeited
publications to be
forfeited

Posting of seditious

publications and $20,000 fine
(s. 32(1)(h), Cap 98)

Subversion

Subversion
{5 2(2), Cap 200

Attempt, conspiracy, N/A

aiding, abetting,

counselling and procuring

the commission of

subversion

Theft of State Secrets

Spying “Myears'i

14 years’ imprisonmém
{s 3,10(1), Cap 521)

Retain the existing ;)enahy
level
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Offence

Existing pe;xaINes
(it applicable)

Proposed penaities

Harbouring, unauthorized
use of uniforms, official
documents, obstruction,
failure to provide
information etc.

2 years' imprisonment on
conviction on indictment
3 months’ imprisonment
and a level 4 fine
{currently $25,000} on
summary conviction

(s. 4-8, 10(2), Cap 521)

The gravity of the offences
could vary considerably,
and it is appropriate to
retain convictions on
indictment and summary
convictions To reflect
more accurately the full
range of potential
seriousness, we propose 5
years’ imprisonment on
conviction on indictment,
and 3 years’
imprisonment and a level
6 fine (currently $100,000)
on summary conviction.

Unauthorized disclosure
of protected information
obtained by virtue of
official position or
unauthorized disclosure,
ete,

2 years' imprisonment
and $500,000 fine on
conviction on indictment
6 months’ imprisonment
and a level 5 fine
{currently $50,000) on
summary conviction

(s. 13-20, 25(1), Cap 521)

The existing custodial
term appears to be on the
low side given the
significant damage that
unauthorized disclosure
may bring about We
suggest increasingitto 5
years’ imprisonment for
conviction on indictment,
and 3 years’
imprisonment on
summary conviction The
other existing penalties
should be retained.

Unauthorized disclosure
of protected information
obtained by unauthorized
access

N/A

Same as the proposed
penalties for unauthorized
disclosure of protected
information obtained by
virtue of official position
or unauthorized
disclosure, etc.

Failure to safeguard
protected information or
return documents

3 months’ imprisonment
and a level 4 fine
{currently $25,000)

{s. 22, 25(2), Cap. 521)

Retain the existing
penalties
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Offence

Organized Crime against National ;e;;n‘lty

Existing penalties
(if applicable)

Organizing ot supporting
proscribed organization,

or operating a prohibited
association

N/A

Others
Unlawful drilling or For the trainer — 7 years’
military training imprisonment
{s. 18(1), Cap 200}
For the trainee — 2 years'
imprisonment
(s. 18(2), Cap 200)
Unlawful oaths

Imprisonment for life or 7
years
{s. 15-16, Cap 200}

Proposed penalties

7 years' impnisonment
and an unlimited fine

The exisliné penaltics
should be retained

N/A — the offence is
proposed to be repealed
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The Johannesburg Principles on National Security, Freedom of
Expression and Access to Information, U.N. Doc. E/CN.4/1996/39.

INTRODUCTION

These Principles were adopted on 1 October 1995 by a group of experts in
international law, national security, and human rights convened by ARTICLE 19, the
International Centre Against Censorship, in collaboration with the Centre for Applied
Legal Studies of the University of the Witwatersrand, in Johannesburg.

The Principles are based on international and regional law and standards relating to
the protection of human rights, evolving state practice (as reflected, inter alia, in
judgments of national courts), and the general principles of law recognized by the
community of nations.

These Principles acknowledge the enduring applicability of the Siracusa Principles on
the Limitation and Derogation Provisions in the International Covenant on Civil and
Political Rights and the Paris Minimum Standards of Human Rights Norms In a State
of Emergency.

PREAMBLE

The participants involved in drafting the present Principles:

Considering that, in accordance with the principles proclaimed in the Charter of the
United Nations, recognition of the inherent dignity and of the equal and inalienable
rights of all members of the human family is the foundation of freedom, justice and
peace in the world;

Convinced that it is essential, if people are not to be compelled to have recourse, as a
last resort, to rebellion against tyranny and oppression, that human rights should be
protected by the rule of law;

Reaffirming their belief that freedom of expression and freedom of information are
vital to a democratic society and are essential for its progress and welfare and for the
enjoyment of other human rights and fundamental freedoms;

Taking into account relevant provisions of the Universal Declaration of Hurr_1an
Rights, the International Covenant on Civil and Political Rights, the UN Convention
on the Rights of the Child, the UN Basic Principles on the Independence of the
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Judiciary, the African Charter on Human and Peoples' Rights, th?: American
Convention on Human Rights and the European Convention on Human Rights;

Keenly aware that some of the most serious violations of human rights and
fundamental freedoms are justified by governments as necessary to protect national
security;

Bearing in mind that it is imperative, if people are to be able to monitor the conduct of
their government and to participate fully in a democratic society, that they have access
to government-held information;

Desiring to promote a clear recognition of the limited scope of restrictions on freedom
of expression and freedom of information that may be imposed in the interest of
national security, so as to discourage governments from using the pretext of national
security to place unjustified restrictions on the exercise of these freedoms;

Recognizing the necessity for legal protection of these freedoms by the enactment of
laws drawn narrowly and with precision, and which ensure the essential requirements
of the rule of law; and

Reiterating the need for judicial protection of these freedoms by independent courts;
Agree upon the following Principles, and recommend that appropriate bodies at the
national, regional and international levels undertake steps to promote their widespread
dissemination, acceptance and implementation:

I. GENERAL PRINCIPLES
Principle 1: Freedom of Opinion, Expression and Information
(a) Everyone has the right to hold opinions without interference.

(b) Everyone has the right to freedom of expression, which includes the freedom to
seek, receive and impart information and ideas of all kinds, regardless of frontiers,
either orally, in writing or in print, in the form of art, or through any other media of
his or her choice.

(c) The exercise of the rights provided for in paragraph (b) may be subject to
restrictions on specific grounds, as established in international law, including for the
protection of national security.

(d) No restriction on freedom of expression or information on the ground of national
security may be imposed unless the government can demonstrate that the restriction is
prescribed by law and is necessary in a democratic society to protect a legitimate
national security interest. The burden of demonstrating the validity of the restriction
rests with the government.
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Principle 1.1: Prescribed by Law

(a) Any restrict.ion on expression or information must be prescribed by law. The law
must be accessible, unambiguous, drawn narrowly and with precision so as to enable
individuals to foresee whether a particular action is unlawful.

(b) The law sh.ould provide for adequate safeguards against abuse, including prompt,
full and effective judicial scrutiny of the validity of the restriction by an independent
court or tribunal.

Principle 1.2: Protection of a Legitimate National Security Interest

Any restriction on expression or information that a government seeks to justify on
grounds of national security must have the genuine purpose and demonstrable effect
of protecting a legitimate national security interest.

Principle 1.3: Necessary in a Democratic Society

To establish that a restriction on freedom of expression or information is necessary to
protect a legitimate national security interest, a government must demonstrate that:

(a) the expression or information at issue poses a serious threat to a legitimate national
security interest;

(b) the restriction imposed is the least restrictive means possible for protecting that
interest; and

(c) the restriction is compatible with democratic principles.
Principle 2: Legitimate National Security Interest

(a) A restriction sought to be justified on the ground of national security is not
legitimate unless its genuine purpose and demonstrable effect is to protect a country's
existence or its territorial integrity against the use or threat of force, or its capacity to
respond to the use or threat of force, whether from an external source, such as a
military threat, or an internal source, such as incitement to violent overthrow of the
government.

(b) In particular, a restriction sought to be justified on the ground of national security
is not legitimate if its genuine purpose or demonstrable effect is to protect interests
unrelated to national security, including, for example, to protect a government from
embarrassment or exposure of wrongdoing, or to conceal information about the
functioning of its public institutions, or to entrench a particular ideology, or to
suppress industrial unrest.

Principle 3: States of Emergency

In time of public emergency which threatens the life of the country and the existence
of which is officially and lawfully proclaimed in accordance with both national and
international law, a state may impose restrictions on freedom of expression and
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information but only to the extent strictly required by the exigepcies of the situatio'n
and only when and for so long as they are not inconsistent with the government's

other obligations under international law.

Principle 4: Prohibition of Discrimination

In no case may a restriction on freedom of expression or information, including on the
ground of national security, involve discrimination based on race, colopr, sex,
language, religion, political or other opinion, national or social origin, nationality,
property, birth or other status.

IL RESTRICTIONS ON FREEDOM OF EXPRESSION

Principle 5: Protection of Opinion

No one may be subjected to any sort of restraint, disadvantage or sanction because of
his or her opinions or beliefs.

Principle 6: Expression That May Threaten National Security

Subject to Principles 15 and 16, expression may be punished as a threat to national
security only if a government can demonstrate that:

(a) the expression is intended to incite imminent violence;
(b) it is likely to incite such violence; and

(c) there is a direct and immediate connection between the expression and the
likelihood or occurrence of such violence.

Principle 7: Protected Expression

(a) Subject to Principles 15 and 16, the peaceful exercise of the right to freedom of
expression shall not be considered a threat to national security or subjected to any
restrictions or penalties. Expression which shall not constitute a threat to national
security includes, but is not limited to, expression that:

(i) advocates non-violent change of government policy or the government itself:

(ii) constitutes criticism of, or insult to, the nation, the state or its symbols, the
government, its agencies, or public officials 3, or a foreign nation, state or its symbols,
government, agencies or public officials;

(iii) constitutes objection, or advocacy of objection, on grounds of religion,
conscience or belief, to military conscription or service, a particular conflict, or the
threat or use of force to settle international disputes;

(iv) is directed at communicating information about alleged violations of international
human rights standards or international humanitarian law.
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(b) No one may be punished for criticizing or insulting the nation, the state or its
symbols, the government, its agencies, or public officials, or a foreign nation, state or
its symbols, government, agency

Expression, whether written or oral, can never be prohibited on the ground that it is in
a particular language, especially the language of a national minority.

Principle 10: Unlawful Interference With Expression by Third Parties

Governments are obliged to take reasonable measures to prevent private groups or
individuals from interfering unlawfully with the peaceful exercise of freedom of
expression, even where the expression is critical of the government or its policies. In
particular, governments are obliged to condemn unlawful actions aimed at silencing
freedom of expression, and to investigate and bring to justice those responsible.

III. RESTRICTIONS ON FREEDOM OF INFORMATION
Principle 11: General Rule on Access to Information

Everyone has the right to obtain information from public authorities, including
information relating to national security. No restriction on this right may be imposed
on the ground of national security unless the government can demonstrate that the
restriction is prescribed by law and is necessary in a democratic society to protect a
legitimate national security interest.

Principle 12: Narrow Designation of Security Exemption

A state may not categorically deny access to all information related to national
security, but must designate in law only those specific and narrow categories of
information that it is necessary to withhold in order to protect a legitimate national
security interest.

Principle 13: Public Interest in Disclosure

In all laws and decisions concerning the right to obtain information, the public interest
in knowing the information shall be a primary consideration.

Principle 14: Right to Independent Review of Denial of Information

The state is obliged to adopt appropriate measures to give effect to the right to obtain
information. These measures shall require the authorities, if they deny a request for
information, to specify their reasons for doing so in writing and as soon as reasonably
possible; and shall provide for a right of review of the merits and the validity of the
denial by an independent authority, including some form of judicial review of the
legality of the denial. The reviewing authority must have the right to examine the
information withheld.

Principle 15: General Rule on Disclosure of Secret Information

No person may be punished on national security grounds for disclosure of inforfn'ation
if (1) the disclosure does not actually harm and is not likely to harm a legitimate



http://www1.umn.edu/humanrts/instree/johannesburg.html

national security interest, or (2) the public interest in knowing the information
outweighs the harm from disclosure.

Principle 16: Information Obtained Through Public Service

No person may be subjected to any detriment on national security grounds for
disclosing information that he or she learned by virtue of government service if the
public interest in knowing the information outweighs the harm from disclosure.

Principle 17: Information in the Public Domain

Once information has been made generally available, by whatever means, whether or
not lawful, any justification for trying to stop further publication will be overridden by
the public's right to know.

Principle 18: Protection of Journalists' Sources

Protection of national security may not be used as a reason to compel a journalist to
reveal a confidential source.

Principle 19: Access to Restricted Areas

Any restriction on the free flow of information may not be of such a nature as to
thwart the purposes of human rights and humanitarian law. In particular, governments
may not prevent journalists or representatives of intergovernmental or non-
governmental organizations with a mandate to monitor adherence to human rights or
humanitarian standards from entering areas where there are reasonable grounds to
believe that violations of human rights or humanitarian law are being, or have been,
committed. Governments may not exclude journalists or representatives of such
organizations from areas that are experiencing violence or armed conflict except
where their presence pose a clear risk to the safety of others.

IV.RULE OF LAW AND OTHER MATTERS

Principle 20: General Rule of Law Protections

Any person accused of a security-related crime involving expression or information is
entitled to all of the rule of law protections that are part of international law. These
include, but are not limited to, the following rights:

(a) the right to be presumed innocent;

(b) the right not to be arbitrarily detained;

(c) the right to be informed promptly in a language the person can understand of the
charges and the supporting evidence against him or her;

(d) the right to prompt access to counsel of choice;

(e) the right to a trial within a reasonable time;
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(f) the right to have adequate time to prepare his or her defence;
(g) the right to a fair and public trial by an independent and impartial court or tribunal;
(h) the right to examine prosecution witnesses;

(i) the right not to have evidence introduced at trial unless it has been disclosed to the
accused and he or she has had an opportunity to rebut it; and

(j) the right to appeal to an independent court or tribunal with power to review the
decision on law and facts and set it aside.

Principle 21: Remedies

All remedies, including special ones, such as habeas corpus or amparo, shall be
available to persons charged with security-related crimes, including during public
emergencies which threaten the life of the country, as defined in Principle 3.

Principle 22: Right to Trial by an Independent Tribunal

(a) At the option of the accused, a criminal prosecution of a security-related crime
should be tried by a jury where that institution exists or else by judges who are
genuinely independent. The trial of persons accused of security-related crimes by
judges without security of tenure constitutes a prima facie violation of the right to be
tried by an independent tribunal.

(b) In no case may a civilian be tried for a security-related crime by a military court or
tribunal.

(c¢) In no case may a civilian or member of the military be tried by an ad hoc or
specially constituted national court or tribunal.

Principle 23: Prior Censorship

Expression shall not be subject to prior censorship in the interest of protecting
national security, except in time of public emergency which threatens the life of the
country under the conditions stated in Principle 3.

Principle 24: Disproportionate Punishments

A person, media outlet, political or other organization may not be subject to such
sanctions, restraints or penalties for a security-related crime involving freedom of
expression or information that are disproportionate to the seriousness of the actual
crime.

Principle 25: Relation of These Principles to Other Standards

Nothing in these Principles may be interpreted as restricting or limiting any human
rights or freedoms recognized in international, regional or national law or standards.
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The Context

e Open and transparent govern
® No legal right of access to info

o The lav\_l is.to restrict access and dis¢osu
of official information

o The issue is not how many prosecution
have been taken out

® What chilling effect the law has, especiall
when the law is unclear, vague or complex

e Ambiguity enhances self-censorship

*

Introduction: The Existing Law

e Official Secrets Act 1911
e Official Secrets Ordinance 1997 whi
modeled after the Official Secrets Act

e Spying and related offences (ss 3-6)

o Unlawful disclosure of security or intelligenge
information by members of the security and
intelligence services (s 13)

e Unlawful and damaging disclosure of prohibit

information by a public servant or a government
contractor (ss 14-17)
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The Proposals

® Expand the categories of prote
information to cover relations be
Central Authorities of the PRC an
HKSAR

¢ Create a new offence of unauthorized akd
damaging disclosure of protected
information obtained directly or indirect!
by unauthorised access

the

Elements of the new offence

o Unauthorized access to protec
information

o Unauthorized access could be direckor
indirect

¢ Unauthorized disclosure of protected
information

¢ Damaging disclosure of protected
information

o Section 18 defence

»

What is protected information?

® Security and intelligence info!
e Defence information

¢ Information relating to internationa
relations

o Information relating to relations betwe
the Central Authorities of the PRC and the
HKSAR

o Information relating to commission of
offences and criminal investigations

&
w0man




Source or nature?

o What information is covered? Deéfined by source
or substance?

o Information relating to relations betw
Central Authorities and the HKSAR: a broad
narrow test?

e Which organ falls within the meaning of ‘ceyral
authorities’? (NPC, NPCSC, State Council, a
central government bureaus and minstries,
President and Minusters, procutorate, National
Political Consultative Committee, local delegat
HK Macao Office, China Liaison Office,
Communist party?)

14

1122

Damaging Disclosure

® No explanation of ‘damaging d§
in the context of information relati
relations between the central authoxtiesqf
the PRC and the HKSAR

® On ‘international relation’, disclosure 1
damaging if it ‘endangers the interests o
the state elsewhere’

® Endanger the interests of the central
authorities in the mainland and overseas?

8
20001122

Damaging: Harm Test |

o Information belonging to a ca the
disclosure of which would be lik
cause harm - trivial information which

cannot by itself cause harm will be covered

e Harm is likely to flow from disclosure
specific document

frial




Damaging: Harm Test Il

¢ In centra/HKSAR relations,
appears to be damaging if it caus
to the area of government operation
covered by the category.

o The only safe approach would be non-

disclosure of almost all relevant
information.

10
K s e leag

Damaging: Harm Test ll|

e Lord Advocate v Scotsman Pobli
1td [1990] 1 AC 812 (necessary
strong likelihood that harm will arise
the nature of the harm must be specified)

e No further harm could generally be dohe if
there is prior publication; further
undermining confidence in the governmeit
by further publication is insufficient to
satisfy the harm test

1
2011022

Who is covered under existing
law?

e Members of security and intellige
public servants, government agents al
contractors

e They obtain the information by virtue of ¢
position and make an unauthorized and damaging
disclosure

¢ The narrow range of persons and means of access
to protected information mitigates the wide scop
of the protected information

ervices,

12
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Who is covered under the
Proposals?

on the press and researchers

Unauthorized Access

e What is unauthorized access?
there is no legal right of access t
official information

o Right not to disclose the source of

access if access is not explained?
® What if there is prior publication?

Defence |

o Defence if one does not know or
reasonable cause to beheve that the 1
disclosed is protected information and that
disclosure would be damaging

e How many defences? Whether knowledge refers
to both nature and effect or any one of them?

o Transfer of mens rea

® Objective test: reasonable cause to believe

e No defence if one genuinely believes that the

information is not protected or disclosure 1s not
damaging

trial




trial

Defence |l

® No public interest defence
& No prior publication defence

Proposals |

o Protected information should efined by
content and not by source

e Damaging disclosure should requir
of a strong likelihood of specified ha!
clear and present danger of harm

¢ Once information has been made generally
available, by whatever means, whether
lawful or not, no further justification to
prohibit disclosure from the public

17
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Proposals II

® Clearly define unauthorized access an

e Protection of national security should not

o Introduce a defence of public
offence if the public interest in Kngwing
the information outweighs the harm fro
disclosure

confine it to the hacker situation

be used as a reason to compel a journalist
to reveal a confidential source




rial

Proposals i

e Subjective mens rea be required s
be a defence if one honestly believes
information is not protected or its disclogureds i
the public interest and the information is
acquired.

e All offences should be prosecuted within 6
months

o Jury trial be required
o Access to Official Information Ordinance?

o Difficult to have meaningful consultation withou
details: White Bill should be published

19
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Article 23 and Subversion

Prof Johannes Chan
Dean, Faculty of Law
The University of Hong Kong

1. Chapter 5 of the Proposals to Implement Article 23 of the Basic Law sets out the
proposals of the HKSAR Government to create an offence of subversion.

2. The Government proposes to:

1.

Create an offence of subversion to ensure that the HKSAR will not be
used as a base for supporting subversive activities in or against the
Mainland.

Make it an offence of subversion to intimidate the PRC Government or
overthrow the PRC Government or disestablish the basic system of the
state as established by the Constitution, by levying war, use of force,
threat of force, or other serious unlawful means. The basic system of
the state includes the National People’s Congress, the Central Peoples’
Government and other state organs.

Create statutory offences of attempting, conspiring, aiding and
abetting, and counseling and procuring the commission of the
subversion offence.

Apply subversion offence to all persons who are voluntarily in the
HKSAR and to extra-territorial conduct by HKPR and all other
persons whose conduct has a link with the HKSAR either under the
common law or the Criminal Jurisdiction Ordinance.

A Sweeping Offence

3. A political offence should be narrowly and clearly defined in order not to undermine
or encroach upon fundamental rights and freedoms that are protected in the Basic
Law and that form the pillar of the success of Hong Kong.

4. The offence of subversion is vaguely defined. The concept of “intimidating the PRC
Government” or “disestablishing the basic system of the state” is not known to our
law. Nor are these concepts defined in the Government Proposals. The literal
meaning of “intimidation™ is “threat”. Thus, under the Proposals, it will be an
offence to threaten (intimidate) the Government by the threat of force!



10.

11.

The essence of subversion is to overthrow the government by force or violence. The
offence of subversion should be so confined. We accept that with the rapid
development of technology, a serious threat to the country’s security and stability
might come from illegal acts employing non-violent means, such as electronic
sabotage. Ifit is considered necessary to prohibit electronic sabotage that poses a
clear and present danger to the stability and security of the country, the prohibited act
should be clearly set out and be so confined. The scope of “disestablishing the basic
system of the state” goes beyond the legitimate concern, and is a vague and sweeping
concept.

The prohibited acts include “levying of war”, “threat of force”, and “other serious
unlawful means”. These are again very broad concepts.

“Levying of war” is not limited to war in international law or internal armed conflicts,
but includes “any foreseeable disturbance that is produced by a considerable number
of persons, and is directed at some purpose which is of a general character. It is not
essential that the offenders should be in military array or be armed with military
weapons.” (atp 9, fn 17) A riot or serious social disturbance can fall within the
meaning of “war”!

A threat of force is prohibited. There is no requirement that the threat has to be real
and imminent.

By definition, “unlawful means” are means against the law and are already prohibited
under existing criminal law. It is said to refer to

a. serious violence against a person;

b. serious damage to property;

c. endangering of a person’s life, other than that of the person commutting the
action;

d. creation of a serious risk to the health or safety of the public or a section of the
public;

e. serious interference or serious disruption of an electronic system; or

f. serious interference or serious disruption of an essential service, facility or
system, whether public or private. (para 3.7)

Most of these acts are already prohibited by criminal offences under existing law.
Some of them attract very heavy penalties. It is difficult to see what additional
protection to the community or the State there exists by making these criminal acts an
element of another serious criminal, albeit political, offence. The ambit of the last
three categories is unclear.

On the other hand, the danger that it may pose to freedom of expression, assembly
and demonstrations is obvious. A protest in the form of sending mass emails to a
Government site (which is said to have caused serious disruption of an electronic



12.

13.

14.

15.

16.

system) or a public call to jam the long distance telephone calling system by massive
and repeated internet phone calls in protest of the dramatic price increase by the
national enterprise on telecommunication), or an industrial strike by postal or medical
services (which may be said to cause serious disruption of an essential service) could
come within the meaning of “unlawful means” and can be punished by the offence of
subversion if they “disestablish the basic system of the state™.

While the Government Proposals state that “adequate and effective safeguards should
be in place to protect the freedoms of demonstration and assembly” (fn 47 at p 30,
referring back to para 3.7), nowhere in the Proposals have such “safeguards” been
explained.

There is no requirement of any casual connection between the acts (levying war, use
of force etc) and the consequences (overthrowing the PRC Government or
disestablishing the basic system of the state). It is wrong in principle that someone
can be found guilty of the offence by chanting at Victoria Park that Taiwan should
strengthen its military force to liberate the Mainland, even when it is obvious that
such threat has no impact on the stability or the security of the government at all.

Subversion is a serious offence and hence should be confined to acts the commission
of which will pose a clear and present danger to the stability and security of the
Government.

It is alarming to learn that the reason for having the offence of subversion (and
secession) is to ensure that the HKSAR will not be used as a base for supporting
subversive activities in or against the Mainland. It is important to ensure that lawful
activities in Hong Kong, which may not be lawful or acceptable in the Mainland,
should not be prohibited or suppressed by the subversion offence through the back
door. Suppose a HKPR in Hong Kong provides moral and financial support to a

Mai aland organization which advocates for a peaceful change of the PRC
Government by means which are considered unlawful under the PRC criminal law.
Could that person be guilty of conspiring with persons outside Hong Kong to commit
the subversion offence, as they conspire to adopt “serious unlawful means” to
“intimidate the PRC Government”, or could he be guilty of aiding and abetting the
commission of the subversion offence by providing financial support? Alternatively,
if the Mainland organization is proscribed by the PRC Government on the ground of
national security due to activities which are considered unlawful under the PRC
Criminal Code but lawful under the laws of Hong Kong, the HKPR may be found
guilty by reason of his affiliation with such organization.

The subversion offence or related inchoate offences should not be a means to
suppress peaceful advocacy for a change of the PRC government or peaceful support
for such change by any organization that adopts constitutionally approved means in
the Mainland even if the organization is proscribed as unlawful in the Mainland or its
activities are considered unlawful under PRC criminal law.



My Proposals

17. It would be difficult to have any meaningful consultation if the offence of subversion
is contained in the broad and vague outline. It is imperative to publish a White Bill so
that the public knows precisely what they are asked to agree or support so as to ensure
genuine public consultation.

18.  The notion of “intimidating the PRC Government” should be abandoned, and the act
of “disestablishing the basic system of the state” should be confined to those acts
commission of which poses a clear and present danger to the stability and security of
the PRC Government and which are committed with intent to overthrow the PRC
Government.

19.  The concept of “other serious unlawful means” be narrowed only to those acts which
poses a clear and present danger to the stability and security of the State and should
not cover those unlawful acts that already constitute an offence under the existing
criminal law.

20. It should be expressly stated what the “adequate and effective safeguards of
guaranteed rights” are and how the guaranteed rights are safeguarded.

21.  The concept of “levying war” should be confined to international war or internal
armed conflicts.

22. It should be expressly provided that a threat of force has to be real and imminent for
the purpose of the subversion offence.

23.  There should be clear causal connection between the prohibited acts and the
consequences. No one shall be guilty of the offence of subversion unless what he
does will cause a clear and present danger to the stability and security of the
government. It shall be necessary for the prosecution to prove the existence of such
clear and present danger.

24.  Any constitutionally approved methods of advocating change in the PRC Government
or the HKSAR could not be considered subversion.

25.  No one shall be convicted of an offence of subversion or related inchoate offences

solely by reason of affiliation with a mainland organization that has been proscribed
by the PRC Government on ground of national security.

e e ok ok sk ok ok ok ok e sl ok
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UNIVERSITY OF MINNESOTA

Human Rights Library

The Johannesburg Principles on National Security, Freedom of
Expression and Access to Information, U.N. Doc. E/CN.4/1996/39.

INTRODUCTION

These Principles were adopted on 1 October 1995 by a group of experts in
international law, national security, and human rights convened by ARTICLE 19, the
International Centre Against Censorship, in collaboration with the Centre for Applied
Legal Studies of the University of the Witwatersrand, in Johannesburg.

The Principles are based on international and regional law and standards relating to
the protection of human rights, evolving state practice (as reflected, inter alia, in
judgments of national courts), and the general principles of law recognized by the
community of nations.

These Principles acknowledge the enduring applicability of the Siracusa Principles on
the Limitation and Derogation Provisions in the International Covenant on Civil and
Political Rights and the Paris Minimum Standards of Human Rights Norms In a State
of Emergency.

PREAMBLE

The participants involved in drafting the present Principles:

Considering that, in accordance with the principles proclaimed in the Charter of the
United Nations, recognition of the inherent dignity and of the equal and inalienable
rights of all members of the human family is the foundation of freedom, justice and

peace in the world;

Convinced that it is essential, if people are not to be compelled to have recourse, as a
last resort, to rebellion against tyranny and oppression, that human rights should be
protected by the rule of law;

Reaffirming their belief that freedom of expression and freedom of information are
vital to a democratic society and are essential for its progress and welfare and for the
enjoyment of other human rights and fundamental freedoms;

Taking into account relevant provisions of the Universal Declaration of Human
Rights, the International Covenant on Civil and Political Rights, the UN Convention
on the Rights of the Child, the UN Basic Principles on the Independence of the



http://www]1.umn.edu/humanrts/instree/johannesburg.html

Judiciary, the African Charter on Human and Peoples' Rights, th? American
Convention on Human Rights and the European Convention on Human Rights;

Keenly aware that some of the most serious violations of human rights. and
fundamental freedoms are justified by governments as necessary to protect national
security;

Bearing in mind that it is imperative, if people are to be able to monitor the conduct of
their government and to participate fully in a democratic society, that they have access
to government-held information;

Desiring to promote a clear recognition of the limited scope of restrictions on freedom
of expression and freedom of information that may be imposed in the interest of
national security, so as to discourage governments from using the pretext of national
security to place unjustified restrictions on the exercise of these freedoms;

Recognizing the necessity for legal protection of these freedoms by the enactment of
laws drawn narrowly and with precision, and which ensure the essential requirements
of the rule of law; and

Reiterating the need for judicial protection of these freedoms by independent courts;
Agree upon the following Principles, and recommend that appropriate bodies at the
national, regional and international levels undertake steps to promote their widespread
dissemination, acceptance and implementation:

I. GENERAL PRINCIPLES
Principle 1: Freedom of Opinion, Expression and Information
(a) Everyone has the right to hold opinions without interference.

(b) Everyone has the right to freedom of expression, which includes the freedom to
seek, receive and impart information and ideas of all kinds, regardless of frontiers,
either orally, in writing or in print, in the form of art, or through any other media of
his or her choice.

(c) The exercise of the rights provided for in paragraph (b) may be subject to
restrictions on specific grounds, as established in international law, including for the
protection of national security.

(d) No restriction on freedom of expression or information on the ground of national
security may be imposed unless the government can demonstrate that the restriction is
prescribed by law and is necessary in a democratic society to protect a legitimate
national security interest. The burden of demonstrating the validity of the restriction
rests with the government.



http://www1.umn.edu/humanrts/instree/johannesburg.html

Principle 1.1: Prescribed by Law

(a) Any restriction on expression or information must be prescribed by law. The law
must be accessible, unambiguous, drawn narrowly and with precision so as to enable
individuals to foresee whether a particular action is unlawful.

(b) The law should provide for adequate safeguards against abuse, including prompt,
full and effective judicial scrutiny of the validity of the restriction by an independent
court or tribunal.

Principle 1.2: Protection of a Legitimate National Security Interest

Any restriction on expression or information that a government seeks to justify on
grounds of national security must have the genuine purpose and demonstrable effect
of protecting a legitimate national security interest.

Principle 1.3: Necessary in a Democratic Society

To establish that a restriction on freedom of expression or information is necessary to
protect a legitimate national security interest, a government must demonstrate that:

(a) the expression or information at issue poses a serious threat to a legitimate national
security interest;

(b) the restriction imposed is the least restrictive means possible for protecting that
interest; and

(c) the restriction is compatible with democratic principles.
Principle 2: Legitimate National Security Interest

(a) A restriction sought to be justified on the ground of national security is not
legitimate unless its genuine purpose and demonstrable effect is to protect a country's
existence or its territorial integrity against the use or threat of force, or its capacity to
respond to the use or threat of force, whether from an external source, such as a
military threat, or an internal source, such as incitement to violent overthrow of the

government.

(b) In particular, a restriction sought to be justified on the ground of national security
is not legitimate if its genuine purpose or demonstrable effect is to protect interests
unrelated to national security, including, for example, to protect a government from
embarrassment or exposure of wrongdoing, or to conceal information about the
functioning of its public institutions, or to entrench a particular ideology, or to
suppress industrial unrest.

Principle 3: States of Emergency

In time of public emergency which threatens the life of the country and the existence
of which is officially and lawfully proclaimed in accordance with both national and
international law, a state may impose restrictions on freedom of expression and
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information but only to the extent strictly required by th.e exiger}cies of the situano’n
and only when and for so long as they are not inconsistent with the govemments

other obligations under international law.

Principle 4: Prohibition of Discrimination

In no case may a restriction on freedom of expression or information, includingon the
ground of national security, involve discrimination based on race, colour, s,
language, religion, political or other opinion, national or social origin, nationaliy,

property, birth or other status.
II. RESTRICTIONS ON FREEDOM OF EXPRESSION

Principle 5: Protection of Opinion

No one may be subjected to any sort of restraint, disadvantage or sanction because of
his or her opinions or beliefs.

Principle 6: Expression That May Threaten National Security

Subject to Principles 15 and 16, expression may be punished as a threat to nationl
security only if a government can demonstrate that:

(a) the expression is intended to incite imminent violence;
(b) it is likely to incite such violence; and

(c) there is a direct and immediate connection between the expression and the
likelihood or occurrence of such violence.

Principle 7: Protected Expression

(a) Subject to Principles 15 and 16, the peaceful exercise of the right to freedom of
expression shall not be considered a threat to national security or subjected to ay
restrictions or penalties. Expression which shall not constitute a threat to national
security includes, but is not limited to, expression that:

(i) advocates non-violent change of government policy or the government itself;

(ii) constitutes criticism of, or insult to, the nation, the state or its symbols, the
government, its agencies, or public officials 3, or a foreign nation, state or its symbals,
government, agencies or public officials;

(iii) constitutes objection, or advocacy of objection, on grounds of religion,
conscience or belief, to military conscription or service, a particular conflict, or the
threat or use of force to settle international disputes;

(iv) is directed at communicating information about alleged violations of international
human rights standards or international humanitarian law.
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(b) No one may be punished for criticizing or insulting the nation, the state or its
symbols, the government, its agencies, or public officials, or a foreign nation, state or
its symbols, government, agency

Expression, whether written or oral, can never be prohibited on the ground that it is in
a particular language, especially the language of a national minority.

Principle 10: Unlawful Interference With Expression by Third Parties

Governments are obliged to take reasonable measures to prevent private groups or
individuals from interfering unlawfully with the peaceful exercise of freedom of
expression, even where the expression is critical of the government or its policies. In
particular, governments are obliged to condemn unlawful actions aimed at silencing
freedom of expression, and to investigate and bring to justice those responsible.

III. RESTRICTIONS ON FREEDOM OF INFORMATION
Principle 11: General Rule on Access to Information

Everyone has the right to obtain information from public authorities, including
information relating to national security. No restriction on this right may be imposed
on the ground of national security unless the government can demonstrate that the
restriction is prescribed by law and is necessary in a democratic society to protect a
legitimate national security interest.

Principle 12: Narrow Designation of Security Exemption

A state may not categorically deny access to all information related to national
security, but must designate in law only those specific and narrow categories of
information that it is necessary to withhold in order to protect a legitimate national
security interest.

Principle 13: Public Interest in Disclosure

In all laws and decisions concerning the right to obtain information, the public interest
in knowing the information shall be a primary consideration.

Principle 14: Right to Independent Review of Denial of Information

The state is obliged to adopt appropriate measures to give effect to the right to obtain
information. These measures shall require the authorities, if they deny a request for
information, to specify their reasons for doing so in writing and as soon as reasonably
possible; and shall provide for a right of review of the merits and the validity of the
denial by an independent authority, including some form of judicial review of the
legality of the denial. The reviewing authority must have the right to examine the
information withheld.

Principle 15: General Rule on Disclosure of Secret Information

No person may be punished on national security grounds for disclosure of information
if (1) the disclosure does not actually harm and is not likely to harm a legitimate
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national security interest, or (2) the public interest in knowing the information
outweighs the harm from disclosure.

Principle 16: Information Obtained Through Public Service

No person may be subjected to any detriment on national security grounds for
disclosing information that he or she learned by virtue of government service if the
public interest in knowing the information outweighs the harm from disclosure.

Principle 17: Information in the Public Domain

Once information has been made generally available, by whatever means, whether or
not lawful, any justification for trying to stop further publication will be ovetridden by
the public's right to know.

Principle 18: Protection of Journalists' Sources

Protection of national security may not be used as a reason to compel a journalist to
reveal a confidential source.

Principle 19: Access to Restricted Areas

Any restriction on the free flow of information may not be of such a nature as to
thwart the purposes of human rights and humanitarian law. In particular, governments
may not prevent journalists or representatives of intergovernmental or non-
governmental organizations with a mandate to monitor adherence to human rights or
humanitarian standards from entering areas where there are reasonable grounds to
believe that violations of human rights or humanitarian law are being, or have been,
committed. Governments may not exclude journalists or representatives of such
organizations from areas that are experiencing violence or armed conflict except
where their presence pose a clear risk to the safety of others.

IV. RULE OF LAW AND OTHER MATTERS

Principle 20: General Rule of Law Protections

Any person accused of a security-related crime involving expression or information is
entitled to all of the rule of law protections that are part of international law. These
include, but are not limited to, the following rights:

(a) the right to be presumed innocent;

(b) the right not to be arbitrarily detained;

(c) the right to be informed promptly in a language the person can understand of the
charges and the supporting evidence against him or her;

(d) the right to prompt access to counsel of choice;

(e) the right to a trial within a reasonable time;
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(f) the right to have adequate time to prepare his or her defence;
(g) the right to a fair and public trial by an independent and impartial court or tribunal;
(h) the right to examine prosecution witnesses;

(i) the right not to have evidence introduced at trial unless it has been disclosed to the
accused and he or she has had an opportunity to rebut it; and

() the right to appeal to an independent court or tribunal with power to review the
decision on law and facts and set it aside.

Principle 21: Remedies

All remedies, including special ones, such as habeas corpus or amparo, shall be
available to persons charged with security-related crimes, including during public
emergencies which threaten the life of the country, as defined in Principle 3.

Principle 22: Right to Trial by an Independent Tribunal

(a) At the option of the accused, a criminal prosecution of a security-related crime
should be tried by a jury where that institution exists or else by judges who are
genuinely independent. The trial of persons accused of security-related crimes by
judges without security of tenure constitutes a prima facie violation of the right to be
tried by an independent tribunal.

(b) In no case may a civilian be tried for a security-related crime by a military court or
tribunal.

(¢) In no case may a civilian or member of the military be tried by an ad hoc or
specially constituted national court or tribunal.

Principle 23: Prior Censorship

Expression shall not be subject to prior censorship in the interest of protecting
national security, except in time of public emergency which threatens the life of the
country under the conditions stated in Principle 3.

Principle 24: Disproportionate Punishments
A person, media outlet, political or other organization may not be subject to such
sanctions, restraints or penalties for a security-related crime involving freedom of

expression or information that are disproportionate to the seriousness of the actual
crime.

Principle 25: Relation of These Principles to Other Standards

Nothing in these Principles may be interpreted as restricting or limiting any human
rights or freedoms recognized in international, regional or national law or standards.
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